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(4) (s,B) = QB,Y(Y(c,To),T)...)
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F1: o FARMFIRE (world-state); p FRPLAIRES
(machine-state) o
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. ¢, FRBHRE . TTRES M N MARFn— LR i 0
ﬁﬁ, Wﬂﬁﬂ CSSTQRE, %i—\?ﬂﬁ? SSTORE @4?5@%%@};&0
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JCAEEEH— N RE S, il T, Fr— LIRS
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&0, FRGETINRE— 48

(3) £(x) = x[[Ix|[ - 1]
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IR T ARSI EAME S G, AT FAHITE5 5 K
BRALRZSHI & 3L

4.1, HFURES. HAURAR AL (160 MZAIFRERF) K
FURZS (P30 RLP MIBRZ5H, PEILHT% B) AYMRGT.
BRI TS B AR KR |, HaBUEE L
TR P2 X RS AE SR E— MEIL B Merkle Patricia
4 (fRIFK trie, T4, UM SR D)o 7 UG BN 5L
4 S RS R 2 24 1 B B o B R B FRATTER
XA JE S EE RS EAR . A — RIVNIFAL: 56—,
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EARAE X R EE TP i A7 1 T U AR I A (E, T LA
FATREMRE B8 E 1 J7 SRS
I PARSEE AT A FE:
nonce, FEALEL: IXMESE T MK & H 8958 5 O
MK EER S LEE L. olal, FRRE o
ML @ 9 nonce {Ho.
balance, R%i: olaly, KRRX MK AL D Weio
storageRoot, (FERT M fRAFIKT AR Merkle
Patricia $AR T 55 HY 256 LM Ay 2w il 2] = 1
TENIN 256 (LEEEERIEIAAT Y Keccak 256 (i
# 256 PLEEECHT RLP-Smfgisff o 1X MG A LA
ola]so
codeHash, A7 XK ) EVM(Ethereum
Virtual Machine, VARI7RESIL) ARSI A (H—AK
AT, XA b B —MH R, B
CFBAFE, SEAT E S RSERZEPES
FrABIE PR e Be Ay, MBS ST X
AT R XA olaleb F7ALHE, KEC(D) = o[d]e.
PR g 38 i A B i ) S 2 - U IR ARG A, T
FrRAF RIS SRS, FRACT — B 5 (A4 E 3L

(6) RIE(L ([a)s)) = olal.

T BB RSB SR B R AL, Ly, E SN EET Bl R AL
(7) L ((k,v)) = (xEc(k), RLP(v))

Hrp:

(8) k€EBs, A vEP

i UL R o a)s AREAVEIXAS T PIERY B,
EAZEFTIL.

W codeHash FBHE— NS F4F I Keccak-256 'S
7, U ola. = kec(()), MFRADRIH s m—
M AR ERIEEG LMK

BRI FRATTAT e S — M RS BRAL Ls

9) Ls(o) = {p(a) : o[d] # o}

where

(10)  p(a) = (KEC(a),RLP((O'[a]n,O'[a]zna[a]s,a[a]c)))
BREL Lg M54 o BUR Y T #RAE— N FUIRZS Y i 4

S (WA FAMBUE:

(11) Va:olal =@ V (a € B2 A v(o[a]))
v AN A RIE R AL

(12) v(x) = xpn € PasgAxy € Pass Axs € Bag Az € Bao

4.2. 5. by (5, T) 2 MHE—WmEiEs, @il
KU Rz SO . FATBIE IR #AEE 2
N, B TEAFRIEAER . X B SR amH . —
FREEA, B—FuEid AR S (K “64)
BIEE”) . PRMZRBUAYEE &R A R LL R B R
nonce, FENLEL: T, &N 2808
gasPrice, BAEMIME: T,, APATR G r s 1115
PR gas A%, DL Wei HENL.
gasLimit, ¥k LRR: T,, A THATRE L WEK gas
%E XAMEMAERL G AT E, Hs e a RNaEFE
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to, BEUCEHLbE: BV ABICE 1 160 Aok, X
&40 5, THREWCE L, i o #5, o
A& Bo HYME—R 5L o
value, FIWKFE: T,, FEIBWCEE M MAVE, DL Wei
HEAL. X TELAGE, FRIBIMES L b B A
E.
v, r, 8t Ty, T, and T, FIC G2 MR HIA &, AT
WEL B EEE . WM F.
HAh, BLRIER A LN 7B
init, FIIAML: T3, — DAEREIR/ N FATEA, £oR
AR R EVM 865,
init /& EVM A5 B $UT init J§SR 05 s4h—MR
A B, BRE A2 R (B 2R A) 5
ERESPATIXAG R B (U4 A 200 A B S AT —Ik
init.
2N, —MEE 13 5 a1
data, Zf: Ta, — NABREIR/INGFATEEH, FoRiH
SR A AL
s F O diing 7 medt RikE 3 5 B R AL S, Eit
SECP-256k1 ] ECDSA fiZk, A (b1 &EM 3
MNEZ T VENEIRKE 4. BATRAGEBMER S(T)
FRKIFENIRERL S T -

(13)
LT(T) = (T"7TP7TQ7Tt>Tv>ﬂ7Tw7TT‘7TS) lf Tt =9
(T, Tp, Ty, Tt, T, Ta, Tw, Tr, Ts)  otherwise

FEIX B, AR A4 A2 RLP iS4, BT
2 MERKEMNTTHA T M Ty-

(14) Tn €Pas¢ AN Ty €Pasg AN T, €Pass A
Tg cPosg A Ty € Ps AN T, €Posg A
Ts € Pasg AN TqeB AN TyeB

Hrp

(15) Pn:{P:PEHD/\P<2n}

Hhie A T, A LEAR: BR—1 20 FITRIHEE
i, EEEEGANE& RLP ZEF W R, @1 Bo #R:

(16) Tt c {BQO if Tt 75 %)
Bo otherwise
4.3. X, ZELICRE ) REERGEENES. Sk
H EXN I GEEN T, BERISLEERIES U £R
BRSSP AT Y15 X B4 25 FEIX YR AE R . (X
FER XIRFR N ommers?, FETE: ANYFRZ AR Xk
AERIRE R
parentHash, SCHMEA: H,, XL Keccak
256 LI o
ommersHash, B A: H,, YT XHAREESI
Keccak 256 f7FG7 o
beneficiary, Zai# #illk: H., KINIZEX D XEH
160 prttbdil, XA X A 58 5 2 R 4 1 5
A Mk
stateRoot, REFIRIARTT G RS F HLA AR
5 A Keccak 256 HLMG A, 28 55 #1615 24§ X
e H X fa i vl DA X AME

LMy, SR LR AT LAAIET AT R 1L PR B — s A AT REAS A TR B o 7 — FTRE A — s A A TR B VR ARE A BIan: A2UTTHE

S NFKIFAL, 1L NRIESE 5 NI K& ZIRTHRAT

2ommer HIE A IR R HIACEHI S IHERFARUE, W http://nonbinary.org/wiki/Gender_neutral_language#Family_Terms
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st

transactionsRoot, 325 TSR G A:
FHUAR AT S Keccak 256 (LM FA, £E3C
PEA X R T AR S 513

receiptsRoot, #% 5 FHMARTT GG A %
BRI AR AT A Keccak 256 LW, R 5 581
R Sl R OV Sl S SN N e <

logsBloom, H7i& Bloom: Hp, Hit Bloom iTjE#%
AT RSIERE (BEHabf i) dnk, X4
FEASESTHEAD, KBRS FIFRF A
LA E

difficulty, MEE: Hg, Fm 400 X EAEREACT, X
AMEARYE AT — > X B A ME AT RN (R B B A5
F,

number, XPHi'5: H;, ET YRTXIHERATEX
Pl . QIR X X458 0.

gasLimit, #VRHRG]: H,, HETEA KXHAORHEAE

Vi
5y 7 it

S

als

FBR.

gasUsed, ¥BME it H,, HHT XM P A3 5 f#
FBRELZ 0

timestamp, A& H,, 2481 XIAEIITEY Unix
B I

extraData, [fIEdE: H,, 32 795 AN B354
mixHash, B&WA: H,, 5T 5HPE (nonce)
HHIRHY 256 (MG THE, FITIEE X LRI X R E
BB T BRI
nonce, FHLE: H,, —1> 64 fiFa7, FIHEIREGK
AR, AT IERS X AT X A58 T 2%
&
IEAh, MaTIX IR IO E X KR Z 5 513, DL 2 A
BUE (ommer) HIXHLFIZE, RATLL B Fn— DX

(17) B = (BH,BT,Bu)

4.3.1. ZH5WHE. AT iR G E B AL EeA R T 5 IHIE
. &5l ¥R, BIMEENMEE—ER[E BN GWERRET
HifG. LA Brli] #AE @ M5, RETE—DRLIFHR
W H SRIX A B BIRR Y .

THWARE—MEENAN & BT 5 ENIRES
Ro; HuTXHASE T BRI R, 5 KL G057
R AME; XS PATH R P EIEN HEES Ry fIH
it Bloom i¥E#S Ry -

(18) R = (Ro, Ru, Ry, R1)

BRE Lr & M8 5 HEHAT N RLP St i) FIAL 22
R
(19) Lr(R) = (TRIE(Ls(Rs)), Ru, Ry, R1)

LG FIRE R SIGE|— DMl = HURE AR S
RARTHE—1%H.

TAVBE R HPREHE A & R, B2 D IEBE, B
Bloom Ry 4 2048 fif (256 F17) WA
(20) R,€P A Ry € Base

R &—FRFIKHEAL, #H0 (O, 01, ...) e —THEA
M O &P HEILEAFH M O, BT, Oy &2— 51 32
FHHHEF, Oq £ —LFHTEA:

(21) 0= (Oa,(0t070t17-~~)70d)

(22) Oy €EBog A vtEOt :t€Bss A Ogq €B
FATE L Bloom i IE#R KAl M ¥— D HEBEA O EHN

—~ 256 FITM A

(23) MoO)= \/

te{0, }UO4

(Ms3.2048(t))
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HA Ms.o0as &R Bloom i IE#s, FAMER—
NENFF, B aFIEA 2048 AL FET FF T = L. il
WX —NFEATEFNH Keccak-256 W& A B — R =X
I 11 7ok sEE:

(24)M3:2048(x : x €B) = y:y € Basg where:
(25) y = (0,0,...,0) except:

(26) vie{0,2,4} Bm(x,i)(y) =1

(27) m(x,i) = KEC(x)[i, i+ 1] mod 2048

b B LA KL B, (x) ST ML x TH%E|
J(M 0 FHAZE) HafiL

4.3.2. BERARME. IR —D K L LU LA 448,
BATAREN AN R AH) . YRIGIRTS o (S
BRTS) FIRF AT FE A HTIIRES H, 5, fENFPELR
Fr—30, GRS O IXPERE . S8R S Br (FA
iAW 11) -

(28)
H, = TRIE(Ls(II(e,B))) A
H, = KEC(RLP(L};(Bu))) A
H; = TRIE({Vi < ||Br|,i € P:p(i, Lr(Btli]))}) A
H. = TRIE{Y: < ||Brl|,i €P:p(i,Lr(Br[i]))}) A
Hy, = erBR (rb)

Ht p(k,v) /& RLP BB, R4, k A
ARG RS v AR5

(29) p(k,v) = (RLP(k),RLP(v))
A
(30) TRIE(Ls(o)) = P(Bu)H,

TRIE(Ls(0)) &L RLP 4ifG R o SRS
Merkle Patricia $AR T MG Ar, P(By) & .

IXLAERIE S S T B, RS AW Br, X118
W HMWAERHEE T E XL, £ 11.4 XA .

4.3.3. JF5ML. BRE Lp F1 L 5302 XA X Bk B9 T3
FRH KU H IR RS Lr, LN RLP #

B, BRI AR W R A0 T
(31) LH(H) = ( HvaochyHT‘yHineyHbdey
H; H,Hy,Hs,Hy, Hyno, Hy, )

(32) Lp(B) =

Hrp Ln Ly RICRFHN RS, K
(33)

I ((@o, 1)) = (f(20), f(21),...) FFTARMTEREL f
TCRFALE LR
(34) Hp € Bso AN H, € Bss AN H. € Bog A
H.€Bs2 AN Hi€Bza A He€Bza A
Hy€Bosg N HgeP N H;,eP A
H eP AN HQE]P AN Hs €Posg A
H, B AN Hp €Bs2 A H, €Bs
Hrp
(35) B, ={B:BeBA|B| =n}

WAVBAEA T — 7% B XREE S5 . RLP
R (LR B) $R Bt 7 — MRE T SR XA i e
— AT



BIACH 4 it UM BT S 5 A
4.3.4. XESLIIE. FATE X P(Bmw) N B S X
(36) P(H) = B' : KEC(RLP(BY)) = H,

AT X B 5 45T B ACHR S 5 1

(37) H;, = P(H)u, +1
XERRELE LA D(H):
(38)
Do if H;=0
D(H) = .

{max(Do,P(H)Hd + 2 X 2 +¢€) otherwise
Hor
(39) Do = 131072

P(H

(40) v= { (204); dJ

(42) €= \‘QI.H'i+1OOOOOJ—2J

DXCHCBI AR BRI, 75 B30 T T A

(43) Hi < P(H),+ | Tt
(44) Hi > P}, ~ | C
(45) H; > 125000

H, ZXH H ARSI, 7 e T mae s
(46) Hs > P(H)n,

X AL PRALE T DR (B o RSP R e R X B
I ) 7 P 4, D0 S 000 2 AR 5 m, IR B N T 4R
, ABERSIE R XA B TR 5, WSREIT R
2 /> DB [B] ) P ()3 C , RE BE AR BSORH T — A X B e e
TS At 2> Bk
BERLEL H, FE TR R
2256

4 <i
(47) "<, A

m=H,,

with (n,m) = PoW(Hy, Hy,d).

HH Hy ASH KB XL (ERA & FELACHIR &0
fE, d ALATHEIRES DAGHEIILHE), TEEIT
FREGW A, Pow & TAERIEEEL (W 11.5) : %F—1JC
EHF I ERAWMAME, DAEWMH T — 1 IE#1 DAG,
82 MR ML KT H & d . aE—TERTE
[0,25%) BYS45) A, DUISRART (B ROXERE Hy LGB

X X 2 B Xt R — AR SRR
AN ) X SR B Ty A I B R R . KA IX A BEAL
B IX L 50, HLIRUA AT X A IX B P &
FAHREZ 5y, QBT I A 1 DX B TR ELRER 1Y), 7 258
A IS T R

R, FRATTE XA XL 3G IE R AL V (H) 5

EIP-150 [fif (f02e66c - 2017-09-18) 5
256
(48) V(H) = n<——Am=Hpn A
H,
(49) H;=D(H) A
(50) Hy, < H, A
P(H)Hz
(51) H1<P(H)Hl+{ 1024 A
P(H)n
2 H > P(H)u, — L
(53) H;, > 125000 A
(54) Hy> P(H)u, A
(55) Hi:P(H)HZ.-i-l N
(56) [ He|l < 32

HH (n,m) = PoW(Hy, Hy,,d)
Ak, extraData #x% 32 F 1o

5. BORLRISC A

SR T e G X 2 P % [ e o T ] R S R M T i R —
ANH G TR, AR LUK BTl B PP A TR TR 22 28
SHERIERR LA gas (FEIURSR G ) AL (ERRIRE
FhE (BEEA00E. ([F2ME. RIS us [k = £
Egﬁmimﬁﬁé%%) HR AT AR IR A 55 H T RE A 4R
U o

H—NBHEE R LR gasLimit (JE L), XL
JRBE & 362 T HR B . ELAARM T T B ) A
gasPrice(VEMIHE) A (FEETE: MRHE = gasLimit
* gasPrice), fEIAT3E S AT S Ha EMEMA#E . 20 HIX Mtk
FURRESATEBNEL SR T, SC o 2T oo Z it
ZOIREL BB, 2 AT A R BB RS 5 58 ik R 2 R
Bl (AR RN RS SR EF MK o B S AR
TAHPATZ e EXT TRSEMK S, MIZIRE— DX
i AL EFR

WHRBE, LAKT (Ether) MAEMSCHOEL, AR [l E
SR T KBz 25 A B HhE ) 8 X OP B Mk AT
TiRE . o AT LMERBCEMEMITS, SR Tt m] LAME
EH AL T 385, NS IR 58
EARIEEE LRI LLRTD, G THELZ LR, Fi
I Gy o R W Tk R lHRUE, 7 Toafdfd
RN AN TN TEE G B (RN A, 3 B AT — Mt a2
e A PRI . B, /1 (it
) SARREI AT B2 s 2041, 28 278 A 175 SR ALk
W& ASE G oA LT .

6. XHHAT

L GAT R URT I I E 2R 5. BE LTRSS
ARREL Yo PSS G EPATING ERESEm I N FF R A R0
P, X st s
(1) 38572 RLP #¥dE, WAZRNEHTT,
(2) KH B2 AN,
(3) fiﬁ@ﬁiﬁ*ﬂ%ﬁ%ﬁ?ﬁﬁ@ (FETRIFEEM P B Y H R

L0

(4) BOBEEBRA/INT SEBRZE G AR H TR go;
(5) RIEHMFHIRBEDNT R vo, TEIRETH

fFo
T Ry, o FWIRE, IRAFAS REL T WF:
(57) o' =7Y(o,T)

o' BREHIEIIRES . BATESL 19 NS5 ITHHFER
MR, Y1 SR S AR A H RRIE SR, IR R AEJF S
B3 E S
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6.1. FIRE. WS PITERERE , FEEIZC 5 2™ — ek
EMEE, BATRNLS IR, M A KR

(58) A= (As, AL Ar)

TTHNBFEEHBRES A —NES S 5E UG BRI
MK EE A 2RI HE: ERMHATEREA R T
B4, "R BT A, ARSIt AL AR g (10
M b F AT BREEE LA . A, FoRIR B AH,
LfEH] SSTORE 5443E 0 FIAZIE 23 F &N 0 B, 18
[l AR B HEN . BARASIE S HIRR [l 4340, (B AT LA 2
AMPATHE -

BATE LIRS A, BRAEE. BaHE &H
RECH 0:

(59) A’ = (2,(),0)

6.2. PUAT. AT T AR T A 5 B I T 2 BT
£, X go

G xdatazero if i=0
60) go= 3 {Gt t =
i€T}, Ty tedatanonzero Otherwise
(61) + Gtxcreate lf Tt : %)
0 otherwise
(62) + Gt’r‘ansaction

Ty BAWIR EVM AU, Ta 4258 5 Ml 1) R B,
BRT S REGAEELHEHH. WREX NSRS
A, BRI Grxereate , FEMHOLNAIE M. G KT
R LI Go

TSR HIZR ) vo THEANTT:

(63) vo = TyTp + Ty
TR MK R:

(64) S(T) # @ A
olS(T)] # @ A

T, = oST)]. A
g < T4 A

v < O'[S(T)]b A

T, < Bu; —{4(Br)u

HERmGHIAAT: SCHRBRS T, <= X XHR e
BRH Bery - XA XERZ BT T 5L 5 B BIEL £(BR )

AL G AT AR T — PR RERUE Bk 3 &
BEEIKF S(T) KBS 1, WP RAET IR 20 7iAT %
M Ty Tpo WWHEIREHABAIREL g = T, — go- TIEEH
QUSSP G AR ZORES (FTRES T 4 HTHIRE),
XA R E B MR B TR : N DB AT
TS 5 o

TATE A& RS 00
(65) o0 = o except:
(66) oo[S(M)s = o[S(M)s — TyTp
(67) aolS(T)]n = alS(T)n+1

M oo HAHN op TILHEIMHK. NEERUERL
WAAE R, FAATE SOTHEEPAT R IRPRES op |
FIRAREL ¢ FITFIRES A -

(68)
Ao, S(T), T,
(or, g, A) = 9, Tp, Ty, Ti,0) if Ti=9
@3(00,S(T),Tg,
Ty, 1,9, Tp, Ty, Ty, Ta,0) otherwise

EIP-150 [fif (f02e66c - 2017-09-18) 6

Hrfr g 2R ERRIIER A 15 Z HFE AR -
(69) 9=T5— g0

T, ZFIGEITE, SMaeiEaay SRA (E#RH
Sifilk) N, W LAEE EVM A N AT .

ER, JANEA 03 FRBEEERR =1 ITEK; mAss
FEHEWHNmE (— 7)) | BERERIFRARE
G LR

FEIH SR [ 505 O S AL EL ), FHAf R [l AR
JE B LANAHAE T RIRAPRL o, FIE—L24M2, 15
B RA T ELR 0 K W g

T, 2_ Q/J’AT}

A ELR I KR E W g* ST URTRARRIRE o,
IR— b, AR A, NS GERRR T, — ¢ B—
FHEINE

WOREXT R B LAK TR TH T, 7 THhb R YR X e B 1Y
seanF bk BATE LA HRLMNE o, WA op

(70) g =g+ min{{

*

(71) o = op except
(72) o’ [SM) = orlS(D)+9T,
(73) o’[m)y = opml+ (Ty—g)T,
(74) m = BHC
MR T A AR B BEE S T RIIR P S, B8] T RZORES
o'
(75) o' = o except
(76) VicAs:o'li] = o

w5, BAVE XA 5 s 6 R 19, 1X ke
Sy Pl HE T

(77) T9(o,T)
(78) Yo, T) = A
XA BT SR R 3 B W HE -

’

Ty—g

7. LG

LK RS ARESE: KiIEE (s)s JRIARIT
H (o)~ ATHIEIMREL (g) BEBMMER (p) FEIKAUE (v)-
FERKERN T 1. EVM WA ARS. WRAH/ &4
B M BIERIREE (e) -

FRATE LOVERBON R A, HXRNBRAERS o, 6
EHRTS BRI S TIRE (07,9, A) (ERE 6 /)
45):

(79) (o-/’g,7A) EA(0-73707g7p7U7i76)

TAHK T kb 58 SO A 0 FIBEMLEL RLP
Imfid i Keccak M AEGH 160 Lo FEFRATE SGHIK o
L

(80) 0= Bos..2ss (KEC(RLP( (s,0[s] — 1)) ))

HH KEC 42 Keccak 256 PG A7 K%L, RLP 72 RLP Jwfid
PR, Ba.o(X) RN IR X ECHER [o,b] 1
fi,ox] bl o FPIRES, o FRMBEAITFAERIPIRSS. 1
B, BAMERH 2 — e AR/ NE ,, FATES
SIEAEIEA B A0 R AT S I & G5 K IRENLEL,
WAERNFFIRAERS Hh Bk VM #E iRl I R BEALECH & R iE
Y Bl ATLER o
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T B BEAECFT LA BEE LA 0, REUCAEIB I FEIKE, 7
i ZS RN, WA RSN Keccak 256 1L %S T4 BB A

RIFHE MW X NEMAPRESZ N o
(81) o" =0 except:
(82) *[a] (0,v 4 v', TRIE(2),KEC(()))

(83) o [s]e olsly —v

oo RS 5 Z BTRUVA AR A

(84) o = 0 if ola=9
" | olaly otherwise

W, XSRS T ALK R EVM AR i
(PUTHRIE /NG 9 ) RBTIAIHY o ABDSAST AT LA I —
Lo ph: ATLAKCR TP BIFAE, REGIEEZ MK, th
THEZAHEEM. AMRITERE 2 ATLEE— T, 6
FREERIRES o, ATHRIRIAIRRL o™, TIRES A, LARIR™
o WM. EE &5 RPIRSHEAS, AREIRI &R,
LRI ER RS A KRS AREAL oo

(85) (U**7g**7A7O)EE(U*7g7I)

Hep 1 WEPATHRENHRSE, ZESHAE/NE 9 T A
FEANRE X

(86) I, = a
(87) I, = o
(88) I, = p
(89) la = ()
(90) I, = s
(91) L, = v
(92) L = i

(93) I. = e

R HEWMALORE, il Io #raZWd. Iy A
2RI, B KRR E

AT STHFERRL, HIRASEEMRT 0, KL
ITARESEH R L2 iR » XD (WEHEHEILD) &
WHNL, AT A A TIEAE  (out-of-gas, O0OG) =i :
I FPRSE RS ES o, BOTEEREXNR ST A 50,
WEMGZR R G — .

MR AT B P T5E, BB 2% B 1A 241
Bt E AT RIBRAEZH ¢ FIENE RG2S K/ N
1

(94) c= GCOdedeposit X |0|

ANSRBOA NS BB AL, N g™ < ¢, Bt
MBS 3

KA IR, BN 0o WREL0EZ
RTF #2125, EAXFIG L0 N EIHARR R,
TERMTERDIL A o SR, LB RIS, FEASLEA
BYIHAEFEIK .

IR HBX R 73, AR R 2B &K
IR E Rk, SRR RIS S R AR . REMTS.
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BOBATIRES (07, ', A) HIRRINT:

@) 4= {O e
g — ¢ otherwise
o if F
(96) o' ={ o™ except:
{ o'[a). = KEC(0) otherwise
where
(97) F=(0"=2 V g™ <c V |o| >24576)

Lk o' WA, U TR RIR S B B R 1Y
FP3l o, WURBTBIEEIK ™ Y ACAD A

BELWINOBER, AR, XA F Ik th 2425
2y ARBAENK, NGRS L60#.

7.1, WAL, A BT B, BRIA SRS IE R
1T, FrelEp st HIL T, (HERE PR ACRBET . 7R
AR A, AR B AASERAEHAT. RX YIS
WPATE KT —1 SELFDESTRUCT 164, XMk 524
L oAT SERTIEA NS, XXM TR TR L. XTF—1IE
H STOP $840AT, B IR M SR ZS 1Y, IX Iz 4 HY
M, T L R R A Y AR A O i BE
FEXAME KT R

8. HEHH

VPATHEF N FRELANSE: KiEE (s) XHK
BN (o) #ZHE (r)s PITHBIIKS (c, BHBEEZ
H) s AT (9) FEIKBUE (v) BN (p). BB
HORA A — MERRKEF TR d f%ABRE LU S
PR/ B LIRIHER LT (e) TR

B 7R EH AIRSANSE 5 TIRASAN, R A —
PMINITER — HFTEEA o Fnmim i B, T35
A H 5 A A 2 1, B SO P A g e A 25 T LA
T RE LA AT IS EAT R AG 1L, AERXFP I OL T AT 13X

LfE .
(98) (0'1791714,0) E6(015707T7C7g7p7,v7’57d76)

EREIRAINE, M4 fT DELEGATECALL 5§40, FA]
THEX BIFEMA L o fIHFT N SCHFR © .

T E AR SR ARIRAS E Al R b T T & 3083 T R A e T
JEHPRESNE — AR o1

(99) oirlp=orlp+v A sl =0o[s]p —v

unless s = 7.
FAMBEWR o1[r] BARE L, WEIE—MALD
BBCARAS BRI RENLECER Y 0 R o FRATTEk gk b —

AT

(100) o1 =0, except:

(101) oisly = oi[sl —v

(102) and o7 =0 except:

) {0"1 [r] = (v,0,KEC(()), TRIE(@)) if a[ﬂ =
oilrly = olrly +v otherwise

T SRR AR CBEMUERE fr, Keccak M7 A od].)
REPITI (MG 9) HUT. SRR, WRITH
A=A (Bl RS TR MER . TCRBkE H
AU EE TR &) TR I, WA SR 45 I+
HARGS a7 RIRE K 2 BT RTIRES (Bl o).



VARYS s —Fhede 4 25 oL B8 F 5 2 A

(104) o = {" if o7 =2
o™ otherwise

(105) J = {0 if 0'**. =0
g** otherwise
Zrcpec(01,9,1)  if r=1
Zennoss (01,9, 1) if r=2

(106) (™", 9", A,0) = [ERIP160(G1,9,I) if r=3
ZEw(o1,9,1) if r=4
=(o1,9,1) otherwise

(107) I, = r

(108) I, = o

(109) I, = p

(110) Ih = d

(111) I, = s

(112) I, = @

(113) I. = e

(114) LetKEC(ln) = o]ce

AU P s 2 R AP EARE X (KEC(Ty), Tn) , LA
DT EHARYE Iy M g o

mEANP, HEFHHPUTHELR = HF 4 NFRF: XY
MR CTEIE BY, ENRRIZET R 55 G 8T RES
B RARMY o XA 10 24 3 F1 4, 4
B FSRPUATG I h 26 A AR BRI A SHA2 256 NWEA JT
Z. RIPEMD 160 iM% 77 221 540 BR %L

X 4 NELNEEE L Eo

9. AT

PATHR BLAR UL B A — K5 = g g & fl—1
INE PRI ECHE O AR XA RGRAS . XL R LK
T Il (Ethereum Virtual Machine - EVM), iX> g
RENRLI . ER—MERZRML, U W 2EAIE
SIWIARL TR o

9.1. HAf., EVM ETHREEM, Pl /N (DAL
PEHIR/N) A& 256 (o EERMETHIT Keccak-256 VWA
KB R . AR T - F 0 F 85 . Her
KRN 1024, EVM A5 — a7 B FAE T 258N
FHEG AT, —NHETFIUN T A5
BHINAE, FEHEREIES N ERAE N RGOREA — T 0
dedr. FRA WA T SR SRR 0.

EVM RNemRfERFEKSEH. Bild— M4
TR AL AR AEAE — D LAY AT LSS B ROM. FR, T A2
PRATAE— R T [R) ) P AT Bl A7

EVM TERSER TS AR5 k4, OFGRE HAEE
BRS . BIRE S BEALEE, AEMAIRS . AR E,
EVM 7R 1E I AT AR (85 b sipFTER
5%), BES B AL P S

9.2. HAME. £ =" RRIMEH TR (G 0%
Bhy, ERX=FIET, 2SI TR E N 58 & .
S — i I 2 B S LA R T BRI R
Sk G)o BRMEN, FIREFI—A TR E AL
FETTIEFEMEL, X BT CREATE, CALL and CALLCODE
P85 S SREL, TR A N AR Y 2 1
FIRRRAS B o

KT =AM AT, NAAESAMFEER 32 Fik
/MEE R AF R BOE L, BRI N 7 R 3 — Ve
SUFTAICICERS] (LI RELAES) FERM 32 71
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AR/ MEBUREEBIRT . IXA T just-in-time (JIT) FYZEA;
MESH; RPN RTERI R 32 TR, e
BRIMIN AR . i RA S 32 F5RRRAE, H
EVM Al. Z5 ERrid, /RS X8 ELX T REA L I
.

PRk 2% A — MM HIAT I — R/ MU B (B
e 5 —MERTA 45 R _ERKBURSEINE) , HRR AR
AT AR AU S b, T ELoR M —L838 ) ; ROARI R
L frf 3 AL L LB 2, TR B R 2 H
AR 3% X8 [ ) 9 PR T A A 28 A ) — R 43

FEAN EVM BOBHEFEE LK% Ho

9.3. PUTIREL. Br T RGEIRE o TS A s i 0k
g Oh, A —E BB PR ERANER, XEFEE4
ST ICAH I

L, $E IEAEA ARG AR 77 Ho ko

I, RIS A0 ki ik

I, KFCIXIEZ 5y o BRI o

Ia, PATRERRH AR T80, AR T2
— N, ENEAESE A

o I, MR ARMLERAT YK kit s SR kA T —
NGy, WA G Kk k.

o I,, LA Wei NALIE, VERTHE I —E 0%
LXK MR KA TE— DR 5, X MEH
TRIRAEL o

o Iy, MZILF A, & HRIT-

o I, HATIXIRA XL,

o I, UEIHE A0 ERNRE (Fla: H§7
CALLs Bf, CREATEs #HATHIRED)

PATHRI E ST PR B, HRITE SRR o, B4R
BB ¢, TR TOIRAS A IS o, B4R ET
X, BATESL:

(115) (6',d',A,0)=E(o,9,1)

BAZIEIER A, RN ENTIRESEXNABES s« H
BRI 1 MEHESE r AT

(116) A=(s,Lr)

9.4. PATBEL. BAVMAELINE E XLHREL 2o FERZ PRk
e, BN RGRT o FINERIRES p FNEAT e
Bl FATE L — Mm% X, BEAEARXMEAEE OCE
SCRZSHLF BIRIARILR ), LB Z FORER LRI
MR AIRE, E LR H R YRGS R IEFE
IR EEEANERFS A E R

ZFFIHEH () Fon, EAETENES o, ZXEE H
A A RAFNES, 4 H MAHERE o IR E4REN
7, B3 H W 8582 N — 2 MBI AT L.

(117) E(o,9,I) = (o, [L;,A, o)
(118) (0,1, A, ...,0) = X((o,n, A° 1))
(119) B, = g
(120) e = 0
(121) t, = (0,0,..)
(122) pn, = 0
(123) ps = 0
(124)
{(@,N,AO,I,()) if Z(o,p,I)
X((o,p, A1) = O0(o,p, A T)-0 if 0#D
X(O(o,p, A, I)) otherwise
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where
(125) o = H(p,I)
(126) (a,b,¢,d)-e = (a,b,c,d,e)

TR, AT B, RMNXETH 4 IR T
FHMEERRES ' PRI T RIR B ),

X WA (XEEBH, EEEH&XIT—1H
FRIEAIEER) BHE Z Zh true, Fon BHPRSA =W IF
HFRELAL, JHArE NS apid 7, SEEE H 2K
T8 (ARZEES), FomiEE] T IER L IRE.

941 ML MRT MABAKRSTS p EX N -1 d
(g,pc, m,i,s) , EFETTFRIREL g, FRFFITELER pe € Pass
WAFNA m , NAEPREEFEE (ALE 0 TFIRESLTHED)
i, AR s WENE u,, FasER/NA 2256 HP
S 0 WA,

AT HEE A, MRS (B0 ADD) 84 e
B Z B AR N B T T RE R, SN bR S e LT
K H o

HTHEIFHENL Z, H O, BATEXL w N 4RIEHRAT
FE =Ry

e

STOP

it ppe < ol
otherwise
TAVMEH 6 FREREEBIRIIICHEL, (TH o TRkt

VEARMBITCREL, ATLAMERIEAE 6 « o AT 28R AL
C WTHR, C FRPITHRE TG AL -

9.4.2. WAL, RWAILEE Z 2T

(128)  Z(o,u,I)= p, < Clo,mI) V
=90 V
letall < 60V

(w € {JUMP, JUMPI} A

rsl0] € D(Iv)) Vv
legl] — 6w + v > 1024

DA BT & AR S Ik A R AS: R T
MAeS (IR 0 FAMASEITESL) « SR
i 84 JuMP/JUMPL B EARHIBETCRL. Bt K/ ek
T 10240 BRI GIRA D KB, RN PATHRE %
A—Ma4 Rk 2wt .

9.4.3. BREEHNEIGUE. FATZRIEH D 1Eh— 1R E
SOEFEISAT HIFE ARSI A Ok e b i S8 &0 FRATIE
JUMPDEST $54 &~ AT LAk i ik o

XL B AR MR A RS S AN, HHFEER
FE ARG, MAEET PUSH A EER SR, (1
AL RS € LY STOP 184 LIRIET) -

TERE ST
(129) D(c) = Dy(c,0)
H:
(130)
{{} it 0> ol
Dj(c,i) = ¢ {i} UDy(c,N(i,cli])) if c[i] =IJUMPDEST
Dj(e,N(i,cli])) otherwise

N RN MARIES M E, WRA PUSH 184,
ESUSUREPS 6/

(131)
N(i,w) = {

i+w—PUSH1+2 if w € [PUSHI1,PUSH32]

i+ 1 otherwise
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9.4.4. L. IEFAEIER RS H & LT
(132)

Hgierurn(p) if w = RETURN
H(p, 1) =4 () if w € {STOP,SELFDESTRUCT}
1] otherwise

A 42 1E R E RETURN, fEFSE H A 4 &
X R A TSR Hrprurs o

9.5. PATFIH. FFHIRIERA N A [ B ECR B I E
MR B Fra R EBa#i et AL

(133) O((o,m, A1) = (o, A1)
(134) A = aw—du
(135) el = el +A
(136)  Vz € [ow, lull)  palz] = pgfz + A

XS RZEAGS, MBS 15 S RPITIR D, 531
REFP a0, A =, RAOTE SRS J, T
RETAIESHH 4, T

(137) u; = p,—Clo,p,1)
Jyump(p) if w = JUMP

(138)  p,. = {JJUMPI(;L) if w = JUMPI
N(p,.,w) otherwise

E—RIG T, BATAIAGF. ABREGHRGEREA

AR

(139) B =

(140) mi = omy

(141) A= A

(142) o = o

SR, RSB UL L TTRAE. i H 5
H T HESBRMITER, URAEL o « HIHREL & FUORHH
#eo

10. XHeb 3 X B

AU A DX B3 R A 1 DB (9 AR R B9
M TE. N TR EAOR, IATEE SRR AR, 2
Wi fix B A B AEROR A B IR R E B AR A — A Y A
M T R ECR, Bt Ko, g
BT R AR (5T QURBuEd g E 1 1A
bR XHE R o BABIC, Bk e — I SR
MR o XM A B HCRs T B AT AR B2

FA— AP ESEREE R, Br MG X Bk aitaE
Kk M 7120 . KB R R — 1 XERARX &
AT SR B DR X S Tk o

AR E X B AYRERE -

(143) B = B,+ Ba

144) B’ = P(Bn)

4EXI B, By RCHIEME, B RENXHNERE, By
R

11. XBER
XY E R M3 4 DB
(1) BeiEisE (IR0, MEilE);
(2) WIF S (W0, MELS);
(3) NI



DIk : — B4 2 38 P e SIS
(4) BIPRASFBEHIEL (R EZE, THEARIRES
FIBEHELD) o
11.1. BUEISIE. 36 UERUE K B G 75 B8 IR AR U L 11
BRI R YT XPACEAYEE N R, N <6, Z HikH
2 MRk, A

(145) IBull <2 A\ V(U) A kU, P(Bu)u,6)
UeBy
k FRERKR:
(146)
false if n=0
k(U,H,n) =< s(U, H)
V k(U,P(H)g,n—1) otherwise
s KRR FR:
(147)

s(UyH)= (P(H)=PU) AN H#U A U ¢ B(H)u)
B(H) FRMHXHRL H.

11.2. S HKE. (RO — E I3 5 51 3R 51
H—EC XBRRLEfME By, , MIZAXA KRG
55y 5 YRR R AAE G -

(148) Buy = ((R).

11.3. 3. Xb— X, 234 B X B A 52 26 K P A AR
FEMC o UL Ry 3878 2B XHSZ 2 2 A E R B X4
ARG, B2 T Xz g E R AR o, AR 2 Y
L FEIRT XG5 o FATTE LRI Q

(149) Q(B,0) = o' :0' =0 except:

| Bull

(150) o' [Brclo = o[Bucls+(1+ 39 )Ry
(151) Vueny :
o' lUy = a[UC]b+(1+é(Ui—Bm))Rb

TR AEER X P Z a0 K5 128 (b WA DAY
AU % 2 2 P B — R A2 7 2 T P R 24 T DX R 52
sE IR, BOMGRE 2 R

FATE XY 5 LAKTH:

(152) Let R,=5x10"

11.4. ARAFAREHIELIGIE. FROTE K%L T, i3 X B
IR RS

(153)

oo if P(BH) =
o;: TRIE(Ls(0:)) = P(Bu)n,

Hrr, TRIE(Ls(0:)) RARES o X7 SR Y RO
WG Air; PRAT I 2 HARAFAEMRAS B e v, S U 45 MR A
AGAR, FrLAE & s R o

i 8 X P i AL @, gt T — AKX B 2
— M EEHX B’

I'(B) = .
otherwise

154) ®(B) = B': B =B" except:
9256

1 B, = ; < —

(155 " n: x T,

)
(156) B,, = m with (z,m) = PoW(By,n,d)
(157) B* = B = r(II(I'(B), B))
Hrp d 2 HdEE, R J.
IAGAEASCIT A & SCRIRHRE T /BRI e i 4, it X
PUERREL Q MaeZ AR kgL T K€ X Mo

B except:
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ZHTHESL T, Rlnlo, Rln)i M R[n]., FR5H n X
FEEPIRZS BRI e (ETTAH RSN TTR
Rny, ZHTLAHES HERE ) o B RE SO 2
B9 58 Z IRSAT S A B B RRES (RS —
2o, ZRTHSE SRS ABIIRRAPRE)

_JT(B)
(158)  R[n]s = {T(R[n — 1], Br[n])

X Brn]u, FATE L HTHISE B #EA R .5 55 ) R
R (RESE 4, WA 0):
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APPENDIX A. TERMINOLOGY

External Actor: A person or other entity able to interface to an Ethereum node, but external to the world of
Ethereum. It can interact with Ethereum through depositing signed Transactions and inspecting the blockchain
and associated state. Has one (or more) intrinsic Accounts.

Address: A 160-bit code used for identifying Accounts.

Account: Accounts have an intrinsic balance and transaction count maintained as part of the Ethereum state.
They also have some (possibly empty) EVM Code and a (possibly empty) Storage State associated with them.
Though homogenous, it makes sense to distinguish between two practical types of account: those with empty
associated EVM Code (thus the account balance is controlled, if at all, by some external entity) and those with
non-empty associated EVM Code (thus the account represents an Autonomous Object). Each Account has a

single Address that identifies it.

Transaction: A piece of data, signed by an External Actor. It represents either a Message or a new Autonomous
Object. Transactions are recorded into each block of the blockchain.

Autonomous Object: A notional object existent only within the hypothetical state of Ethereum. Has an intrinsic
address and thus an associated account; the account will have non-empty associated EVM Code. Incorporated

only as the Storage State of that account.

Storage State: The information particular to a given Account that is maintained between the times that the

Account’s associated EVM Code runs.

Message: Data (as a set of bytes) and Value (specified as Ether) that is passed between two Accounts, either
through the deterministic operation of an Autonomous Object or the cryptographically secure signature of the

Transaction.

Message Call: The act of passing a message from one Account to another. If the destination account is associated
with non-empty EVM Code, then the VM will be started with the state of said Object and the Message acted
upon. If the message sender is an Autonomous Object, then the Call passes any data returned from the VM

operation.

Gas: The fundamental network cost unit. Paid for exclusively by Ether (as of PoC-4), which is converted freely
to and from Gas as required. Gas does not exist outside of the internal Ethereum computation engine; its price
is set by the Transaction and miners are free to ignore Transactions whose Gas price is too low.

Contract: Informal term used to mean both a piece of EVM Code that may be associated with an Account or an

Autonomous Object.
Object: Synonym for Autonomous Object.

App: An end-user-visible application hosted in the Ethereum Browser.
Ethereum Browser: (aka Ethereum Reference Client) A cross-platform GUI of an interface similar to a simplified
browser (a la Chrome) that is able to host sandboxed applications whose backend is purely on the Ethereum

protocol.

Ethereum Virtual Machine: (aka EVM) The virtual machine that forms the key part of the execution model

for an Account’s associated EVM Code.

Ethereum Runtime Environment: (aka ERE) The environment which is provided to an Autonomous Object
executing in the EVM. Includes the EVM but also the structure of the world state on which the EVM relies for
certain I/O instructions including CALL & CREATE.

EVM Code: The bytecode that the EVM can natively execute. Used to formally specify the meaning and

ramifications of a message to an Account.

EVM Assembly: The human-readable form of EVM-code.
LLL: The Lisp-like Low-level Language, a human-writable language used for authoring simple contracts and general

low-level language toolkit for trans-compiling to.
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APPENDIX B. RECURSIVE LENGTH PREFIX

This is a serialisation method for encoding arbitrarily structured binary data (byte arrays).

We define the set of possible structures T:
(163) T = LUB
(164) L = {t:t=(t0}¢[t],..) A Vacyey tn] €T}
(165) B = {b:b=(b0],b[l],..) A Vaocsb br] € O}

Where O is the set of bytes. Thus B is the set of all sequences of bytes (otherwise known as byte-arrays, and a leaf if
imagined as a tree), L is the set of all tree-like (sub-)structures that are not a single leaf (a branch node if imagined as
a tree) and T is the set of all byte-arrays and such structural sequences.

We define the RLP function as RLP through two sub-functions, the first handling the instance when the value is a
byte array, the second when it is a sequence of further values:

if B
(166) RLp(x) = 4 o () L x €
R;(x) otherwise

If the value to be serialised is a byte-array, the RLP serialisation takes one of three forms:

e If the byte-array contains solely a single byte and that single byte is less than 128, then the input is exactly
equal to the output.

e If the byte-array contains fewer than 56 bytes, then the output is equal to the input prefixed by the byte equal
to the length of the byte array plus 128.

e Otherwise, the output is equal to the input prefixed by the minimal-length byte-array which when interpreted
as a big-endian integer is equal to the length of the input byte array, which is itself prefixed by the number of
bytes required to faithfully encode this length value plus 183.

Formally, we define Ry:

x if ||x]|=1Ax[0] <128
(167) Ry(x) = (128 + ||x]) - x else if ||x|| < 56
(183 + HBE(HXH)H) -BE(||x||) - x otherwise
n<|b]|
(168) BE(r) = (bo,b1,...):ibo#O0AT= > by-256/°1717"
n=0
(169) (a) - (b,c)-(dye) = (a,b,c,d,e)

Thus BE is the function that expands a positive integer value to a big-endian byte array of minimal length and the
dot operator performs sequence concatenation.
If instead, the value to be serialised is a sequence of other items then the RLP serialisation takes one of two forms:
e If the concatenated serialisations of each contained item is less than 56 bytes in length, then the output is equal
to that concatenation prefixed by the byte equal to the length of this byte array plus 192.
e Otherwise, the output is equal to the concatenated serialisations prefixed by the minimal-length byte-array
which when interpreted as a big-endian integer is equal to the length of the concatenated serialisations byte
array, which is itself prefixed by the number of bytes required to faithfully encode this length value plus 247.

Thus we finish by formally defining R;:

o = J@92+]sGxl) - s(x) if [ls(x)[| < 56
(110) i) S {(247—1— HBE(HS(X)H)”) -BE(]|s(x)]]) - s(x) otherwise
(171) s(x) = RLP(xo):RLP(x1)...

If RLP is used to encode a scalar, defined only as a positive integer (P or any x for P,), it must be specified as the
shortest byte array such that the big-endian interpretation of it is equal. Thus the RLP of some positive integer i is
defined as:

(172) RLP(i : ¢ € P) = RLP(BE(%))

When interpreting RLP data, if an expected fragment is decoded as a scalar and leading zeroes are found in the byte
sequence, clients are required to consider it non-canonical and treat it in the same manner as otherwise invalid RLP
data, dismissing it completely.

There is no specific canonical encoding format for signed or floating-point values.

APPENDIX C. HEX-PREFIX ENCODING

Hex-prefix encoding is an efficient method of encoding an arbitrary number of nibbles as a byte array. It is able to
store an additional flag which, when used in the context of the trie (the only context in which it is used), disambiguates
between node types.

It is defined as the function HP which maps from a sequence of nibbles (represented by the set Y) together with a
boolean value to a sequence of bytes (represented by the set B):



DRy —Fhede 4 25 A 938 I 58 2 Tk A EIP-150 /i (f02e66c - 2017-09-18) 14

(173) HP(x,£) : x €Y = (16f(t), 16x[0] + x[1], 16x[2] + x[3], ...) if ||x|| is even
T N (16(f(t) + 1) + x[0], 16x[1] + x[2], 16x[3] + x[4],...) otherwise
(2 i t#£0
(174) fo = {O otherwise

Thus the high nibble of the first byte contains two flags; the lowest bit encoding the oddness of the length and the
second-lowest encoding the flag ¢. The low nibble of the first byte is zero in the case of an even number of nibbles and the
first nibble in the case of an odd number. All remaining nibbles (now an even number) fit properly into the remaining
bytes.

APPENDIX D. MODIFIED MERKLE PATRICIA TREE

The modified Merkle Patricia tree (trie) provides a persistent data structure to map between arbitrary-length binary
data (byte arrays). It is defined in terms of a mutable data structure to map between 256-bit binary fragments and
arbitrary-length binary data, typically implemented as a database. The core of the trie, and its sole requirement in terms
of the protocol specification is to provide a single value that identifies a given set of key-value pairs, which may be either
a 32 byte sequence or the empty byte sequence. It is left as an implementation consideration to store and maintain the
structure of the trie in a manner that allows effective and efficient realisation of the protocol.

Formally, we assume the input value J, a set containing pairs of byte sequences:

(175) 32{(1(0 € B, vo 63)7(1(1 eB, vy 63)7...}

When considering such a sequence, we use the common numeric subscript notation to refer to a tuple’s key or value,
thus:

(176) V[e'jl = ([0711)

Any series of bytes may also trivially be viewed as a series of nibbles, given an endian-specific notation; here we
assume big-endian. Thus:

(177) y(3) = {(ko€Y,vo€B), (K €Y,vi €B),..}
_ {Lkn [(+2]+16]  ifiis even

178 Vi Vi ki, [i
(178) i<2linll Knl] Kn[li < 2)] mod 16 otherwise

We define the function TRIE, which evaluates to the root of the trie that represents this set when encoded in this
structure:

(179) TRIE(J) = KEC(c(T,0))

We also assume a function n, the trie’s node cap function. When composing a node, we use RLP to encode the
structure. As a means of reducing storage complexity, for nodes whose composed RLP is fewer than 32 bytes, we store
the RLP directly; for those larger we assert prescience of the byte array whose Keccak hash evaluates to our reference.
Thus we define in terms of ¢, the node composition function:

0 if =0
(180) n(J,4) = < ¢(3,1) if ||e(T,9)| < 32
KEC(c(J,4)) otherwise

In a manner similar to a radix tree, when the trie is traversed from root to leaf, one may build a single key-value
pair. The key is accumulated through the traversal, acquiring a single nibble from each branch node (just as with a
radix tree). Unlike a radix tree, in the case of multiple keys sharing the same prefix or in the case of a single key having
a unique suffix, two optimising nodes are provided. Thus while traversing, one may potentially acquire multiple nibbles
from each of the other two node types, extension and leaf. There are three kinds of nodes in the trie:

Leaf: A two-item structure whose first item corresponds to the nibbles in the key not already accounted for by the
accumulation of keys and branches traversed from the root. The hex-prefix encoding method is used and the
second parameter to the function is required to be true.

Extension: A two-item structure whose first item corresponds to a series of nibbles of size greater than one that
are shared by at least two distinct keys past the accumulation of nibbles keys and branches as traversed from
the root. The hex-prefix encoding method is used and the second parameter to the function is required to be
false.

Branch: A 17-item structure whose first sixteen items correspond to each of the sixteen possible nibble values for
the keys at this point in their traversal. The 17th item is used in the case of this being a terminator node and
thus a key being ended at this point in its traversal.
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A branch is then only used when necessary; no branch nodes may exist that contain only a single non-zero entry. We
may formally define this structure with the structural composition function c:
(181)
rup ((we(Lofi-.([Toll = )], true), 1)) if 3] =1 where3I: I €3
RLP( (HP(Io[i..(j — 1)],false)7n(37j))) if i#j wherej=argmax,:3:|l|| =x:Vies: lo[0..(x —1)] =1
e(3,%) = 9 rep( (u(0), w(1), ..., u(15), v)) otherwise where u(j) = n({I:I€3IALli]=j}i+1)
L if II:TeIA||=:

() otherwise

D.1. Trie Database. Thus no explicit assumptions are made concerning what data is stored and what is not, since
that is an implementation-specific consideration; we simply define the identity function mapping the key-value set J
to a 32-byte hash and assert that only a single such hash exists for any J, which though not strictly true is accurate
within acceptable precision given the Keccak hash’s collision resistance. In reality, a sensible implementation will not
fully recompute the trie root hash for each set.

A reasonable implementation will maintain a database of nodes determined from the computation of various tries
or, more formally, it will memoise the function c. This strategy uses the nature of the trie to both easily recall the
contents of any previous key-value set and to store multiple such sets in a very efficient manner. Due to the dependency
relationship, Merkle-proofs may be constructed with an O(log N) space requirement that can demonstrate a particular
leaf must exist within a trie of a given root hash.

APPENDIX E. PRECOMPILED CONTRACTS

For each precompiled contract, we make use of a template function, Zpre, which implements the out-of-gas checking.

@,0,4,0) it g<g
(6,9 —gr, A°,0) otherwise

(182) Ere(0,9,1) = {

The precompiled contracts each use these definitions and provide specifications for the o (the output data) and g,
the gas requirements.

For the elliptic curve DSA recover VM execution function, we also define d to be the input data, well-defined for an
infinite length by appending zeroes as required. Importantly in the case of an invalid signature (ECDSARECOVER(h, v, 7, s) =
&), then we have no output.

(183) Hecrec = Zpre Where:

(184) g = 3000

(185) o = {0 if ECD.SARECUVER(h,vm,s):@
32 otherwise

(186) if |o|=32:

(187) 0[0..11] = 0

(188) 0[12..31] = KEC(ECDSARECOVER(h,v,7,s))[12..31] where:

(189) d0..(|Ia] - 1)] = Ia

(190) d[lal.] = (0,0,..)

(191) h = d[0.31]

(192) v = d[32..63]

(193) r = d[64..95]

(194) s = d[96..127]

The two hash functions, RIPEMD-160 and SHA2-256 are more trivially defined as an almost pass-through operation.
Their gas usage is dependent on the input data size, a factor rounded up to the nearest number of words.

195) Ssuazss = Zpre Where:

gr = 60+ 12[%}

0[0..31] = SHA256(1a)

196

197
198

(
(196)
(197)
( ) Srpieo = CZpre Where:

(199) g = 600+120[%}
(200) 0[0.11] = 0

(201) o[12..31] = RIPEMD160(Iq4)
(202)
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For the purposes here, we assume we have well-defined standard cryptographic functions for RIPEMD-160 and SHA2-
256 of the form:

(203) SHA256(i S B) = o0€Bj3s
(204) RIPEMDlGO(i € B) = o0€ By

Finally, the fourth contract, the identity function Z1p simply defines the output as the input:

(205) EID =] EPRE where:
(206) gr = 1543 [g—;"]
(207) o = Iq

APPENDIX F. SIGNING TRANSACTIONS

The method of signing transactions is similar to the ‘Electrum style signatures’; it utilises the SECP-256k1 curve as
described by Gura et al. [2004].

It is assumed that the sender has a valid private key p., which is a randomly selected positive integer (represented as
a byte array of length 32 in big-endian form) in the range [1, secp256kin — 1].

We assert the functions ECDSASIGN, ECDSARESTORE and ECDSAPUBKEY. These are formally defined in the literature.

(208) ECDSAPUBKEY(}?T € B32) = Py € Besa
(209) ECDSASIGN(e € Bsa, pr € B32) = (1) € Bi,r € B32,s € B32)
(210) ECDSARECOVER(@ (< 332, v E Bl, T E 332, s E B32) = pu € Bes

Where p, is the public key, assumed to be a byte array of size 64 (formed from the concatenation of two positive
integers each < 2%°%) and p, is the private key, a byte array of size 32 (or a single positive integer in the aforementioned
range). It is assumed that v is the ‘recovery id’, a 1 byte value specifying the sign and finiteness of the curve point; this
value is in the range of [27,30], however we declare the upper two possibilities, representing infinite values, invalid.

We declare that a signature is invalid unless all the following conditions are true:

(211) 0 < r < secp256kin

(212) 0 < s < secp256kin+2+1
(213) v € {27, 28}

where:

(214) secp266kin = 115792089237316195423570985008687907852837564279074904382605163141518161494337

For a given private key, p,, the Ethereum address A(p,) (a 160-bit value) to which it corresponds is defined as the
right most 160-bits of the Keccak hash of the corresponding ECDSA public key:

(215) A(pr) = Bog. 255 (KEC(ECDSAPUBKEY (p,.) ))

The message hash, h(T'), to be signed is the Keccak hash of the transaction without the latter three signature
components, formally described as T, Ts and T,:

(216) B = (T, Tp, Ty, T3, T, T3)  if Ty =0
- (Tn,Tp, Ty, Tt, Ty, Ta) otherwise
(217) hT) = KEC(Ls(T))

The signed transaction G(T, pr) is defined as:

(218) G(T,pr) =T except:
(219) (Tw, T, Ts) = ECDSASIGN(h(T), p,)

We may then define the sender function S of the transaction as:
(220) S(T') = Bos..255 (KEC(ECDSARECOVER(A(T), T, Tr, T%)))
The assertion that the sender of a signed transaction equals the address of the signer should be self-evident:

(221) VT :Vp, : S(G(T, pr)) = A(pr)
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APPENDIX G. FEE SCHEDULE

The fee schedule G is a tuple of 31 scalar values corresponding to the relative costs, in gas, of a number of abstract
operations that a transaction may effect.

Name Value Description™®

Gzero 0 Nothing paid for operations of the set Wero.

Ghase 2 Amount of gas to pay for operations of the set Wpyqse-

Clocrafiom 3 Amount of gas to pay for operations of the set Wyeryiow-

Glow 5 Amount of gas to pay for operations of the set Wi,,,.

Gmid 8 Amount of gas to pay for operations of the set W, ;4.

Ghigh 10 Amount of gas to pay for operations of the set Wpgp,.

Geztcode 700 Amount of gas to pay for operations of the set Weztcode-

Ghralance 400 Amount of gas to pay for a BALANCE operation.

Gsload 200 Paid for a SLOAD operation.

G jumpdest 1 Paid for a JUMPDEST operation.

Gsset 20000 Paid for an SSTORE operation when the storage value is set to non-zero from zero.
Gsreset 5000 Paid for an SSTORE operation when the storage value’s zeroness remains unchanged or is set to zero.
Rscicar 15000 Refund given (added into refund counter) when the storage value is set to zero from non-zero.
Rseifdestruct 24000 Refund given (added into refund counter) for self-destructing an account.
Gselfdestruct 5000 Amount of gas to pay for a SELFDESTRUCT operation.

Gereate 32000 Paid for a CREATE operation.

G codedeposit 200 Paid per byte for a CREATE operation to succeed in placing code into state.

Geall 700 Paid for a CALL operation.

Geallvalue 9000 Paid for a non-zero value transfer as part of the CALL operation.

Geallstipend 2300 A stipend for the called contract subtracted from G aiivaiue for a non-zero value transfer.
Grewaccount 25000 Paid for a CALL or SELFDESTRUCT operation which creates an account.

Geaxp 10 Partial payment for an EXP operation.

Gexpbyte 50 Partial payment when multiplied by [log,s4(exponent)]| for the EXP operation.

G memory 3 Paid for every additional word when expanding memory.

Glixcreate 32000 Paid by all contract-creating transactions after the Homestead transition.
Gizdatazero 4 Paid for every zero byte of data or code for a transaction.

Gtzdatanonzero 68 Paid for every non-zero byte of data or code for a transaction.

Clrapcaetion 21000 Paid for every transaction.

Glog 375 Partial payment for a LOG operation.

Glogdata 8 Paid for each byte in a LOG operation’s data.

Glogtopic 375 Paid for each topic of a LOG operation.

Gsha3 30 Paid for each SHA3 operation.

Gshasword 6 Paid for each word (rounded up) for input data to a SHA3 operation.

Geopy 3 Partial payment for *COPY operations, multiplied by words copied, rounded up.
Ghlockhash 20 Payment for BLOCKHASH operation.

APPENDIX H. VIRTUAL MACHINE SPECIFICATION

When interpreting 256-bit binary values as integers, the representation is big-endian.

When a 256-bit machine datum is converted to and from a 160-bit address or hash, the rightwards (low-order for BE)
20 bytes are used and the left most 12 are discarded or filled with zeroes, thus the integer values (when the bytes are
interpreted as big-endian) are equivalent.

H.1. Gas Cost. The general gas cost function, C, is defined as:
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(222)

Csstore(o, p) if w = SSTORE

Gexp if w=EXPApl] =0

Geap + Geapbyte X (14 [10gys6(s[1])]) if w=EXPA p[1] >0

Goerytow + Geopy X [15[2] + 32] if w = CALLDATACOPY V CODECOPY

Geatcode + Geopy X [1s[3] + 32] if w = EXTCODECOPY

Glog + Glogdata X pg[1] if w=LOGO

Glog + Glogdata X Ms[1] + Giogtopic if w=LOG1

Glog + Giogdata X Hs[1] + 2Giogtopic if w = LOG2

Glog + Giogdata X Ms[1] + 3Gliogtopic if w=LOG3

Glog + Giogdata X Hs[1] + 4Glogtopic if w=LOG4

Ceoarr(o, p) if w = CALLV CALLCODE V DELEGATECALL

CseurpesTrUCT (07, 1) if w = SELFDESTRUCT
C(o, 1, I) = Crmem (1) —Crmem(#;)+4 Gereate if w = CREATE

Gshas + Gshaswora[s[1] + 32] if w = SHA3

G jumpdest if w = JUMPDEST

Gsioad if w = SLOAD

Gzero if we Weero

Ghase if w € Wyase

Cloerafiom if we Wyeryiow

Glow if we Wiow

Gmid if we Wi

Ghigh if we Whigh

Gezicode if w € Weztcode

Ghralance if w = BALANCE

Ghlockhash if w = BLOCKHASH
(223) v {fb el i gy < o

STOP  otherwise
where:
o2

(224) Crmem (@) = Gmemary - a+ | 25 |

with Coarr, Cserrprstrucr and Csstore as specified in the appropriate section below. We define the following

subsets of instructions:
erro = {STOP, RETURN}

Whase = {ADDRESS, ORIGIN, CALLER, CALLVALUE, CALLDATASIZE, CODESIZE, GASPRICE, COINBASE,
TIMESTAMP, NUMBER, DIFFICULTY, GASLIMIT, POP, PC, MSIZE, GAS}
Woerylow = {ADD, SUB, NOT, LT, GT, SLT, SGT, EQ, ISZERO, AND, OR, XOR, BYTE, CALLDATALOAD,

MLOAD, MSTORE, MSTORES, PUSH*, DUP*, SWAP*}
Wiow = {MUL, DIV, SDIV, MOD, SMOD, SIGNEXTEND}
Winia = {ADDMOD, MULMOD, JUMP}

Whigh = {JUMPI}
Westcode = {EXTCODESIZE}

Note the memory cost component, given as the product of Gmemory and the maximum of 0 & the ceiling of the number
of words in size that the memory must be over the current number of words, p, in order that all accesses reference valid
memory whether for read or write. Such accesses must be for non-zero number of bytes.

Referencing a zero length range (e.g. by attempting to pass it as the input range to a CALL) does not require memory
to be extended to the beginning of the range. p! is defined as this new maximum number of words of active memory;

special-cases are given where these two are not equal.

Note also that Crmem is the memory cost function (the expansion function being the difference between the cost before
and after). It is a polynomial, with the higher-order coefficient divided and floored, and thus linear up to 724B of memory

used, after which it costs substantially more.

While defining the instruction set, we defined the memory-expansion for range function, M, thus:

(225) M(s, f,1) =

s if 1=0
max(s, [(f +1) +32]) otherwise
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Another useful function is “all but one 64th” function L defined as:

(226) L(n) =n— [n/64]

H.2. Instruction Set. As previously specified in section 9, these definitions take place in the final context there. In
particular we assume O is the EVM state-progression function and define the terms pertaining to the next cycle’s state
(o', ') such that:

(227) O(o,u, A1) = (o',u', A", I) with exceptions, as noted

Here given are the various exceptions to the state transition rules given in section 9 specified for each instruction,
together with the additional instruction-specific definitions of J and C. For each instruction, also specified is «, the
additional items placed on the stack and ¢, the items removed from stack, as defined in section 9.

0Os: Stop and Arithmetic Operations
All arithmetic is modulo 225 unless otherwise noted. The zero-th power of zero 0° is defined to be one.

Value Mnemonic 6 «a Description
0x00 STOP 0 0 Halts execution.
0x01 ADD 2 1 Addition operation.
p5[0] = g [0] + pg[1]
0x02 MUL 2 1 Multiplication operation.
15[0] = ps[0] X prg[1]
0x03 SUB 2 1 Subtraction operation.
5[0 = ps[0] — prs[1]
0x04 DIV 2 1 [Integer division operation.
o) = 1 i ol =
| 6s[0] = pg[1]]  otherwise
0x05 SDIV 2 1 Signed integer division operation (truncated).
0 if pfl]=0
wil0] = { —22%° i pl0] = =225 A pf1] = 1

sgn(ps[0] + p[1]) [[15[0] + p[1]]] - otherwise
Where all values are treated as two’s complement signed 256-bit integers.

Note the overflow semantic when —225% is negated.
0x06 MOD 2 1 Modulo remainder operation.
w2 {0 it 1] =0
° s [0] mod pg[1]  otherwise
0x07 SMOD 2 1 Signed modulo remainder operation.
o) = 1° Lt
sgn (k4 [0]) (|5 (0] mod [pg[1]])  otherwise
Where all values are treated as two’s complement signed 256-bit integers.
0x08 ADDMOD 3 1 Modulo addition operation.
° (ps[0] + pg[1]) mod pg[2] otherwise
All intermediate calculations of this operation are not subject to the 22°¢ modulo.
0x09 MULMOD 3 1 Modulo multiplication operation.
° (ps[0] % pg[1]) mod pg[2] otherwise
All intermediate calculations of this operation are not subject to the 22°¢ modulo.

0x0a EXP 2 1 Exponential operation.
0] = ms(1]

0xOb SIGNEXTEND 2 1 Extend length of two’s complement signed integer.
1 it i<t here t = 256 — 8 0]+1
WGN%QJQ%E{%HtIZ where (1s[0] + 1)

ne[l];  otherwise
pg[x]; gives the ith bit (counting from zero) of pg[x]
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Value
0x10

Mnemonic

LT

10s: Comparison & Bitwise Logic Operations
Description

Less-than comparison.

1 if p 0] < pgll
= pal0] < 1]
0 otherwise

Ox11

GT

Greater-than comparison.

1 if p 0] > pg(l
E O =l
0 otherwise

0x12

SLT

Signed less-than comparison.

1if pg[0] < pg[l]

‘0] =
#s[0] 0 otherwise

Where all values are treated as two’s complement signed 256-bit integers.

0x13

SGT

Signed greater-than comparison.
Ut 0] > 1]

‘0] =
#s[0] 0 otherwise

Where all values are treated as two’s complement signed 256-bit integers.

0x14

EQ

Equality comparison.

1 if p 0] = pg(l
0] = (SR
0 otherwise

0x15

ISZERO

Simple not operator.

“,S[O]:{l if p 0] =0

0 otherwise

0x16

AND

Bitwise AND operation.
Vi € [0..255] : pL[0]; = p (0] A pg[1]s

0x17

OR

Bitwise OR operation.
Vi € [0..255] : pL[0]; = p [0]s V pg[1])s

0x18

XOR

Bitwise XOR operation.
Vi € [0..255] : pl[0]; = pg[0]: & pgl]:

0x19

NOT

Bitwise NOT operation.

1 if 0]; =0

Vi € [0..255] : pl[0); = : Ns[']
0 otherwise

Ox1la

BYTE

Retrieve single byte from word.

1) if 7 <8A 0] <32
Vi € 0.255] : gl [0 = | Pelllamion 1 P <8Ap[0]
0 otherwise

For Nth byte, we count from the left (i.e. N=0 would be the most significant in big endian).

Value
0x20

Mnemonic

SHA3

20s: SHA3
Description

Compute Keccak-256 hash.

pL[0] = Keccak(pe,, [1:]0] - - -
pi = M(ps, 5[0, p[1])

(15 [0] + 5 [1] = 1)])
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30s: Environmental Information

Value Mnemonic Description
0x30 ADDRESS Get address of currently executing account.
pil0] = I
0x31 BALANCE Get balance of the given account.
v — ) olBs0]s if o[pg[0] mod 2] # &
0 otherwise
0x32 ORIGIN Get execution origination address.
pol0] = I
This is the sender of original transaction; it is never an account with non-empty
associated code.
0x33 CALLER Get caller address.
pol0] = I,
This is the address of the account that is directly responsible for this execution.
0x34 CALLVALUE Get deposited value by the instruction/transaction responsible for this execution.
pgl0] = I
0x35 CALLDATALOAD Get input data of current environment.
BLI0) = Talps,[0] . (1,[0] +31)] with Jafe] =0 if @ > ||l
This pertains to the input data passed with the message call instruction or transaction.
0x36 CALLDATASIZE Get size of input data in current environment.
[0 = [ all
This pertains to the input data passed with the message call instruction or transaction.
0x37 CALLDATACOPY Copy input data in current environment to memory.
[ Talp 4] i s+ < [l
Vie{o... 1y [ps[0] 4] = s s
e L1 [0} } 0 otherwise
The additions in u_[1] 4+ i are not subject to the 2%°6 modulo.
pi = M(p;, p1[0], ps[2)
This pertains to the input data passed with the message call instruction or transaction.
0x38 CODESIZE Get size of code running in current environment.
15[0] = [l
0x39 CODECOPY Copy code running in current environment to memory.
2 elp ]+ i pg[1] + i < [|Tb]]
Vi _ ! 0 41| = s s
€001y 2) =1 Him (0] + 1 STOP otherwise
pi = M(p;, p1[0], pg[2)
The additions in g [1] + 4 are not subject to the 225 modulo.
Ox3a GASPRICE Get price of gas in current environment.
w0 =1,
This is gas price specified by the originating transaction.
0x3b EXTCODESIZE Get size of an account’s code.
#[0] = [lo[p[0] mod 2'°L|
0x3c EXTCODECOPY Copy an account’s code to memory.

_ Jelms2l 4 it pg2] i <l
= | sTop otherwise
where ¢ = o[, [0] mod 2'%°],

wp = M (g, po[1], p25[3]) ,
The additions in p,[2] + i are not subject to the 2%°® modulo.

Vie{o...us[:’,]fl}li;qms[l] + ]
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40s: Block Information

Value Mnemonic 6 «a Description
0x40 BLOCKHASH 1 1 Get the hash of one of the 256 most recent complete blocks.
pel0] = P(In,, pg[0],0)
where P is the hash of a block of a particular number, up to a maximum age.
0 is left on the stack if the looked for block number is greater than the current block number
or more than 256 blocks behind the current block.
0 if n>H;Va=256Vh=0
P(h,n,a) =< h if n=H;
P(Hp,n,a+1) otherwise
and we assert the header H can be determined as its hash is the parent hash
in the block following it.
0x41 COINBASE 0 1 Get the block’s beneficiary address.
/J'/s [0] = In.
0x42 TIMESTAMP 0 1 Get the block’s timestamp.
/J'/s 0] =In.
0x43 NUMBER 0 1 Get the block’s number.
pol0] = I,
0x44 DIFFICULTY 0 1 Get the block’s difficulty.
pol0] = Ina
0x45 GASLIMIT 0 1 Get the block’s gas limit.

pol0] = In
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Value
0x50

Mnemonic

POP

50s:

Stack, Memory, Storage and Flow Operations

(0%

Description

Remove item from stack.

0x51

MLOAD

Load word from memory.
1o [0] = phen [125[0] . . - (5[0] + 31)]
wl = max(p,, [(1£,10] + 32) + 32])

The addition in the calculation of w is not subject to the 2256 modulo.

0x52

MSTORE

Save word to memory.
Poon [125[0] - - (11 [0] + 31)] = pu[1]
pi = max(p;, [(pg[0] + 32) + 321)

The addition in the calculation of g is not subject to the 22°°

modulo.

0x53

MSTORES

Save byte to memory.
ol [0]] = (1 [1] mod 256)
pi = max(p;, [(pg[0] + 1) + 327)

The addition in the calculation of u is not subject to the 22°°

modulo.

0x54

SLOAD

Load word from storage.
1[0] = o[lals[p[0]]

0x55

SSTORE

Save word to storage.

o' [1a]s[ps[0]] = pg[1]

Gsset if pg 1] #0 A o[li]s[ps[0]] =0
Gsreset Otherwise

Rociear if pg[1] =0 A o[la]s[p,[0] # 0

0 otherwise

Csstore(o, p) =

A}:ATJr{

0x56

JUMP

Alter the program counter.

Jyome (1) = pg[0]
This has the effect of writing said value to p,,.. See section 9.

0x57

JUMPI

Conditionally alter the program counter.

w0 i 1l £0
J =
umpr (1) {l‘l'pc +1 otherwise

This has the effect of writing said value to p,.. See section 9.

0x58

PC

Get the value of the program counter prior to the increment
corresponding to this instruction.

k(0] = .

0x59

MSIZE

Get the size of active memory in bytes.
uL[0] = 320,

Oxba

GAS

Get the amount of available gas, including the corresponding reduction
for the cost of this instruction.

pil0] = py

0x5b

JUMPDEST

Mark a valid destination for jumps.
This operation has no effect on machine state during execution.
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60s & 70s: Push Operations

Value Mnemonic ¢ o« Description
0x60 PUSH1 0 Place 1 byte item on stack.
pil0] = c(pye +1)
I if I
where c¢(z) = ble] i = <. o1l
0 otherwise
The bytes are read in line from the program code’s bytes array.
The function ¢ ensures the bytes default to zero if they extend past the limits.
The byte is right-aligned (takes the lowest significant place in big endian).
0x61 PUSH2 0 1 Place 2-byte item on stack.
with ¢(x) = (c¢(x0), ..., c(@|z—1)) With ¢ as defined as above.
The bytes are right-aligned (takes the lowest significant place in big endian).
0x7f PUSH32 0 1 Place 32-byte (full word) item on stack.
HL[0] = (ke +1) - (11 + 32))
where c is defined as above.
The bytes are right-aligned (takes the lowest significant place in big endian).
80s: Duplication Operations
Value Mnemonic § « Description
0x80 DUP1 1 2 Duplicate 1st stack item.
(0] = pg[0]
0x81 DUP2 2 3 Duplicate 2nd stack item.
1e[0] = pg[1]
0x8f DUP16 16 17 Duplicate 16th stack item.
(0] = i, [15]
90s: Exchange Operations
Value Mnemonic § « Description
0x90 SWAP1 2 2 Exchange 1st and 2nd stack items.
0] = 1]
psll] = ps[0]
0x91 SWAP2 3 3 Exchange 1st and 3rd stack items.
0] = 2
pi[2] = pe[0]
0x9f SWAP16 17 17 Exchange 1st and 17th stack items.
1 [0] = 1, [16]

pi[16] = p[0]
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a0s: Logging Operations

For all logging operations, the state change is to append an additional log entry on to the substate’s log series:

A= Ar- (Lo, b, py [1610] - - (116 [0] + peg[1] = 1)])
and to update the memory consumption counter:

B = M (g, pg[0], pg[1])
The entry’s topic series, t, differs accordingly:

Value Mnemonic ¢ « Description

0xa0 LOGO 2 0 Append log record with no topics.
t=()

Oxal LOG1 3 0 Append log record with one topic.
t = (p,[2])

Oxad LOG4 6 0 Append log record with four topics.

t = (1s[2], ps[3], ps[4], ps[5])
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fOs: System operations
Value Mnemonic ¢ o« Description

0xf0 CREATE 3 1 Create a new account with associated code.
A0* Lo, Lo, L(pty), Ip, p15[0,1, I + 1) if  pg[0] < o[La]s A Lo < 1024

o' pu AT =

( K ) (0', Ky @) otherwise

o" =0 except o [la]n =0[la]n+1

A’ = AU A which implies: A, = AsUAT A A= A1-AF A AL= A+ AF
I

psl0] = x

where x = 0 if the code execution for this operation failed due to an exceptional halting
Z(o*,pu,I) =T or I. = 1024

(the maximum call depth limit is reached) or p [0] > o[l,], (balance of the caller is too
low to fulfil the value transfer); and otherwise = A(lq, 0[la]n), the address of the newly
created account, otherwise.

pi = M(py, pg[1], pg[2])

Thus the operand order is: value, input offset, input size.

0xfl CALL 7 1 Message-call into an account.
1= pn (3] (53] + ps[4] — 1)]
(o, Ia, 1o, t,t, if 2] <ollly A
(Ulvg/,A+70) = CCALLGAS(/J')aIPvl”'s[z}vﬂs[Q]’i’Ie + 1) [e <1024
(,9,9,() otherwise

n = min({sz,[6], [o]})
Woalial5]. . (1,[5) + 1 — ] = 0[0.. (n — )]

My =p,+ 9
pel0] =z
A =AUy At

t = p[1] mod 2%

where = 0 if the code execution for this operation failed due to an exceptional halting
Z(o,p,I) =T or if

(2] > o[la]s (not enough funds) or I. = 1024 (call depth limit reached); z =1
otherwise.

pi = M(M(py, pg[3], 1s[4]), 15 [5], 1s[6])

Thus the operand order is: gas, to, value, in offset, in size, out offset, out size.
CCALL(O', N) = Cgascar (0', H«) + CrxTrA (0'7 Ii)

Caascar (0, ) + Gealistipena  if  pg[2] #0

C o =
caLraas(o, @) Conscar (0, 1) otherwise

_ Jmin{L(p, — Cextra(o, n)), u[0]} if py > Cexrralo, 1)
Caascap (0'7 H) = ;
2.0 otherwise
Crxtra(0, ) = Gean + Cxrer (1) + Cxew(o, @)
Geallvatue  if Mg [2] # 0

C =
xeen (1) 0 otherwise
Gnewaccount lf a[”’ [1] mOd 2160} =9
C mME °
wew (9, 1) {0 otherwise

0xf2 CALLCODE 7 1 Message-call into this account with an alternative account’s code.
Exactly equivalent to CALL except:

6(0*7Ia710a 1,1, if “'5[2] < O'[Ia]b N
(0',9',A",0) = Ccavvaas(p), Ip, pg[2], (2], 4, 1o + 1) I. <1024
(0,9,9,0) otherwise

Note the change in the fourth parameter to the call © from the 2nd stack value p [1]
(as in CALL) to the present address I,. This means that the recipient is in fact the
same account as at present, simply that the code is overwritten.

0xf3 RETURN 2 0 Halt execution returning output data.
Hrerurn (1) = B [15]0] - - - (1[0] + pg[1] = 1)]
This has the effect of halting the execution at this point with output defined.
See section 9.

pi = M (5 p15[0], pg[1])
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0xf4 DELEGATECALL 6 1 Message-call into this account with an alternative account’s code, but persisting
the current values for sender and value.
Compared with CALL, DELEGATECALL takes one fewer arguments. The omitted
argument is pg[2]. As a result, p (3], pe[4], ps[5] and p [6] in the definition of CALL
should respectively be replaced with p [2], p[3], ps[4] and pg[5].
Otherwise exactly equivalent to CALL except:
(o™, Is, I, 14,1,
(¢, AT, 0) = . [0], I,,0, I, i, I + 1)
(,9,9,0) otherwise
Note the changes (in addition to that of the fourth parameter) to the second
and ninth parameters to the call ©.
This means that the recipient is in fact the same account as at present, simply
that the code is overwritten and the context is almost entirely identical.

if I, <ol A I < 1024

Oxfe INVALID @ @ Designated invalid instruction.

O0xff SELFDESTRUCT 1 0 Halt execution and register account for later deletion.
AL = AsU{l.}
o’'[u [0] mod 2'%°], = o[ [0] mod 2'%°), 4 o [L.]s

O'I[Ia}b =0
RSE esitruc 'f [a AS
A; = A, + lfdestruct 1 ¢
otherwise

Chremeeasum if o 5 0] mod 2160 =g

CSELFDESTRUCT(0'7 ,u) = Gselfdestruct + ! [” [ ] }
0 otherwise

APPENDIX I. GENESIS BLOCK
The genesis block is 15 items, and is specified thus:
(228) ((02567 KEC(RLP(()))7 01607 stateRoot, 0, 07 020487 217, 07 07 3141592, time, 07 02567 KEC((42))), (), ())

Where 0256 refers to the parent hash, a 256-bit hash which is all zeroes; 0160 refers to the beneficiary address, a 160-bit
hash which is all zeroes; Oz04s refers to the log bloom, 2048-bit of all zeros; 2'7 refers to the difficulty; the transaction
trie root, receipt trie root, gas used, block number and extradata are both 0, being equivalent to the empty byte array.
The sequences of both ommers and transactions are empty and represented by (). KEC((42)) refers to the Keccak hash
of a byte array of length one whose first and only byte is of value 42, used for the nonce. KEC (RLP(())) value refers to
the hash of the ommer lists in RLP, both empty lists.

The proof-of-concept series include a development premine, making the state root hash some value state Root. Also
time will be set to the initial timestamp of the genesis block. The latest documentation should be consulted for those
values.

APPENDIX J. ETHASH

J.1. Definitions. We employ the following definitions:

Name Value Description

Jwordbytes 4 Bytes in word.

Jdatasetinit 230 Bytes in dataset at genesis.
Jitmcsiarenih 223 Dataset growth per epoch.

Jeacheinit 224 Bytes in cache at genesis.

Jenchegromih 217 Cache growth per epoch.

Jepoch 30000 Blocks per epoch.

I falipies 128 mix length in bytes.

Jhashbytes 64 Hash length in bytes.

Jnoremis 256 Number of parents of each dataset element.
Jenalberemmds 3 Number of rounds in cache production.
Jneeasses 64 Number of accesses in hashimoto loop.

J.2. Size of dataset and cache. The size for Ethash’s cache ¢ € B and dataset d € B depend on the epoch, which in
turn depends on the block number.

(229) Eepoch(Hi):{ H J

Jepoch

The size of the dataset growth by Jaatasetgrowtn bytes, and the size of the cache by Jeachegrowtn bytes, every epoch. In
order to avoid regularity leading to cyclic behavior, the size must be a prime number. Therefore the size is reduced by
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a multiple of Jizbytes, for the dataset, and Jrashbytes for the cache. Let dsize = ||d|| be the size of the dataset. Which
is calculated using

(230) dsizc = prime(Jdatasetinit ot Jdatasetgrowth : Eepoch - Jmia:byteS7 Jmi:cbytes)

The size of the cache, csize, is calculated using

(231) Csize — Eprime(Jcachcinit I Jcachegrowth : Eepoch - Jhashbyt657 Jhashbytes)

7 if z/yeP

232 E rime\ L, =
( ) D ( y) {Eprime (ZC = 1l o Y, y) otherwise

J.3. Dataset generation. In order the generate the dataset we need the cache ¢, which is an array of bytes. It depends
on the cache size csi.e and the seed hash s € Bso.

J.3.1. Seed hash. The seed hash is different for every epoch. For the first epoch it is the Keccak-256 hash of a series of
32 bytes of zeros. For every other epoch it is always the Keccak-256 hash of the previous seed hash:

(233) S = Cseedhash(Hi)
KEC(0 if  Eepoch(Hi) =0
(234) Csecdhash(Hi) = ( 32) ' p. h( )
KEC(Cseedhash (Hi — Jepoch)) otherwise

With 032 being 32 bytes of zeros.

J.3.2. Cache. The cache production process involves using the seed hash to first sequentially filling up csi.e bytes of
memory, then performing Jeqcherounds passes of the RandMemoHash algorithm created by Lerner [2014]. The initial
cache ¢/, being an array of arrays of single bytes, will be constructed as follows.

We define the array c;, consisting of 64 single bytes, as the ith element of the initial cache:

KEC512 if =0
(235) i = (s) i i=

KEC512(c;—1) otherwise
Therefore ¢’ can be defined as
(236) clijl=c; V i<n

Csize

237 n=|-——
( ) \‘JhashbytesJ

The cache is calculated by performing Jeqcherounds rounds of the RandMemoHash algorithm to the inital cache c’:

(238) Cc = Ecacherounds (cly Jcacherounds)
X if y=0
(239) Ecacherounds (X, y) = ERMH (X) if Y= 1

Ecacherounds (ERMH(X), Yy — 1) otherwise
Where a single round modifies each subset of the cache as follows:

(240) Erun(x) = (Erma(%,0), Ermn (X, 1), ..., Epmn(x,n — 1))

(241)  Epmn(x,4) = KEC512(X'[(i — 1 +n) mod n] @ x'[x'[i][0] mod n])
with x' =x except X'[j] = Ermn(x,j) V j<i
J.3.3. Full dataset calculation. Essentially, we combine data from Jparents pseudorandomly selected cache nodes, and

hash that to compute the dataset. The entire dataset is then generated by a number of items, each Jhashbytes bytes in
size:

2 0 dsize
(242) d[Z] = Edatasetitem(c,l) V i< {7J
Jha,shbytes

In order to calculate the single item we use an algorithm inspired by the FNV hash (Glenn Fowler [1991]) in some cases
as a non-associative substitute for XOR.

(243) Erxv(x,y) = (x - (0x01000193 & y)) mod 2*?
The single item of the dataset can now be calculated as:

(244) Edatasetitem(c7 74) = Eparents (C, 1 *1, @)

Epa’rents (C, i>p + 17 Emzac (m7 C, iyp + 1)) lf p < Jparents - 2

245 Epar c,i,p,m) = .
(245) parents p,m) {Emm(m,c,l,p-Fl) otherwise
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KEC512(c[¢ mod csize] D7) if p=0

246 Enig(m,c,i,p) = ) .
(246) ) {EFNV (m, c[Eenv (i @ p,m[p mod |Jnashbytes/Jwordbytes|]) mod csize]) otherwise

J.4. Proof-of-work function. Essentially, we maintain a "mix” Jpizbytes bytes wide, and repeatedly sequentially fetch
Jmizbytes bytes from the full dataset and use the Exnv function to combine it with the mix. Jmizbytes bytes of sequential
access are used so that each round of the algorithm always fetches a full page from RAM, minimizing translation lookaside
buffer misses which ASICs would theoretically be able to avoid.

If the output of this algorithm is below the desired target, then the nonce is valid. Note that the extra application
of KEC at the end ensures that there exists an intermediate nonce which can be provided to prove that at least a small
amount of work was done; this quick outer PoW verification can be used for anti-DDoS purposes. It also serves to
provide statistical assurance that the result is an unbiased, 256 bit number.

The PoW-function returns an array with the compressed mix as its first item and the Keccak-256 hash of the
concatenation of the compressed mix with the seed hash as the second item:

(247)
PoW(Hu, Hy,d) = {m.(XKEC(RLP(L# (Hwn))), Hn,d),KEC(s, (KEC(RLP(L# (Hwn))), Hn) + mc(KEC(RLP(Lu (Hn))), Hn,d))}

With Hy being the hash of the header without the nonce. The compressed mix m. is obtained as follows:

Nmizx

(248) mc(h7 n, d) = Ecomp'ress(Eaccesses (d7 Z Sh(h7 l'l), Sh (ha 1'1)7 _1)7 _4)
1=0
The seed hash being:
(249) sp(h,n) = KEC512(h + Ercpert(n))

Erevert(n) returns the reverted bytes sequence of the nonce n:
(250) Erevert(n)[i] = n[||n|| — i
We note that the “+”-operator between two byte sequences results in the concatenation of both sequences.

The dataset d is obtained as described in section J.3.3.
The number of replicated sequences in the mix is:

Jmiz es
(251) Nomie = {iJ
Jhashbytes
In order to add random dataset nodes to the mix, the Fqccesses function is used:
Emzz atase d 7S ; .f ; = Jaccesses - 2
(252) Baccesses(d,m,s,) = el Eotbien) L .
FEaccesses (Emizdataset(d, m, s, 7/)7 S,1+ 1) otherwise
(253) Emixdataset(da m,s, Z) = EFNV(m7 Enewdata(d, m,s, Z)
FErewdata returns an array with n.,:, elements:
(254)
N . . Jmixbytes dsize/Jhashbytes g 3
Erewdata(d,m, s,9)[j] = d[Eenv(i ®s[0],m[¢ mod | ——=]]) mod | — = - npiz+3j] V 7 <Nmic
onrdbytes Nmix
The mix is compressed as follows:
(255)
m if 4> |m| -8

Ecom ress 5 1) =
press(m, @) {EcomPTESS(EFNV (Eenv (Fenv(mli + 4], m[i + 5]), m[i + 6]),m[i + 7]),7 + 8) otherwise



