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e

Java -version

aboutyun@ubuntu:~% java -version
java version "1.7.6_51"

Java(TM) SE Runtime Environment (build 1.7.0_51-b13)
Java HotSpot(TM) 64-Bit Server VM (build 24.51-b83, mixed mode)

%% ssh

sudo apt-get install ssh

$ ssh-keygen -t dsa -P " -f ~/.ssh/id_dsa
$ cat ~/.ssh/id_dsa.pub >> ~/.ssh/authorized_keys
$ export HADOOP\ PREFIX=/usr/local/hadoop

IR Je IR B o I %

ssh localhost

aboutyun@ubuntuf~$ ssh localhost
Welcome to Ubuntu 12.04 LTS (GNU/Linux 3.2.0-24-generic x86_64)

* Documentation: https://help.ubuntu.com/

packages can be updated.
updates are security updates.

release '14.04.2 LTS' available.
'do-release-upgrade' to upgrade to it.

Last login: Mon Apr 27 ©0:25:43 2015 from localhost
aboutyun@ubuntu:-5%

23 rsync

sudo apt-get install rsync
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BERF:

R 127.0.1.1 ubuntu
TRINHT

10.0.0.81 ubuntu

127.0.0.1
$127.0.1.1
10.0.0.81

# Ihe Tollowlng Lines are desirable for IPv6 capable hosts
ip6-localhost ip6-loopback
ip6-localnet

L)
" ow

fedd:

localhost
ubuntu
ubuntu

ip6-mcastprefix
ip6-allnodes
ip6-allrouters

XHEBGUER, BN EE

i BV
2,435
HE B SO H
ik L

~/hadoop-2.7.0/etc/hadoop

AR 200 55 [

aboutyun@ubuntu:~/hadoop-2.7.0/etc/hadoops 1s

capacity-scheduler.xml
configuration.xsl
container-executor.cfg
core-site.xml

hadoop-env.cmd
hadoop-env.sh
hadoop-metrics2.properties
hadoop-metrics.properties
hadoop-policy.xml
hdfs-site.xml

httpfs-env.sh
httpfs-log4j.properties
httpfs-signature.secret
httpfs-site.xml
kms-acls.xml

kms-env.sh
kms-log4j.properties
kms-site.xml
log4j.properties
mapred-env.cmd

mapred-env.sh

mapred-queues.xml.template

mapred-site.xml.template
slaves
ssl-client.xml.example
ssl-server.xml.example
yarn-env.cmd

yarn-env.sh
yarn-site.xml
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16 ol B e
etc/hadoop/hadoop-env.sh

7 JAVA_HOME. HADOOP_COMMON_HOME

export JAVA_HOME=/usr/jdk
export HADOOP_COMMON_HOME=~/hadoop-2.7.0

REXHTE

sudo nano /etc/environment

#4n hadoop At &
H TR E A & PATH

/home/aboutyun/hadoop-2.7.0/bin:/home/aboutyun/hadoop-2.7.0/sbin:

Bxport JAVA HOMF=/usr/idk
|PATH="fhome faboutyun/hadoop-2.7.0/bin: /home/aboutyun/hadoop-2.7.0/sbin: fusr/jdk9

HAEBHHHHAHHH BB R RRRHHHHHHH R RRRBHHHHHHHH BB BB R RHHHHHHHHHRY

3. A AR A I UE [ FT B HE ]

FHE AR : (EIB T RF MR, i wordcount & /2 A ML REALIZ AT 1)
T EARE e, AT I, A BIPATEE A
7R bin/hadoop 4T 54112 £E hadoop_home i, FKixH &

$ mkdir input

$ cp etc/hadoop/*.xml input

$bin/hadoop jar share/hadoop/mapreduce/hadoop-mapreduce-examples-2.7.0.jar grep input output 'dfs[a-z.]+'
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e:aboutyun@ubuntu It édoop—i:?.GS bin/hadoop jar st-larefhadoop,fmapreducejhadoop—ma

reduce-examples-2.7.0.jar grep input output 'dfs[a-z.]+'

$ cat output/*

aboutyun@ubuntu:~/hadoop-2.7.05% cat output/*

1 dfsadmin

HUHAHHH B R R RRRHHHHHH R R BB BB HBHHHHH BB R R BRHHHRHHH BB R RBRHHHRHHH BB RHHY
ETAHIAR A, FRAVEITE S TR, FRATT R 4R ST B O A A AR

4.y At

FIX 4 #4%: /home/aboutyun/hadoop-2.7.0/etc/hadoop

&t etc/hadoop/core-site.xml
IRINUR N7
& S B Client 3E 820 RPC 5t 11, T 3REUCCHE R 48 metadata 15 2.

<configuration>
<property>
<name>fs.defaultFS</name>
<value>hdfs://localhost:9000</value>
</property>

</configuration>

fs.defaultFs
hdfs:/flocalhost:9000




www.aboutyun.com z AR %3] 4y B F GG B R

&4 etc/hadoop/hdfs-site.xml:
ISR A
T wy RA— 10

<configuration>
<property>
<name>dfs.replication</name>
<value>1</value>
</property>

</configuration>

dfs.replication

1

HURRHHHAHHHHRRRRHHHAHHHRRRRHHHHHHRH
Hh T E
T RGEHEE G, AZ) namenode #EFE, XZF N RGAEE D FHMER, HrUNA R E
[mw_shl_code=xml,true]<property>
<name>dfs.namenode.name.dir</name>
<value>file:/home/aboutyun123/dfs/name</value>
</property>
<property>
<name>dfs.datanode.data.dir</name>
<value>file:/home/aboutyun123/dfs/data</value>
</property>

[/mw_shl_code]
AR, VEEBR

aboutyuni23@aboutyun:~/fdfss 11

4 root 4096 S

drwxr-xr-x 26 aboutvunl23 aboutvunl23 4096 - f
drwxr-xr-x : aboutyunl23 aboutyunl23 4896 data/f
:

aboutyun123 aboutyun123 4096 name [

drwxr-xr-x
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HERBHHHHHHRR BB R HHHHHHH BB B R HHHHHHRY

5.0 2 A

1.4k namenode

hdfs namenode -format

A B TT 18

bin/hdfs namenode -format

In A B PR AR B B dH hdfs namenode -format Bl af

2.5 hEEH

start-dfs.sh

aboutyun@ubuntu:~$ start-dfs.sh

Starting namenodes on [localhost]

localhost: starting namenode, logging to /home/aboutyun/hadoop-2.7.0/logs/hadoop
-aboutyun-namenode-ubuntu.out

localhost: starting datanode, logging to /home/aboutyun/hadoop-2.7.0/logs/hadoop

-aboutyun-datanode-ubuntu.out

Starting secondary namenodes [0.0.0.0]

0.08.0.0: starting secondarynamenode, logging to fhome/aboutyun/hadoop-2.7.8/logs
/hadoop-aboutyun-secondarynamenode-ubuntu.out

aboutyun@ubuntu:~$ I

T A BT AT Py A B L AT T

HURBHHHHHHHR BB HHHHHHR BB RHHHHHHRR BB BB HHHHHBR BB HHHH

IE[R] 2 EE]
YN
http://localhost:50070/

SRR AEREIINL 2220, (HRAEAE NPT, 7 A AU ip ik
X B ip #u3k2 10.0.0.81
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aboutyun@ubuntu:~$ ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 16436 gdisc noqueue state UNKNOWN
link/loopback ©00:00:00:00:00:00 brd P0:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
inet6é ::1/128 scope host
valid_1ft forever preferred_Llft forever

2: eth®: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc pfifo_fast state UP gl
en 1000
link/ether AA:50:56:31:35:02 brd ff:ff:ff:ff:ff:ff
inet 10.0.0.81/24 [ord 10.0.0.255 scope global ethe
inet6 feBO::250:56ffF:fe31:3502/64 scope link
valid_1ft forever preferred_Llft forever

JTEL, FXEZ

http://10.0.0.81:50070/

¥ | [110.0.0.81:50070/dfshealth.html#tab-overview

Datanodes Datanode Volume Failures Snapshot Startup Frog Utilities -

Overview

Started: Mon Apr 27 03:47:08 PDT 2016

Vexsion: 2.7.0, rlnknown

Compiled: 2015-04-22T14: 322 by zoot from Unknown
Cluster ID: CID-adabf 7A2—f2f4-43b3-aB807- 76018328176
Block Pool ID: EP-919463465-127. 0. 1. 1-1430131312148
Summary

Security is off.

Safemode is off.

1 files and directories, 0 blocks = 1 total filesystem object(s).

Heap Memory used 29,8 MB of 51.02 ME Heap Memory. Max Heap Memory is 966.69 MB.

Non Heap Memory used 27.20 ME of 28.5 ME Commited Non Heap Memory. Max Non Heap Memory is 130 MB.

Configured Capacity: 0B
DFS Used: 0B (100%)
Fon DFS Used: 0B

DFS Remaining: 0B (0%
Block Pool Used: 0B (100%)

fic B B B AL AT LAY, FRAIFFE AT LLIZ4T wordcount, 23R4T mapreduce AN 217 4E yarn .t RAHILFE P IS
iT7E yarn b, 488 NI E
HUHBUHHHHA AU BB RH AR BB HRBHAH B HRBH AR RRHHH BB HRBHHHRRRHRHHHH

6.LE Yarn

1. /2% E 3
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&3 B XX/ mapred-site.xml
Y4B S etc/hadoop/mapred-site.xml, %1 N1 P 45 T etc/hadoop 1% 47 mapred-site.xml, fir LI}

mapred-queues.xml.template & il —#y
cp mapred-site.xml.template mapred-site.xml

SR 5 40 mapred-site.xml

wn

<property>
<name>mapreduce.framework.name</name>

<value>yarn</value>

</property>

RJE Bk

mapreduce.framework.name

yarn

BB E S yarn-site.xml

ARG A

<property>
<name>yarn.nodemanager.aux-services</name>

<value>mapreduce_shuffle</value>

</property>
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jurati

yarn.nodemanager.aux-services
mapreduce_shuffle

2./33) yarn

start-yarn.sh

aboutyun@ubuntu:~/hadoop-2.7.0/etc/hadoop$ start-yarn.sh
starting yarn daemons
starting resourcemanager, logging to fhome/aboutyun/hadoop-2.7.0/logs/yarn-about

yun-resourcemanager -ubuntu.out

localhost: starting nodemanager, logging to fhome/faboutyun/hadoop-2.7.0/logs/yar
n-aboutyun-nodemanager-ubuntu.out

aboutyun@ubuntu:~/hadoop-2.7.0/etc/hadoop$ I

(M HRIXE LM E 7AGASKIA, FroAfEms A5 #nT U247 start-yarn.sh)
WRARBCA B B AR R, 75 2\ hadoop_home, $A AT I~ THi i 4

sbin/start-yarn.sh

3.56+E
JAzlyarn ZJE, A
http://localhost:8088/

RIFR] A 2K i S i
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€ 2 C ff [720008L:8088/cluster

All Applications

 Cluster Cluster Betries
About kpps dgps ppz Apps Containers Benory Eemory Tenory Wares Tores Wores betive Decomaissioned Lost i
Nodes Subnitted Pending Fumnming Conpleted Ruming Used Total Reserved Tsed Total Beserved Nodes Fodzs Fodes ¥
Node Labels [ 0 ) 0 ) 08 6 CB UE ] g 1 1 ] [ 0
Applications Scheduler Metries
% e Scheduler Type Scheduling Resorce Type Tinimm llocation Marimm Allocat
SANTTED Caparity Scheduler [iEmRY] Cnennry: 1024, Wores: 1) {neanry:B198, wores:B?
ACCEPTED ,
NG Show 20 v |entries Search:
FINISHED v Tz v Bane ¥ fpplicetion Type v e v StariTize v FinishTine v State ¥ FinalStatus v TFroges
FAILED B E
LD Ho date evailable in table
Showing 0 to O of 0 entri
Scheduler S
+ Tools
e -
“N—J% hadoop2.7 iz wordcount

B A

IR 1:

Error: Could not find or load main class

org.apache.hadoop.hdfs.server.namenode.NameNode

RN
1t~/hadoop-2.7.0/etc/hadoop/hadoop-env.sh 1%

export HADOOP_COMMON_HOME=~/hadoop-2.7.0

HF AR

R 2:
% 24k, Java_home not found

bin/hdfs namenode -format
£ Jetc/environment H1s N

export JAVA_HOME=/usr/jdk
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R
source /etc/environment
[ WEAAT, E)H]

sudo init 6

hadoop A\ |7J-385—3 General: 3 _HEHIE

7] R

LRI RB BRI R?
2EMENIEBETRT BE 7
3. FE AR ERNIEER T AFEKIAR?

H

Hi 1

AN SCRHA T W] 222600 B hadoop &2ff, MJLANTT B LT 8. AT % 2] hadoop, R MNIT AAT (BF
Single Node Setup).iX .4 # /i hadoop2.7 L8] L. Dhorfi. At dids &
http://www.aboutyun.com/thread-12798-1-1.html

XA CRIAELEG: hadoop 7E %2 80 NECE A HA Ul HIECE Y, 5 i 7e 85

F 2:
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TATE TR E SO, R i Mook, BEHKEDREEA k%,
&

1.42%¢ Java

2. N4k hadoop

HUBHBHHBH BB H BB AR B HBHHBHHBH SRR SR HSH

S

hadoop % j%. strom. spark. Linux. flume %% jar £, 2234yl s N 8 (Fr8 00T
http://www.aboutyun.com/thread-8178-1-1.html
HUBHBHHBHHBHBRHABRHBRHHRHHRH SR AR R HH

7

224% hadoop 4R UH: LM, ECE hadoop, iI4» =15 AR T4 fie

L T LK namenode FiT ResourceManager 737 tE AN I ALES |, iX48Fk 2 2 master . & iRk 55451 4n: Web App Proxy
Server 1 MapReduce Job History server, R4 1 %k n] DL = it sl 4 F & F A AL A%

SR HENLEE S DataNode #I NodeManager.iX 42 slaves

fcE hadoop [F&&EA]

hadoop Be B3 A6

LABBOARE, A FyIRCE S

core-default.xml, hdfs-default.xml, yarn-default.xml and mapred-default.xml.

2UEHICE, A AR E S

etc/hadoop/core-site.xml, etc/hadoop/hdfs-site.xml, etc/hadoop/yarn-site.xml and etc/hadoop/mapred-site.xml.

FAMRAT PAC B hadoop J|i4<, 7 hadoop i bin 3%, iiid etc/hadoop/hadoop-env.sh Al etc/hadoop/yarn-env.sh

I 8 hadoop A 5 BEAC B I F AL &, Hadoop ~y 4 #Ef AT LA Hadoop ~F 4/ BERR I B 2 4.t VA e B R4
ARERTXAN T AL, Ak

hadoop (2.x) Lk hadoop2.2 il 5 4 4347 2 e 7] 5 22 26 SCRY

http://www.aboutyun.com/thread-7684-1-1.html
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hdfs <y 4 A :

NameNode, SecondaryNameNode, #1 DataNode

YARN P4 iR :
ResourceManager, NodeManager, 1 WebAppProxy

WIZ1T MapReduce , MapReduce Job History Server t142i217 . Fi#ETHZERE I )H . W T BRI 23, il
W15 IS ATLEA R 2 i o

E T HENRRE

FH Gl etc/hadoop/hadoop-env.sh , etc/hadoop/mapred-env.sh #il etc/hadoop/yarn-env.sh JiIA< K 52 il
hadoop P4 i FEAR & .
B/ FEETEIEE JAVA_LHOME , S5 SHL AR E .

(EEEIARNON G Ry SO abei2 S A E N 1] pribt e

Daemon Environment Variable

NameNode HADOOP_NAMENODE_OPTS

DataNode HADOOP_DATANODE_OPTS

Secondary NameNode HADOOP_SECONDARYNAMENODE_OPTS
ResourceManager YARN_RESOURCEMANAGER_OPTS
NodeManager YARN_NODEMANAGER_OPTS
WebAppProxy YARN_PROXYSERVER_OPTS

Map Reduce Job History Server HADOOP_JOB_HISTORYSERVER_OPTS

#itn. fi'® Namenode f# 1] parallelGC,7f hadoop-env.sh ]I
[Bash shell] 4l sc A% E 52

?

1 export HADOOP NAMENODE OPTS="-XX:+UseParallelGC”

%% etc/hadoop/hadoop-env.sh H.& 41

HenE LA S HaE
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(] HADOOP_PID_DIR - f7fifisp4 it #% id 130 f4 H 3k,

e HADOOP_LOG_DIR - f7fifisp4ritfe 0 EScrk Bt HESCH Ash g in RATE 1

(] HADOOP_HEAPSIZE / YARN_HEAPSIZE -heapsize P17 Kt E. a5 4% 5% 1000, heap /& 1000MB. iX /&
ST E heap. BRIME 1000M.

ERZHNGHOUR, Mixfs & HADOOP_PID_DIR HI HADOOP_LOG_DIR, fifi1th Fji247 hadoop sF# it fE s, 750
A RER TR

f£4i it E HADOOP_PREFIX £ RLFIMEAFBILE, Hlin—AME A /etc/profile.d:
[Bash shell] 4li st A& A L4

?

1 HADOOP PREFIX=/path/to/hadoop

2 export HADOOP PREFIX

Daemon Environment Variable
ResourceManager YARN_RESOURCEMANAGER HEAPSIZE
NodeManager YARN_NODEMANAGER _HEAPSIZE
WebAppProxy YARN_PROXYSERVER _HEAPSIZE

Map Reduce Job History Server HADOOP_JOB HISTORYSERVER HEAPSIZE

fic & hadoop 73 itE

AT B AELE T HEC B R e ) S

etc/hadoop/core-site.xml

Parameter Value Notes
f's. defaul tFS NameNode URI hdfs://host:port/
io. file. buffer. size 131072 B 7 B A 2 A K/

e  etc/hadoop/hdfs-site.xml
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e il & NameNode:

#JiE T f#%# namenode

Parameter Value

A STAF B G A i & 22 A

dfs. namenode. name. dir

EefEH &
dfs. hosts / dfs. hosts. exclude %14 HER: DataNodes.

dfs. blocksize 268435456

dfs. namenode. handler. count 100

e JidH DataNode:

Parameter Value

171 blocks HIAHLERAZ SR,
dfs. datanode. data. dir
Fig 5 It

(ki
Ha|

e  etc/hadoop/yarn-site.xml

e it & ResourceManager fil NodeManager:

Parameter Value Notes

yarn. acl. enable

Notes

WREEZAH X, BILRKIZ A H R LESEIT]

AT 7 L4 X — Zh e kA2 datanode FI5 ]
KA 48 HDFS blocksize  256MB

B % NameNode server ZRFERKALIESKH datanode [
RPCs &K

KRR S R HRIER, Bl e b e A e 44 1
Hsgr, lHEARRKNRE L.

true / false J&%& /A ACLs, BRIAN false NEH

admin. acl B E YARN (RISRBFE LG, . (ERRARM A AT BL. L3R E K

yarn. admin. acl Admin ACL

A RAD ]

yarn. log-aggregation—enable false

e il & ResourceManager:

Fic B FH 24 H A5
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Parameter

yarn. resourcemanager. address

yarn. resourcemanager. scheduler. address

yarn.

yarn.

yarn.

yarn.

yarn.

yarn.

yarn.

resourcemanager.

resourcemanager.

resourcemanager.

resourcemanager.

resourcemanager.

resource—tracker. address

admin. address

webapp. address

hostname

scheduler. class

scheduler. minimum—al location—mb

scheduler. maximum—al location—mb

Value

ResourceManager
host:port M%)/t
A% job.
ResourceManager X
ApplicationMaster &%
FR) Y7 ) ik o
ApplicationMaster J@id
%k ) RM BRI B
RETRIR A o
ResourceManager X}
NodeManager % i Hith
hik. . NodeManager i#id
1ZHuhE[A] RMVCHRO B
SUEST A

ResourceManager X}/

B R FR IR inl k.

G iz bk ) RM &
Al

[
s

LR

ResourceManager
web—ui host:port
(ResourceManager j [a]

5t 1)

ResourceManager 7!

i

ResourceManager &

% .

HA container AJ HiE
M /NN AR . L
WHEN 1024, Mgty
MapRedce fEMVE, 44>
Task #x /> A] Hi1E 1024MB
A A7

HAS container A B

I
IR K A A R IEE . Ean

Notes

AL E host:port , &EAGfE
yarn. resourcemanager. hostname % & f)

hostname

WRACE host:port , SEEGAE
yarn. resourcemanager. hostname & (]

hostname

AL E host:port , &G fE
yarn. resourcemanager. hostname ¥ & f]

hostname

AL E host:port , &G fE
yarn. resourcemanager. hostname ¥ & f]

hostname

WA E host:port , EHHIE
yarn. resourcemanager. hostname ¥ & f]

hostname

host Single hostname that can be set
in place of setting all

yarn. resourcemanager*address
resources. Results in default ports

for ResourceManager components.

CapacityScheduler (recommended),
FairScheduler (also recommended), or

FifoScheduler

In MBs

n MBs
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yarn. resourcemanager. nodes. include—path

/yarn. resourcemanager. nodes. exclude—path

e T[ii¥E NodeManager:

Parameter

yarn. nodemanager. resource. memory—mb

yarn. nodemanager. vmem—pmem-ratio

yarn. nodemanager. local—dirs

yarn. nodemanager. log—dirs
yarn. nodemanager. log. retain—seconds
yarn.

nodemanager. remote—app—log—dir

yarn.

yarn. nodemanager. aux—services

nodemanager. remote—app—log—dir—suffix

B Jy 3072, NEEAT
MapRedce 1MV, &4~
Task 2 1] HiiE 3072MB

WHF.

NodeManager 24 8., 8 RKIE T4
NodeManager fZ7E [al &, Lban#fsEsiy &,
(BB AT RIMCR i, WA LB Z I\ B 44

NodeManager 2[4 i,

Value

NodeManager = B ] FH 47
FNFE.

R IMB BN AE, B
Z A B R A A7

o i) 5 RA T

H S A7 s A2
10800

/logs

logs

mapreduce shuffle

e [iiE History Server (Needs to be moved elsewhere):

Parameter

yarn. log-aggregation. retain—seconds

Value Notes

B, VER, XPAEESHA SIS E

Mo CFAFA—A refresh a4 EIw])
iNE: “7
Notes

B X T HIRSEN nodemanager A iz 4T

containers

BEAME S5 B RE T A2 B P AT e 2l Hen
H A BRI, IXAS LA 33X nodemanager
5545 FH R A0 P A 5 B T R B A A7
i FHET L

RASHEE S B ZAH3, 2R 10
k-8

REANSHRE S E 2 A H3, 2R 10
k-8

NodeManager I HE&Z A7 8] CAJEFH H
EREREN A RO .

YN AR IEITE R G, H B 21 HDFS
H3% OfHHERENRENAEZD .

AR H & H T H XA U8 i HEREIhRE
AR .

NodeManager IZ21T [IFE RS . 7 HCE MK
mapreduce_shuffle, 7 A[iz{T MapReduce £
.

-1 SRR (R IDFS EREN HERE ORI 2 KINTH .
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BIME: -1
SRR ZRIEERE—RHE, JR&E L &AM

yarn. log-aggregation. retain—check-interval-seconds -/ B, tniEE 0 BRE %k, W E—MER 1/10.

e  etc/hadoop/mapred-site.xml

e it & MapReduce Applications:

mapreduce.map.memory.mb

mapreduce.reduce.memory.mb
P XA ZEE € T MapReduce /M4 (Map and Reduce task) HIPAE /DN, Al SAZAE RM H ok i
/1N container 2 ] WA AT B B @ I 4R 17 B A KA

max(MIN_CONTAINER_SIZE, (Total Available RAM) / containers))

— %11 reduce BiiZaE map 1 2 f5. VE: IXFANME R DR JE BRI S8R

mapreduce.map.java.opts

mapreduce.reduce.java.opts
Vi XS FERNTFEIZIT VWM FRT (Gava. scala 55) #E#, JBIEXMANEE R Pln) IVM i 801, 5
PAAA R E, -Xmx, -Xms S5, tEEE K/, MiZ7E AM 711 map.mb Fl reduce.mb 2 [,

Parameter

mapreduce.

mapreduce

mapreduce

mapreduce

mapreduce.

mapreduce

mapreduce

mapreduce

e i E MapReduce JobHistory Server:

Parameter

framework. name

map. memory. mb

map. java. opts
reduce. memory. mb
reduce. java. opts
task. io. sort. mb
task. io. sort. factor

. reduce. shuffle. parallelcopies

Value

yarn

1536

—Xmx1024M

3072

—Xmx2560M

512

100

50

Value

BRiME: -1

Notes

PATHESE B B Dy Hadoop YARN.

maps % Y5 B

maps ] child jvms heap-size

reduces Y5 PR il

reduces ffJ child jvms heap-size

155 P9 R HE R i [X K/

HEFP SCAFH I A5 — IR I B 22 PR AN X BB 100,
reuduce shuffle [fhBRIFAT (LA (AR .

Notes
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MapReduce JobHistory Server il .
mapreduce. jobhistory. address 2RAG 5 10020.
[host:port]

MapReduce JobHistory Server Web UI )
mapreduce. jobhistory. webapp. address BRIN G -5 19888.
ik [ host:port]

MapReduce 1EMV =4 1) H A7
TR E .

mapreduce. jobhistory. intermediate—done-dir /mr—history/tmp

MR JobHistory Server & F[]
HEMAER N E .

mapreduce. jobhistory. done—dir /mr—history/done

5# NodeManagers f&5E

hadoop # A — A7 A A BER A A LA, 452 53 n] AR E NodeManager 2 A ITERAT — M-IASK g — A g 5
{iRR

R B AT DAAE T AR o (AT R R A M P DT R 7 R s 15 A . S SR B I 7 i b T AR IR, & e AT B
ZUHTEN error JF kbR iER Y . NodeManager FUIVERCIN, Frieilf i, SRANA A 65 554% (ERROR) , 1 L Jrid,

node [R5 unhealthy, 12755 SBCTRRT BLES SN R A . 1270 AN M BEAE 55

JUEI, IR BT SRR RORE, AR kEEAT, JF B Qi ERB AR, R A, R, 4
S BT RAMERE, LA ST SRR A RN ]

NS ET LA SR R TS R IR LI AR/ etc/hadoop/yarn-site.xml.

ZH 18 i B
yarn.nodemanager.health-checker.script.path Node health script T R RS M B A
JEIAS ) 326 TOUAE Aoy 215 A P A AR
yarn.nodemanager.health-checker.script.opts Node health script options "
yarn.nodemanager.health-checker.script.interval-ms Node health script interval TEAT {8 R RRIAS RIS (6] [ g o
Node health script timeout B
yarn.nodemanager.health-checker.script.timeout-ms e SR B AP AT R

interval

WA R A S, KA AN 2245 1 error. NodeManager A At 77 5E KGR A A M A2 A RS () 2
nodemanager-local-dirs fll nodemanager-log-dirs) . 4 H SEHIAEEE I B 1 WG
(yarn.nodemanager.disk-health-checker.min-healthy-disks [t & 1) 2 J5 8N Lt S g bR ic AR IEH 1. R XL s B
2 FAR 4G VR FT 22 (resource manager), i I A< o 246l JE 5h 45
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Slaves File

Yt A slave hostnames or IP #ilil 7€ etc/hadoop/slaves 1, —47—1. Helper 4 (described below) f&H]
etc/hadoop/slaves SCAFIZAT A AAEVF 2% 7 Uiy, "B BT T Java 1) hadoop it &, N Tt IRE, ssh 2%
(51T ( passphraseless =& 7777, tbin Kerberos) (1)K /1247 hadoop

Hadoop HlLE32=4%0

Y12 hadoop A5 0 Th g AR F I 26 40 Ph 45 A e M RE AN 22 4 1 . hadoop <747 i2E 2 18 FH 757 24 07 e 8 ISR R 4R 7 slaves
EE. BZ(EEEFE Rack Awareness , JT4fi)i 2l hdfs 2 /i, JEFFRC B AEFENL LB .

H &

hadoop i Apache Commons ] H EHEALE ] Apache log4j 1F N H &. 4 etc/hadoop/log4j.properties 4152
il hadoop ~F# HEFE H AR & L an log A% 0%

hadoop &£ ##:1E

B IR E 56, 4338 301 HADOOP_CONF_DIR H 5t 4y R BIFTA LA, AAI/EFTA LA LA 2 AR 1 o
Y hdfs A1 yarn {5 2789 7. hdfs $4T hdfs )™, yarn £/ yarn iK™,

hadoop &3l

JA#)) hadoop 48, 5% )3 3)) hdfs fil yarn
a3 hdfs, iEM AL, ki oA o0 £ 4i4E 4 HDFS:
[Bash shell] 4l scA# A 52

?

1 [hdfs]$ $HADOOP PREFIX/bin/hdfs namenode —format <cluster name>

J&i 71 hdfs

[Bash shell] 4l sc A% E 52

?

1[hdfs]$ $HADOOP PREFIX/sbin/hadoop—daemon. sh ——config $HADOOP CONF DIR
——script hdfs start namenode

JEi 3l datanode
[Bash shell] 4l Sc A7 E 52
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?

1[hdfs]$ $HADOOP PREFIX/sbin/hadoop—daemons. sh ——config $HADOOP CONF DIR
——script hdfs start datanode

1% etc/hadoop/slaves Al ssh i & T I Hj7 7 (see Single Node Setup), JitA hdfs mJ Lifs A T i v &
[Bash shell] it A F S HilfLy

?

1 [hdfs]$ $HADOOP_PREFIX/sbin/start—dfs. sh

JA#) yarn F R THI#r4, 7E¥E 7 1) ResourceManager 1£24 yarn

[Bash shell] iz A& F S Hil{Ly

?

1[yarn]$ $HADOOP YARN HOME/sbin/yarn—-daemon. sh ——config $HADOOP CONF DIR
start resourcemanager

BAT R A ESR 2 & 7 {2 yarn &3 NodeManager
[Bash shell] 4l st A& A 24D
?

[yarn]$ $HADOOP YARN HOME/sbin/yarn—daemons. sh ——config $HADOOP CONF DIR
start nodemanager

JA Bl ST, WebAppProxy server. iz47T WebAppProxy server 15y yarn. i 8 % & i 55 2348 F b5, WGk & #THisAT
[Bash shell] it A& A &l

?

1[yarn]$ $HADOOP YARN HOME/sbin/yarn—daemon. sh ——config $HADOOP CONF DIR
start proxyserver

14 etc/hadoop/slaves #1 ssh &, EEIHAL T
[Bash shell] it A& A &l

?

1 [yarn]$ $HADOOP PREFIX/sbin/start—yarn. sh


http://www.aboutyun.com/
http://www.aboutyun.com/
http://www.aboutyun.com/
http://www.aboutyun.com/
http://www.aboutyun.com/
http://www.aboutyun.com/

www.aboutyun.com z AR %3] 4y B F GG B R

J 5 MapReduce JobHistory Server

[Bash shell] it A #F SHilfLy
?

1[mapred]$ $HADOOP PREFIX/sbin/mr—jobhistory—-daemon. sh —config
$HADOOP CONF DIR start historyserver

hadoop Z11

%1k namenode, FH Fifi 4
[Bash shell] i A& F S Hil{Ly
?

1[hdfs]$ $HADOOP PREFIX/sbin/hadoop—daemon. sh ——config $HADOOP CONF DIR
——script hdfs stop namenode

{51k datanode, FI N4

[Bash shell] 4l st A& A 2 HI4LES

?

1[hdfs]$ $HADOOP PREFIX/sbin/hadoop—daemons. sh ——config $HADOOP CONF DIR
——script hdfs stop datanode

7 iR etc/hadoop/slaves 1 ssh fit A0 H 51, 1R EIAS (5 1
[Bash shell] 4li st A& A 2 4L

?

1 [hdfs]$ $HADOOP PREFIX/sbin/stop—dfs. sh

15 1= ResourceManager fij K i i
[Bash shell] 4l st A& E 2 HI4LH

?

1[yarn]$ $HADOOP YARN HOME/sbin/yarn—daemon. sh ——config $HADOOP CONF DIR
stop resourcemanager

1ZAT A4 1 NodeManager
[Bash shell] 4l SC A 5 HIAHT
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?

1[yarn]$ $HADOOP YARN HOME/sbin/yarn—daemons. sh ——config $HADOOP CONF DIR
stop nodemanager

114 etc/hadoop/slaves Al ssh lic BAH H. V710, MEEAT T 4
[Bash shell] it A F S HilfLy

?

1 [yarn]$ $HADOOP PREFIX/sbin/stop-yarn. sh

11 WebAppProxy server. izfT WebAppProxy, #H % & MR 5 sl i rr, E—NErizsT.
[Bash shell] iz A& F S HilfLy
?

1[yarn]$ $HADOOP YARN HOME/sbin/yarn—-daemon. sh ——config $HADOOP CONF DIR
stop proxyserver

1% 1= MapReduce JobHistory Server, {# [ N iy
[Bash shell] 4l st A& A 24D
?

1[mapred]$ $HADOOP PREFIX/sbin/mr—jobhistory—-daemon. sh ——config
$HADOOP CONF DIR stop historyserver

Web Interfaces

Daemon Web Interface Notes
NameNode http://nn_host:port/  Default HTTP port is 50070.
ResourceManager http://rm_host:port/ Default HTTP port is 8088.

MapReduce JobHistory Server  http://jhs_host:port/ Default HTTP port is 19888.
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hadoop A[7J-38—3 General: 38 =77 Hadoop ¥IE A1
mRIEE

i R S

1.hadoop daemonlog &3 & 4 HKIEA R4
2.hadoop HTIEAT—AK, MTIELT—A jar .7
3.hadoop archive FKI{EF R4 7

ik

hadoop fir 41 bin/hadoop MIA . 1217 hadoop BIAANHAT ] iy &K 4T Bl iy & AH ISk
Usage: hadoop [--config confdir] [--loglevel loglevel] [COMMAND] [GENERIC_OPTIONS] [COMMAND_OPTIONS]

FIELD Description
--config confdir 7 i BOANEC B SO H 3. BRAE 44 ${HADOOP_HOME}/conf.

—-loglevel loglevel 783 F&25). 4% H &%) FATAL, ERROR, WARN, INFO, DEBUG, #1 TRACE. %kil/& INFO.
GENERIC_OPTIONS % Wi ir 4 Jk [Fl S5 ) 16 5

COMMAND_OPTIONS hadoop i H SCR%#id 7 hadoop #i4 AT . hdfs Al YARN 78 g SCR A

Hadoop &%

Many subcommands honor a common set of configuration options to alter their behavior:

GENERIC OPTION Description

—archives <{comma separated list of Specify comma separated archives to be unarchived on the compute
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archives> machines. Applies only to job.
—conf <configuration file> +a 0 N AR L B A
-D <property>=<value> A FH—AN 4 E MR A

—files <comma separated list of files> #&&E & HIF| mapredue HRE. & H T job.
-jt <local> or <resourcemanager:port> I&5E ResourceManager. {¥i&H T job.

—libjars <comma seperated list of

R jar SLHEFEFTTE classpath. fU&E M T job.

jars>

Hadoop &4

FT A X iy A #2 M Hadoop 1) shell s 23047 . i T8 53 B H 7 i 2 F1 AT BE 514 [ User Commands #1

Admininistration Commands. ]

F P 4

FH+ Hadoop & #EH F i 4.
archive

Bl —A4~ Hadoop #4%, #ZA5E#&FE Hadoop Archives Guide.

checknative

i hadoop checknative [-a] [-h]

COMMAND_OPTION Description
- KA
-h FTENFE Bl

XA T 4402 Hadoop A AR W] FH It . B2 {5 BAF #Nativelibraries.html. RN, T4 H4&2F libhadoop 7]
Pt

classpath
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FH¥%: hadoop classpath [--glob |--jar <path> |-h |--help]

COMMAND_OPTION Description
--glob JEACFF
--jar path jar 4%
-h, --help FTEFEBh

FTEN classpath 75 % Hadoop 1] jar fl i Z R 1E . WRAHSEOHA, SRSFTENIdr 2 A% B classpath. X 7]

e G B ERC T

credential

Fii%: hadoop credential <subcommand> [options]

COMMAND_OPTION Description

create alias [-provider FENUE A TR & A . 3% -provider SETFE, A4 < BRI
provider-path] core-site.xml {4t hadoop.security.credential.provider.path i % B 18
TS 55 P S 1) 31 42 0 S FRIIE A5 SCAHF o B R -provider SR TR IR, A4 K < BRE A
core-site.xml {4t hadoop.security.credential.provider.path 5% Bz fIfE o IX T4 75 5
R IR, BRIEGER T -f 1.

delete alias [-provider

provider-path] [-f]

list [-provider ST AE TR 44 . WA -provider BT 1E, A4k BRIV core-site.xml SCAFH
provider-path] hadoop.security.credential.provider.path 5%} 4 .

A A RIER LS N A BAEIE (credentials) , %1% (passwords) AIfk%# (secrets) .

Hadoop ] CredentialProvider API < ¢ FIFE 774, I+ HZRIw 75 i N el il 47 T 75 B9 %55 (passwords) A1k
¥ (secrets) . 4T & HI— Provider ffi B A1, T E7E core-site.xml ¥4Il hadoop.security.credential.provider.path
Pie B 0, Bl 54 -provider fir Ak T AT E . Provider B4R — i LUE 540 HI1 URL F45 o X Se 45 e 25
H] Provider (ST, 26/

[Bash shell] 4l scA#E 52

?

luser:///, jceks://file/tmp/test. jceks, jceks:/hdfs@nnl. example. com/my/path/test. jceks

FeR M T BIARE, 5 Bl User Provider ¥ f7AETEAH SR R 4800 S+ /tmp/test.jceks #&—> Java Keystore
Provider, iR FITEAETE hdfs #3214 nnl.example.com/my/path/test.jcek /2> Java Keystore Provider.
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218 ] credential 4N, BIE T EIRILEERY (password) ERELEE (secret) #y—NMEFEIFEILTEAE provider. A T iE
Wb (1) 22 W 2 s A6 FH IR provider £74i%, 7T LAZE @4 b i -provider £, 50, 457 24> provider Ml %, MI{#
[ EFERR AN provider, X A] EASZIRTTM

flan:

[Bash shell] 4li st A& A EiHil4Li5

?
lhadoop credential list —provider jceks://file/tmp/test. jceks
distcp

AP DU EE Hak. 25 EEF Hadoop DistCp Guide.

fs

XA TECRY File System Shell Guide . A hdfs {4 dfs 244u)

jar

FHi%: hadoop jar <jar> [mainClass] args...

IBAT— jar SCHEE R yarn JE 3 yarn N FER

key
jEid KeyProvider & # Fh4f]

trace

MEME Hadoop filiE (tracing) WE. & FiFE (tracing) 5.

Tracing Guide.
version

FH¥2:: hadoop version
FTENhR 4
CLASSNAME

Fiv%: hadoop CLASSNAME

b

A
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BHERAWL

ERFE T R A A

daemonlog

FH:

[Bash shell] iz A #F S HilfLy

?

lhadoop daemonlog —getlevel <host:httpport> <classname>

2hadoop daemonlog —setlevel <host:httpport> <classname> <level>

COMMAND_OPTION Description
FTERIZATTE <host:port> 157 4 BERE A H B . XA 4 Nl i #

http://<host:port>/logLevel?log=<name>

w

-getlevel host:httpportclassname

B BB 1T 7E <host:port> {57 FH Rt FE ) H B« XA & i Bz
-setlevel host:httpportclassname level
http://<host:port>/logLevel?log=<name>

15 B BOGRETE E Ja G RE A H B0
[Bash shell] 4li e A& FH &l
?

1Example: $ bin/hadoop daemonlog —setlevel 127.0.0.1:50070
org. apache. hadoop. hdfs. server. namenode. NameNode DEBUG

L]

hadoop A|]-3—3 General: EVUT XH RS shell

el AR S35

1.Hadoop 3t/ %% shell 55 Linux shell & 8548002 &b ?
2.0 TSRS TR AL ?

3.3 hdfs KISCARUR ?
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4.fTER hdfs 3K, FETRFRPF?

ik

XEFRSE (FS) shell t45 5% Fh25l 454 B # 5 Hadoop Distributed File System (HDFS)#Z ... hadoop th 3 ff H e 3¢
1 #&4;, Lt in Local FS, HFTP FS, S3 FS, A1 H el FS shell #% T 1/ :
[Bash shell] 46t A#FH 2 HI4CH

?

1 bin/hadoop fs <args>

FT A 1) FS shell 5474 URIs #4252 %, The URI #%i{/2://authority/path. %} HDFS SC {4 £#4t, scheme j2 hdfs. I
1 scheme I authority Z:$#5 /& AT %11

WRBA IR E, £ ERA scheme.—4 hdfs SCFE ] H Stk dn /parent/child, 7 Ll
hdfs://namenodehost/parent/child Bl {71k Jy/parent/child (ERIAKCE ¥% B HidE i hdfs://namenodehost) .k % FS
shell #ir &% 82 Unix iy & AEA i A #A A F RORTIE « K HE D5 B R0 B ARl A D L AN 1 1% 31 stdout.

appendToFile [Nk

fi¥: hadoop fs -appendToFile <localsrc> ... <dst># A src, B Z A~ sres WAL S KRG 2] Hhs U R G. Mbs
AR R B NS B AR SO R S

e  hadoop fs -appendToFile localfile /user/hadoop/hadoopfile

e  hadoop fs -appendToFile localfilel localfile2 /user/hadoop/hadoopfile

e  hadoop fs -appendToFile localfile hdfs://nn.example.com/hadoop/hadoopfile

e  hadoop fs -appendToFile - hdfs://nn.example.com/hadoop/hadoopfile Reads the input from stdin.
ARV TR
MRIAL O plDyiRIAl 1 R

cat

Fi¥%: hadoop fs -cat URI [URI ...]
W AT HR T8 SO N % ) stdout
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Bl

e  hadoop fs -cat hdfs://nn1l.example.com/filel hdfs://nn2.example.com/file2
e hadoop fs -cat file:///file3 /user/hadoop/file4

IR [AARHS:

IR[Al O R DyiRMAl 1 R

checksum

FH¥2:: hadoop fs -checksum URI
iR[H] checksum LS B
17

e  hadoop fs -checksum hdfs://nnl.example.com/filel

e  hadoop fs -checksum file:///etc/hosts

chgrp

FHi2:: hadoop fs -chgrp [-R] GROUP URI [URI ...]

OB SCAE R A, AR U TR E BUOE A . B 245 B AE Permissions Guide.
by}

o fHJ-R KA H G T IB AT

chmod

J13%:: hadoop fs -chmod [-R] <MODE[,MODE]... | OCTALMODE> URI [URI ...]

FE ORI, fE-R R OB AE H SR G50 I AT . AR SO A E BN FELL T . BE 2(5 B AE Permissions
Guide.

I

o ffII-R KHE LR AR H G5 N AR .

chown

J13:: hadoop fs -chown [-R] [OWNER][:[GROUP]] URI [URI ]

EHCCFRI AT . R RSO AL H a5 Rl AT AU SRR A BB L B (E R
Permissions Guide.

I

o ffII-R KHE LR AL H G5 N AR .

copyFromLocal

F7%: hadoop fs -copyFromLocal <localsrc> URI
FALh put A, T B AR A B A SO
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I

o f IEWISES COAFEM H bR

copyTolLocal
FHv%:: hadoop fs -copyToLocal [-ignorecrc] [-crc] URI <localdst>
5 get a2, B T IRE HARERAS 2 — A LA S

count
Hiv%:: hadoop fs -count [-q] [-h] [-v] <paths>%tit H A4, SCEFIH 3 R SOk /. 4tk %1 DIR_COUNT,
FILE_COUNT, CONTENT_SIZE, PATHNAME

[HZAEL TN, BRDN, BiEsic]

HithBIHA -count -q £: QUOTA, REMAINING_QUATA, SPACE_QUOTA, REMAINING_SPACE_QUOTA, DIR_COUNT,
FILE_COUNT, CONTENT_SIZE, PATHNAME
[FE, MR, SRS, FREEEH, BN UM, BORN, BBRai]
The -h &3, size AR,
The -v EIUE R —MREAT .

Example:

e  hadoop fs -count hdfs://nnl.example.com/filel hdfs://nn2.example.com/file2
e  hadoop fs -count -q hdfs://nnl.example.com/filel
e  hadoop fs -count -q -h hdfs://nn1.example.com/filel
e  hdfs dfs -count -q -h -v hdfs://nnl.example.com/filel
AT ER

RO LR M 1 iR

aboutyuni23@aboutyun:~$ hadoop fs -count -q -h fuser/aboutyuni23/input/

none inf none inf 1 76.7 K Jfuser/aboutyuni23/input
aboutyuni23@aboutyun:~$ hadoop fs -count -q -h fuser/aboutyuni23

none inf none inf 3 77.0 K Jfuser/aboutyuni23
aboutyuni23gaboutyun:~$ hadoop fs -1s fuser/aboutyuni23
Found 2 items
drwxr-xr-x - aboutyuni123 supergroup 0 2015-07-08 00:31 fuser/aboutyuni23/input

drwxr-xr-x - aboutyun123 supergroup 0 2015-07-08 00:39 Juser/aboutyuni23/output
aboutyuni123@aboutyun:~$ hadoop fs -1ls Juser

- aboutyun123 supergroup 0 2015-07-08 00:39 /user/aboutyun123
aboutyuni23@aboutyun:~$ hadoop fs -count -q -h fuser
none inf none inf 4 77.0 K [user
aboutyun123@aboutyun:-~$ I

cp

FHv%: hadoop fs -cp [-f] [-p | -p[topax]] URI [URI ...] <dest>%#I3c:, xANr4 o 5 #2 oth 28— H 3¢
‘raw.*’ i 4 2 (R i 1k AR P

(1) VESCAAN AR SO SCRRATT (X hdfs)
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(2) JirA SO AN H AR SCIF R A2 AE [ reserved/raw H 45T
PGB SE A raw ¥ i 44 78 (8] 97 J SR MR AR -P 1 T

I

o f IENIINR MDA S ES.
o -p WEWHRTE IR [topx] (timestamps, ownership, permission, ACL, XAttr). nS45E -p WH S8, FA7
timestamps, ownership, permission. 15 455E -pa, TREABER Fv ACL & — MR AL . e 215 IR AT
raw iy 44 % 8 g P HL R T 548 -p e
5

e  hadoop fs -cp /user/hadoop/filel /user/hadoop/file2

e  hadoop fs -cp /user/hadoop/filel /user/hadoop/file2 /user/hadoop/dir
AT ER
IR[A] O phiRIEl 1 R

createSnapshot
7Y% HDFS Snapshots Guide.

deleteSnapshot
#¥7% HDFS Snapshots Guide.

df [EFEF £/ hdfs 2[5 ]
JH¥2:: hadoop fs -df [-h] URI [URI ...]
S R (]

I

o -h B AT S (i 64.0m fLE 67108864)

Example:

e  hadoop dfs -df /user/hadoop/dirl

aboutyuni23@aboutyun:~$ hadoop fs -df /
Filesystem Size Used Available
hdfs://localhost:9000 20334034944 1019904 12705988608

aboutyunl23@aboutyun:~$ hadoop fs -df -h f
Filesystem Size Used Available Use%
hdfs:/flocalhost:9000 18.9 G 996 K 11.8 G 0%

du
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H1i%: hadoop fs -du [-s] [-h] URL [URL ...J 5o 45 € H o S0 RN 85 (0 H 5, i U SO R s SO R/

I

o -5 MR SCHFMACREE, AR IS A SO
° -h EIUE RS ATE NS (B0 64.0m 8% 67108864)
Bl

e  hadoop fs -du /user/hadoop/dirl /user/hadoop/filel hdfs://nn.example.com/user/hadoop/dirl
AT ER
MRIE] O pRIIRIE] 1 AR

aboutyuni23@aboutyun:~$ hadoop fs -du -s /
702582 |
aboutyunl23@aboutyun:~S5 hadoop fs -du -s jfuser

78822 Juser
aboutyunl123@aboutyun:~5 hadoop fs -du -s -h fuser
77.0 K fuser

dus

FH¥2:: hadoop fs -dus <args>

BIRGE A EE

HERAG A EME A, hadoop fs -du -s BIH]

expunge
JH¥2:: hadoop fs -expunge
T B R ml . ¥ )% HDFS Architecture Guide 2215 A [l ek o5

find
Fli%: hadoop fs -find <path> ... <expression> ... 4#% 548 2 LIAXVCECHIATE SO, FR¥E 2 FIEAER A T 241 W
BB, WERAER YT H 3. %A e Rk VRN -print

NITER =S usaw

e -name i
-iname 5z
LUES
{H 9 TRUE S 52 -4 A 42 DU R B A R AE I SO R4 & o R -iname TLECAN X 40 KNG

e  -print
-printOAlways
fE4 TRUE. 4T#8A0E S Ehrif . WREH -print0 a2, ASCIT NULL #5238 .
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R

®  expression -a expression
expression -and expression
expression expression
and 12 SAFER A FIE 2 I R WA R IR U A true, MR ] true, S FE IR E RGN, BTUAR TR 2R € .
AR — ARG A2 R 2 AN RIE .

5

hadoop fs -find / -name test -print
IR B A

MRIE] O pRIIRIE] 1 AR

aboutyun123@aboutyun:~$ hadoop fs -find fuser/aboutyuni23/input -iname yarn* -printe
/user/aboutyun123/input/yarn-env.cmd/user/aboutyun123/input/yarn-env.sh/user/aboutyuni123/input/yarn-site.xmlaboutyuni23@aboutyun:~5$ h
adoop fs -find fuser/aboutyun123/input -iname yarn* -print

Juser faboutyun123/input/yarn-env.cmd
/user /aboutyun123/input/yarn-env.sh
Juser faboutyun123/input/yarn-site.xml

get

FHi%: hadoop fs -get [-ignorecrc] [-crc] <src> <localdst> & il S 51 A 1 e 1

SIS RIS RS, [CRC REEG R S il 417 A -ignorecrc JE T (Il iZ MG Fg1E) ]
Files that fail the CRC check may be copied with the -ignorecrc option.

SO CRC AT A A 41 CRC 3351

S

e hadoop fs -get /user/hadoop/file localfile
e hadoop fs -get hdfs://nn.example.com/user/hadoop/file localfile
Y ERAV LR

IRIE] O BRIGIRIEL 1 HEDR

getfacl
JH¥2:: hadoop fs -getfacl [-R] <path>
SRV RIS (ACL) WISCHHFI H 36 iR —A H B BAR ACL, getfacl 2~ ERIAHT ACL.

LT

e -R: BBIHHZFMYIHFTA A ACLs.
e  path: CHFELHRAIE.
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Bl

e  hadoop fs -getfacl /file

e  hadoop fs -getfacl -R /dir
ST ER
R0 ke JE 0 HiiR

aboutyuni123@aboutyun: fusr/hadoop-2.7.0/sbin$ hadoop fs -getfacl ftest
# file: ftest

# owner: aboutyuni23

# group: supergroup

User::rw-
group::r--
other::r--

getfattr
JH¥2:: hadoop fs -getfattr [-R] -n name | -d [-e en] <path>
IR B 36 R B 2 A E [0 A 1]

I

o -Ri EBJARIRICIANH SR
e  -n name: Dump the named extended attribute value.
e -d: Dump all extended attribute values associated with pathname.
e -eencoding: KZJERMEI TG, BRAHIDE “text”, “hex”, and “base64”. {HZuid{E F LA T 75 i 2
PG 7 5 SN G
EgiSIEA 16 HEHIFT 64 BEH], #2574 0x A Os

e path: THEUIHZE
¥

e  hadoop fs -getfattr -d /file

e  hadoop fs -getfattr -R -n user.myAttr /dir
AT ER
R0 KT E 0 HER

getmerge
F7%: hadoop fs -getmerge <src> <localdst> [addnl]
5t SR AN H AR SO A NN S G 2 A B AR SO . addnl S 500RT DA B 7R SCAHER BV — M AT 45
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help
FH¥2:: hadoop fs -help
IR [l 48 A

Is
F7%: hadoop fs -Is [-d] [-h] [-R] [-t] [-S] [-r] [-u] <args>
eI

o -di HgMHI At

o -h: F#AS NS (BN 67108864 Tk 64.0m).
e R EBHTHIHIE N,

o -t BN R GRIZ—T0 .

o -Su BT R/ .

o - {BIFHT

o -ur NP (R AR AR T AN R A S (R

SCAFR LR HE B

[Bash shell] 4t AEFH &2 HI4CH

?
1permissions number of replicas userid groupid filesize
21%& Rl A H

LY G A4
H sk [a] R AR &

LR M g4 B H (G| Fsg4

H WSO ERAZ SC 2 R
Bl

e  hadoop fs -Is /user/hadoop/filel

YAV R
R0 ey, dInl-1 R
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Isr

Hi%: hadoop fs -Isr <args>

Is 319

R XA AR R, B8 hadoop fs -Is -R

mkdir

FH¥%: hadoop fs -mkdir [-p] <paths>
DL URL R AR E A Z RO B H 5.
I

e -p Wi Linux -p Dife—kE, SR8 H 3t
Bl

e  hadoop fs -mkdir /user/hadoop/dirl /user/hadoop/dir2

e hadoop fs -mkdir hdfs://nnl.example.com/user/hadoop/dir hdfs://nn2.example.com/user/hadoop/dir
1B HAH:
IR[A10 Ly, -1 iR

moveFromLocal
F7%: hadoop fs -moveFromLocal <localsrc> <dst>
FAeh put s, AHRE ARG SRS S B

moveToLocal
F7%: hadoop fs -moveTolocal [-crc] <src> <dst>

7 “Not implemented yet” 44

mv

Fli%: hadoop fs -mv URI [URI ...] <dest>#3h 3, XA 4 RFFIZA S 213HAH 5%

g

e  hadoop fs -mv /user/hadoop/filel /user/hadoop/file2
e  hadoop fs -mv hdfs://nn.example.com/filel hdfs://nn.example.com/file2 hdfs://nn.example.com/file3
hdfs://nn.example.com/dirl
B AR
JRIE] O BTy, -1 IR

put

F7%: hadoop fs -put <localsrc> ... <dst>
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ST A B ZANIE SO B H bR RGOS0 M stdin BEHURAIES N3 HAR U R 5.

e  hadoop fs -put localfile /user/hadoop/hadoopfile

e hadoop fs -put localfilel localfile2 /user/hadoop/hadoopdir

e hadoop fs -put localfile hdfs://nn.example.com/hadoop/hadoopfile

e hadoop fs -put - hdfs://nn.example.com/hadoop/hadoopfile M stdin I
IR AR
IR[A10 Ly, -1 iR

renameSnapshot
See HDFS Snapshots Guide.

rm
FH32:: hadoop fs -rm [-f] [-r |-R] [-skipTrash] URI [URI ...]
MR8 & S oot

I

o f BRI WHNZSCHAARLE, WNZISIU A R IS WHE S OB HUIRES BLS T R .

o -RIETULIAMIBR H It FATMPIZE

o - 5-RAE—F

e -skipTrash tuigeid bR Mk &%, WS R A, K S SrRIMNERAR S0, SRR A X TR e A H s

#iF:

e  hadoop fs -rm hdfs://nn.example.com/file /user/hadoop/emptydir
1B H AR
IR[E0 B, -1 4R

rmdir

Fiv%: hadoop fs -rmdir [--ignore-fail-on-non-empty] URI [URI ...]
UIEHERSS

I

e  --ignore-fail-on-non-empty: “fEAEMST, —ANHFEEEE S, AR
il

e hadoop fs -rmdir /user/hadoop/emptydir
rmr

Fi¥%: hadoop fs -rmr [-skipTrash] URI [URI ...]
&AM
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Y XA S 15 i AEH] hadoop fs -rm -r

setfacl

FH¥%: hadoop fs -setfacl [-R] [-b |-k -m |-x <acl_spec> <path>] |[--set <acl_spec> <path>]
WEVIMEHZIR (ACL) ISR H 3.

eI

o -DIRSBRITHRR T AN ACL 2 H o I AURIEAR R A% H AR R A S AR I He 2

o -k:fIBRERINE ACL.

o -R: BBIHRN T ST H SRR

o -m:fESACL. HiMmiH AINE ACL, JHIREIA %A .

o -x: MIBR4EEM ACL % H . HAbRE ACL % H.

o  —set:E4 i ACL, EFMGIANS%H. acl_spec WZuHi 7, 4, AIHAbAG R ERALIHe 2.
e acl_spec:ig 5 srFEi ACL 2% H %15

e path:&dCC ke H 3.

Bl

e  hadoop fs -setfacl -m user:hadoop:rw- /file
e  hadoop fs -setfacl -x user:hadoop /file
e  hadoop fs -setfacl -b /file
e  hadoop fs -setfacl -k /dir
e  hadoop fs -setfacl --set user::rw-,user:hadoop:rw-,group::r--,other::r-- /file
e  hadoop fs -setfacl -R -m user:hadoop:r-x /dir
e  hadoop fs -setfacl -m default:user:hadoop:r-x /dir
B AR
JR1E] 0 By, AF O HEiR
DL FREIF A acl:
¥ acls, fil# hdfs-site.xml
[Bash shell] 4l scA#E 52
?
1 vi etc/hadoop/hdfs—site. xml
2 {property>
3 <name>df’s. namenode. acls. enabled</name>
4 <value>true</value>
5 <{/property>

setfattr
F7%: hadoop fs -setfattr -n name [-v value] | -x name <path>
WHE AN SO E S R B A4 R
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I

-b: BERFTE S HER THAN) ACL 26 H o F L ALRIHA I 5% H 4 R B8 Dy 5 B AL R e 2 1

-n name: ¥ JEBMES .

-v value: ¥ Jg R At . A =FARGIGH, R ESHOE RG] S RN, W55 NI d . RSO T
2% Ox 50X, SRJAEA—A/SitflE. R SH 0 800, R)J5/FN—> base64 Fif.

-x name: #FRTA R IEE

path: SCAFEE% A%

5

e hadoop fs -setfattr -n user.myAttr -v myValue /file
e hadoop fs -setfattr -n user.noValue /file
e hadoop fs -setfattr -x user.myAttr /file

1B HAH:

IR[A10 Ly, dE 0 #is

setrep

F7%: hadoop fs -setrep [-R] [-w] <numReplicas> <path>
R &y, A — A H S, SRR H SN SR
eI

W AR, BRI TER, X AT RE T EAR A Ao

RAF, RATHE, WA ERR

#iF:

e  hadoop fs -setrep -w 3 /user/hadoop/dirl
SEREAR Y
R0 By, dE 0 Hi

stat

FHi%: hadoop fs -stat [format] <path> ...3%45 &8 AT B/ H ST EN Gt

He 20 (%b), Z4B (%F), groutp #IFH# (%g), %% (%n), block size (%o0), replication (%r), il #1H#
(%u), EHHM (%y, %Y). %y Z/x UTC H#W “yyyy-MM-dd HH:mm:ss” il %Y 1970 4 1 H 1 H LR ER=#
UTC. tisca1RE, BMEH %y.

5

e  hadoop fs -stat "%F %u:%g %b %y %n" /file
B H AR
JR[E] O Jh
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2

ST

AN
=

R LE LAt A

IR[A-1 iR

tail

FH¥%: hadoop fs -tail [-f] URI

SEORIFNES, BE TSR £ 3] stdout,
prAlTE

- R TURE A S B et B SO Bg I, iR Unix
17

e hadoop fs -tail pathname
SEHEAV I
IR[A] 0 pl)
JR[A]-1 45
test
FH¥2:: hadoop fs -test -[defsz] URI
eI
-d iR R — A H o, RO
- W CAAFAE, JRIFI0
-fr WUERERAR R — AR, iR1E] 0
STUREEAR AR, R O
Z RSO 0, 3RIF O

#ilF:
e  hadoop fs -test -e filename

text
FH¥2:: hadoop fs -text <src>

AN, PAos Ak R k. SL iR 202 zip A1 textrecordinputstream.

touchz

Fi¥%: hadoop fs -touchz URI [URI ...]
A — AR S

g

e  hadoop fs -touchz pathname
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BHARS: JR[E 0 2, -lerror

truncate
F7%:: hadoop fs -truncate [-w] <length> <paths>
BT SO A FE VL RE 1 B A S

I
-W ORI EE R A PR E . R -w R, R E R P RER AR AT

Bl

e hadoop fs -truncate 55 /user/hadoop/filel /user/hadoop/file2

e hadoop fs -truncate -w 127 hdfs://nnl.example.com/user/hadoop/filel

usage
FH¥Z%:: hadoop fs -usage command

I [l BN O HE B o

hadoop A[7J-25—3 General: 38775 hadoop FIFHE MU
B

IF] ik

11348 F 3¢ hadoop2.1.1 % /%5 hadoop2.4.0 R AW LIERE?
2.hadoop2.4.0 & /315 hadoop2.3.0 ££#: [R%#1 £E W LUER?
3FLFERE, hdfs,mapreduce, yarn BFRE BEB&K?
4.hadoop HHAE R EH AFK?

5.hadoop FREAZSE, W flume B7&ZHH?
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H

XN RS 4RT Apache Hadoop i H (13251, 5 hadoop & AT iR 2 [E 41, 5200 T hadoop JF &+, hadoop #H
KIH, Zufr.

38 7 hadoop #&3i FH = FAHICT H (1150

Hadoop 7R A\ SR HIMELER A TIEM, AR 2 R vrm

FARE

Java API

e hadoop £ M AR AR, ik 7T E ARG E Nk, RO FF S CLAT AR Hies . B2 417 E%E Hadoop

Interface Classification

e InterfaceAudience: #fiid T4 AR VAL 1), TREMI{EZ Stable, Evolving, Unstable, I Deprecated.
Jirl

e  Public-Stable API 375, M fr 52 F 7 /7 A0 MiiF T H 482 s i T4% .
e  LimitedPrivate-Stable APT Jfezeth:, B fu VR ES /N RAS BEAN L AETH 2 o
e  Private-Stable AP 3%, FEIRFNTHH

Policy

Public-Stable APIs 7 —A>FZpA R AN, MIRAT LR, LAWTEH .
LimitedPrivate-Stable APIs £ A i LA, AR ARAE R AT K FEhA 2 9
Private-Stable APIs 7t F: it A 1 f BASCE, AR ANAE R AT EIRAZ A -

BRI Private” . S a5 A VERE AR AR S PR IR 1 B

R WA SOl APL 7 B RIR AN TH 2, 5241 A7 wire-compatibility #3743
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N \)

D -

Hadoop % Js#fif& API behavior it A R FifeE, & 1] 52 551 behavior B8

IR0 Javadoc 5 5E API /) behavior. hadoop #:[X 455 APT (IREFE ™ 4%, Insmiiil =, LIRS TE. B 2L
AR RTEAT A, AT RS S sl TR

Policy
API behavior 7] A3, PAERANIERAKIAT Sy, LEANFERER TH CAFAE R bug B 2555 .

Wire &%

Wire FE2MEAICHIEIE wire f£37E4E hadoop #EFE 2 [A]. hadoop i MM 2247 X [ k£ #fli il RPC id@fs ]
{7 AR BB, W R IR . JF RPC {5 th R % fE . b i F HTTP %46 HDFS Hi% /E AP e sl i 4L46 MapTask
o VEAEREE AT L2

e  (Client-Server: hadoop % /"' i #1 server ifif5 (%% HDFS % )7 5 NameNode #1%, =] YARN %5 /i 15
ResourceManager #11)

e  Client-Server (Admin): & &S X 41— T4 Client-Server X d18 61 4 443 F (55 HAADmIn #3380 .
B TR S P R B 5 (AT AR ARk, & (i — i) Client-Server H130 Rk
e  Server-Server: 45 % 2 A1 1B 15

Use Cases [H#1]

e  Client-Server 7 ER 2E S0 VE 4k S8 F IHFROAR % o, S B2 FHUR AR RUOMA U2 7R48T - L
1 hadoop2.1.0 % /'%ii 5 hadoop2.3.0 FEAHEAE [ix A28 w0, TR VRt ] ax B L )5S

[ Client-Server compatibility is required to allow users to continue using the old clients even after upgrading

the server (cluster) to a later version (or vice versa). For example, a Hadoop 2.1.0 client talking to a Hadoop

2.3.0 cluster. ]

e  Client-Server VB TEARVIH P AETFHRS 4 GEED 2Tt oo Fi, hadoop2.4.0 7 /i 5
hadoop2.3.0 47 [/IR%-45 ) 815 . X AVFE S R EERF TR 2 BiE S bug iliE e, #1027 i1 APL 8¢ shell
42 FLHT SR D R TC IR o YARN IS FHR 5 22480 AT APTS(ELFE S 45 1 1097 404sL ), APTs oA i 8
FILERERT LTI link exceptions.
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e Client-Server A1 i Z VMg, e AEAFL. #iltn hdfs A 2.1.0 2| 2.2.0, MapReduce
AT

e Server-Server Mk EAVAHE — NMEHDIAEIR G, LR T 2T LRI TR T2

Policy

o  HE—AFERATEE T Client-Server Hil Server-Server [{325t:.  CRFEFZEEUAF 1 Policy i1 % /&)

o ERENATT R LATHORAE, (ERITHOAEIE A H R, P 2t hadoop 41X i

e Hadoop il #t.proto (ProtocolBuffers) Cff-H & 3. Client-Server fiI Server-protocol .proto SC-#4xric
FOEN . M—~.proto bric AAR e iX B AR A R 25 11 7 2 R ik :
NHVBESE AN, IR EAEAT AT IR)ES 0] AR, 5o v

INI— AT B, MR AL b T 5 (IR A AR & 2K 1 B
o RIN—ANHih RPC/ ik RS

o ISR IIH T i R

o HEHHTR

e Ha% .proto i

o % .proto JEREFLMIAALAE R (W Java B4 HK)

NI ANE R, ABAAE A &

e % rpc/method %
e I rpc/method S AR [ 25

e Kk rpc/method

o X7 service 4k

o KURHE ALK

o LURHEEINT AMEH T BRA GBI SO

o O ATBBSTE

o ECEHUIMBR— M LAITR

o BT, A B VIR A F R G
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NN, B RE

o EA—FEMd
o THE ARG TR
o FEBAHMIN, SARMEREALTH

Java IR AR A& P N AR E Apache Hadoop ¢ ABI

57y hadoop 1T TH 2k 2% i F 7 IR EA T RORE P AMEUE T2 DSCk s AT o i 32X — U152, IR L S04 APT %, Semantic
Ay Al Wire Ffe%s.

JLE L, Hadoop /2 AR # B 2%, 70 A SN AR GE R S5 % A2 B i T 7 2281 4 32 map/reduce & —ANEH T2 1 AP
FEHEFR RS X R 2 P IR RS ], Lt 24i24T mapreduce /155, AR EE, TS MELE [HE] 2.
FEREFEOLS, B A L S 2, SR, Aax s,

R

e {1 mapreduce F2)7, ELFEEILA jars 4 N AR A5 H L Apache Pig, Apache Hive, Cascading 4
LR L — A FRCA TR Hadoop $E7E, 7T LATEASER M T4 .

o UK Yarn F2)7, WIGHULE jars &M P AP AH Ll Apache Tez 25435 £ — AN FERA T 1)
Hadoop fE#f, W LLTESIM TAE.

o UUAMMEMEEE CRN/iit hdfs S0 RIFIFLR, GG CAE/E R4 jar €08 R 7 b an Apache Flume,
7 LA P 2436 1 T4 1 Apache Hadoop £EHER % B LI TAE .

Policy
e  IIfEA 1 MapReduce, YARN & HDFS 37 FFE /7 ATHE LR % AE — A ERRAS A, AT f & el ol LA
Apache Hadoop ABI /& % #11.

JS2FHREFPAR N — 8 20 T RESAA BIRE B RO /0 A0 55 o TFRCE HE DORESS Tl I 628 4k, AT — AN A . SRS
BTG OL, TRATTR 5 8 I UK L BT O, 0 A e BRI A A o

e JUH 2 MapReduce A, JFR 4 DK IR ) SCRAR AL 0k I 3R 28 PEAE & 1 SRR B2
org.apache.hadoop.mapred.

APIs Y #F3f %51 hadoop-1.x f1 hadoop-2.x.#r % 7F hadoop-1.x 1 hadoop-2.x MapReduce N 25, B 24075 it
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REST APIs
REST API e 25 xR F A& R (URL) [rfnma R FREANER (N%E, A& A e URD .

e  WebHDFS- Stable
e  ResourceManager

e  NodeManager
e MR Application Master

e  History Server
e  Timeline Server vl REST API

Policy

APL VERFEE, BE—ADIRRAPRIENE, IR ERCARIHTARCA K] REST APT 15 H

Metrics/IMX

J$4E Metrics APIL ti Java APL 375458, J:Br metrics %45 hadoop 24 7 SEI BZNAGAEFH TATT (ARSE) o W InA
S metrics SEMA . B2 (Flhn, eAs Az el i) sk B CAFAE I metrics TR A, SRBIHIELEE IMX MBean
Xt G A4 BRI e 1

Policy
TE— AN LR P % Metrics S (RFF A2

S A T ERE

FPUR RSO O TRER) 1 R SO SO SO TE o 17 B R C 0 0 O R SO
ez

AP E#R

SRR 2 i P ARt O ks 2UBERS TS AR v i), R AR S AR RSO A A . AR AR 1A% =X
AN e . X ek 25 F S har, war, SequenceFileFormat 4.

Policy

AT BT I P SO 2SO R AR TR ERRAS . 3R ATRAS B I LA AR 20, (RS AN KR s U nT B 5 i
AT o AL DA T QI — B, SRAE XTI ks A AR FeR g


http://hadoop.apache.org/docs/r2.7.1/hadoop-project-dist/hadoop-hdfs/WebHDFS.html
http://hadoop.apache.org/docs/r2.7.1/hadoop-yarn/hadoop-yarn-site/ResourceManagerRest.html
http://hadoop.apache.org/docs/r2.7.1/hadoop-yarn/hadoop-yarn-site/NodeManagerRest.html
http://hadoop.apache.org/docs/r2.7.1/hadoop-yarn/hadoop-yarn-site/MapredAppMasterRest.html
http://hadoop.apache.org/docs/r2.7.1/hadoop-yarn/hadoop-yarn-site/HistoryServerRest.html
http://hadoop.apache.org/docs/r2.7.1/hadoop-yarn/hadoop-yarn-site/TimelineServer.html
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RGBSR
hadoop P 8K LASTF 7 AP, 3R IR ek e SEONACA . IXPMEAMGH ) GO ST AT SBERE, e tmT
AR TR policy /& BEE(H) .

MapReduce
MapReduce i fi#% 040 I-File 776k MapReduce 3§ i %

Policy

MapReduce W fii2 % 30 IFile /£ — MhRA N GrfFIE k. D3 e s 2 51AE AT P Y jobs 2RI, DRI ERATT NI % T o/
Wi LLARA R 75 CRENZ I shuffle B A TH FRIHR 55t

HDFS Metadata

HDFS Je#dls (%A1 edit logs) 78— MR, Toib kit U yo o vt 22 BHLE 5 T ARAS BRI R AR A Te ok -
AR RIZA R RER 2 hdfs TH el (e REDT IH) . — L8250 TR EHE 2T BT AT AL RO R L -

H3): image B34, T BRTHH

Ef%: image A THEN, (HA] R E NSRRI

[B]4%: image /2 iJ FRER I, AHR n] BE T S T 3 o 8] 1 K A i

ANATF+4%: image A1

Policy

—ANRATRRIF b 25 Se VR GEME 101V 3 T RRCA A TH B A 5 IR TR A R SR AR5, AF R AN 75 20k &2 5 i s

HDFS ¥l 28 AT 4@ AT — T+ 7 X--- automatic [ 3] , direct [E4%] 51 indirect [la)#%]) .
FEZ B4 policies TE & Fh -4k 75 s e B 15 7% 1&

T4 (CLI)

Hadoop ) 2 47F2/7, W LME AW Bl R4t shell 8uiid shell A . SUE—Aar 2 HgAe, MIERSCE A a2
ATIEIE, ZHEIG, ) 43 AR AT Al th M, T RERT I 38 BANH S o

Policy

FEBE S A T RS B s A e B B 2 i, AR RS, CLL an &R ] CARfE N A5

Web UI
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Web UI,web 5T I {40 A 2 A DT A1 =), SRR TS 78 PR 45 101 T RE 2 S i f

];\\P
&

Policy
Web pages {EAT AT SR VE AN MRS . ) IHEEH] REST APIs SRIEAT(E S

Hadoop A& 3

Fi P (1) hadoop 5i SR FERE B ATHE 07, UL hadoop (2 sl P AL 51 F12 Job. MR B IR ) e M Lo
f:

e {51 key-names, values 1514, 1 hadoop H & X &P ERIAE
o [ XIEJEM: keys ANfe 5 hadoop & B Ay 4 2 B R . BN, FT R %8 hadoop FiT4k:
hadoop, io, ipc, fs, net, file, ftp, s3, kfs, ha, file, dfs, mapred, mapreduce, yarn.

Policy

Hadoop j& St PR M7 I M 220 — A TR AGT AT H MR . B ORI 8 PE A SV .
FEEBRRARS/NRA A, hadoop H 5E X M AT LLk s

ARG EAE WIHAT policy BRI, 43 (AT SR I Bk o AR 1208 e a8 CRCE B M. R, o bRk, A
N7 3k 445 148 ] Hadoop #9744 hadoop, io, ipc, fs, net, file, ftp, s3, kfs, ha, file, dfs, mapred, mapreduce, yarn.

EpeZy

YA, TR QAT M HE, BB, output #1 job history , fETEAHLBIAL SN hdfs. 0% . BUE -
i SCAEI B eSS R ez, B R 42@Id symbolic links {77, (lnd, Bt serviet U5 il #5452, AL E AN E
(SRR =09

Policy
A7 JE ERIYA RS A AR B B R T AN S 250, R e 5 A . AR R, PR E S8 QRO TRIED TRATF H 3451
AL, BRSL SO AT ARSI/ R R MR o R i) J7 SR A T 5 54 89 Apache YR TEAR ERIVRIS REFIR] S o

HkgH, BiEXf:, A HE, job history #7LRAFFE—ANERA A E5EL/INRA AR A s (point releases)

Java Classpath

FH P 8RR PRI EE T BEN INFT A 1) hadoop jars(tu$h hadoop /4 ifi) I v FIFE Y classpath. 8 T AR5t sl ) 25
AETE DM AT 6 52 T 1 % Y FH 277 1) classpaths

Policy

TR S, hadoop T AEGAS
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W E

P RIAE OGIT H 228 {8 A 5t PR 8548 & (fi1 HADOOP_CONF_DIR) , [RIt, Bl 26 i 44 MR BB AR i — AN R 2%

Policy
MR REAE, A Policy. A ERUA 2l BRI R

IR

hadoop 1§ maven B HITH , SR S5 m BLE RO 7 AR
Policy

MR DR jars 7= A2 A ERAE A AR AR 1, AN B24E hadoop MBS, 251U APIs vER:@Private, @Unstable.
Fy gttt hadoop %/ it f (maven groupld:artifactld)ft 3= oA Hh sy e e ik, e fy F ] BARAAS Hess 15 Ak ae

WA AR

PR ETECRI S5OR R 4R E R 45, IVMs, A1, BTt hadoop & AT ARSI i — L 1) Th it 75 B2 R ¥ T i AR A
X TREE P, T4 Hadoop W RE R ZETH AT R AR AR AT .

Policies

T
L& XA B tHIX Hadoop #I B ML, (AT LA SRR E UL .
2.5/ 03K A hadoop ~J M HERE PN 5 H BRSO GRAE ], A XS AN I 75 SRAE A FRANRAS Y

HBAE RS A/, ALDCR B RIS AE R 3R E RS0 2EK (0OS W% R4S o 241 GNU/Linux I Microsoft Windows
TSR, #EIX hadoop AR MR MANEE /e L B #4E R 4e b in Apple MacOSX, Solaris %%.

IVM AL AR % BURAT R ) — AN NS A, BRAEUN S VM ARAAS I AR R « Minor/major fi4s LS 1T i 75 22— 48/ BT 1)
SRR RS0 VM.

et X R i Hadoop 11T 75 /MR A4 SRR AR . i, SSH, Kerberos £ £ %% .
T
T AT DS — 28 A ¢ JIRAs A1 pages:

Here are some relevant JIRAs and pages related to the topic:

e  The evolution of this document - HADOOP-9517


https://issues.apache.org/jira/browse/HADOOP-9517
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e  Binary compatibility for MapReduce end-user applications between hadoop-1.x and hadoop-2.x - MapReduce
Compatibility between hadoop-1.x and hadoop-2.x

e  Annotations for interfaces as per interface classification schedule - HADOOP-7391Hadoop Interface

Classification
e  Compatibility for Hadoop 1.x releases - HADOOP-5071
e  The Hadoop Roadmap page that captures other release policies

JinA: hadoop2.7.1

hadoop A[J-35—% General: FANTWHERARMA#EO
#HF: hadoop EO 4K

IF] ik

1.hadoop £ 05 NHFHEH?


http://hadoop.apache.org/docs/r2.7.1/hadoop-mapreduce-client/hadoop-mapreduce-client-core/MapReduce_Compatibility_Hadoop1_Hadoop2.html
http://hadoop.apache.org/docs/r2.7.1/hadoop-project-dist/hadoop-common/InterfaceClassification.html
http://hadoop.apache.org/docs/r2.7.1/hadoop-project-dist/hadoop-common/InterfaceClassification.html
http://hadoop.apache.org/docs/r2.7.1/hadoop-project-dist/hadoop-common/InterfaceClassification.html
https://issues.apache.org/jira/browse/HADOOP-5071
http://wiki.apache.org/hadoop/Roadmap
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2.audience 413K, BEAHH)L3K?

3.Stability ALk sK?

4.5%+F audience F1 Stability /72N 3R K ?

H

X RARAEAIEE O 2 e IR NI RN AN SR A IR T o IX A 848 T A3 7 WY b sz A P B 1 R At )

R PR BT Ab e FUEA A8 AT, A A3 DT DU R e A TR Ae e Tk

TPRFE AL Bilb B OB MBI M, BN P s A R S I T N R ARG AR A W, 2

P WEFT e A AT 12 00 H SR T Ao -
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BEO4K

hadoop K PA F#: 025, X438k H OpenSolaris taxonomy, 7EXERRLRE B, ok | e A 25, #0F

P EEE: Audience Fil Stability

Audience
Audience f5H TR DB & . YF2 B2 internal/private 19528 . HE 2 public/external #:11, BEEBRE T 2K
A58 P Bl 97 R 3 ) 2% i

Blfn:  in posix, lib SNSRI AL, AT WAL A ISR A 12 1« RS DR AR E T R ST

WA O Audience W] BATER) 1 ARST B E AR ASEI . B0, ERIRERAFRT, TR MEORE N, K200t —1

N RRET RS S J7IHL TR, TR E T IR O s 1 .

hadoops f f FE##J5/ audience
Private:
W D IUE AFREEA (Ll hdfs, mapreduce), ANGEME R HIAR A A BT A o & n] MR B3 . K 2 2000

Fl R A 1, oyt | L.
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Limited-Private: 13 #f 1488 1 B 4@ 10 I00 H s i GBS S UMM E . e H s REAREME A . B0k
AW BRIE W H . Flin: hadoop i H —L8#: 12 LimitedPrivate{HDFS, MapReduce}, ‘112 H il HDFS Al

MapReduce i H .

Public

TR 1 R R A

Stability

Stability $& it 7+ AFERIE FURAE R, 8 O HA SO 2 R VFI . hadoop api £ F 7124 stability

Stable

FRCASTEE B TR IR O B 5 X BERROAS AR s e 0ilisd, A B0 SE s APT B8R IC MR E R VR B ZA (BIFE m.0).

Evolving

Evolving, AR B fE AR B2 fe i) (R m x)
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Unstable
ANIE FH 1) SO AN R E 6] APTS AT AT I 2 e Vi . 3@ s A A
S I — 28 AR public #: CLAERE, & A RAZME AR T, X public #: 01, #ibrid y3E#E 1 EE Unstable” n #

HEE. Fl7: AFLATMALEE 2 unstable (RIARZ23210), GUI, clis [ A% 20k 2

Deprecated

FEAK AT B MR 1) APTs, AR o

I AR AR

java fEH B EE R 78 R ?
Java WV A BB TR, — AN REF sl public AN L EHMMEH . ©&%F friends & C++
sub-package-private

RATLMRE B30T HAA SHRED, R 'R Java i) public. BFEABLRFAEEE]?

REAE BB IE AN SRR BT i i, e BB TR P R . — AN AT AT ) FA A 46K 4 B8 2 £ libc.
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hadoop A|]-25—3 General: -5 Hadoop X R%S
API : BEA

X572 hadoop SCfF #4E APIs FITE. XA ARG N AR —24LERAE, FILGEERAE, F798E (Linux HEED , B
lipats

FURIAEX 7 0 NS ) — R BVE AR . Unix SCIF RGN A 2 ITE. (BRH A3EE X “Unix SUIFRSE
PR B A4 1 ol AR 2,

AL SR A . AT 8 X hadoop SCHFRGUFEALRI APLs, —3Z AU R G0AT A4k APLs, $ft— B0 Hdin sy
HIRE o eI R G I AT, B 7 W12 Hadoop %/ i fig o hdfs S8 AT .

Introduction
Notation
Model

FileSystem class
FSDatalnputStream class

Testing with the Filesystem specification

N oou hr DN

Extending the specification and its tests

hadoop A|]-3 _% common: 33— hadoop AHE F5§
7]

IF R 2

1.hadoop ZsH FE SRR L& 2
2 AEMERESH 32, 64247


http://hadoop.apache.org/docs/r2.7.1/hadoop-project-dist/hadoop-common/filesystem/introduction.html
http://hadoop.apache.org/docs/r2.7.1/hadoop-project-dist/hadoop-common/filesystem/notation.html
http://hadoop.apache.org/docs/r2.7.1/hadoop-project-dist/hadoop-common/filesystem/model.html
http://hadoop.apache.org/docs/r2.7.1/hadoop-project-dist/hadoop-common/filesystem/filesystem.html
http://hadoop.apache.org/docs/r2.7.1/hadoop-project-dist/hadoop-common/filesystem/fsdatainputstream.html
http://hadoop.apache.org/docs/r2.7.1/hadoop-project-dist/hadoop-common/filesystem/testing.html
http://hadoop.apache.org/docs/r2.7.1/hadoop-project-dist/hadoop-common/filesystem/extending.html
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3.hadoop @it {4 T B RA I A< Hh 2 R T INER B ?
4. 00T NERAHIE? AP ER?
5. &M A R A REMH DistibutedCache?

iR

ZAREA 1 hadoop A, EAEFRTILEAMPE KN ig.

IR TARIIIAEE, 1X M “native libraries”# K fTAT 1*.s0’s IR T B 405 1X /M “native compression”# & AT A7 [1)*.s0’
BIVR T Zed Bt 8 5 R4 A e o w0, R, ZASSCRAER T hadoop At (libhadoop.so). S libhdfs
(libhdfs.s0) £iiX here.

hadoop 7t E

SbT-PEREH FERIAE T ME Java SE3L, Hadoop HIEA Rl A SLIL, IXELdH o soplu T A . ZhASHERE % 1
A /E Hadoop [, £E *nix (41: Linux, unix) & EZH1ZE# 5 libhadoop.so.

F¥&

2475 5 (£ hadoop 4 i J# :

LAERAMN

QERLFFTE

3. F#E— ML hadoop K ATRAEN [ @A . it [ O ML R | OWE (GiF) , ARHbEs 2
[@H):  libhadoop.so

4235 IR R TT R A (> > zlib-1.2, gzip-1.2) :

WURAR AR, 22— AN Z AR, Toie Hdi g il /A8 B T30 % o

IRARAE G PEAI P, TR IRV T IR

S A ATIN H B S0
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Hr

AR 5 A8 LA ¢

e  Compression Codecs (bzip2, 1z4, snappy, zlib)
e  Native IO utilities for HDFS Short-Circuit Local Reads and Centralized Cache Management in HDFS
e  CRC32 RSzl

XFFTrE

hadoop A 2N S FefE*nix 1 & L, A3 Cygwin Al Mac OS X “F- 4.
hadoop A7 32 % H #£ GNU/Linus &, il

e  RHEL4/Fedora
e  Ubuntu

e  (Gentoo
LT hadoop 32/64 fLAHLZE SHIRN ) 32/64 £ jvm TAE

L

hadoop T4 d 32-07 i386-Linux 2<% {4 hadoop 73 s —# /3 2 H &K1, 7T e lib/native H k. #RATELREM
hadoop Common Releases.
—E B3k Zlib /5 gzip R A

i)

hadoop A & /2 ANSI C 4’5, Jf-f#H GNU Hzh T H% (autoconf, autoheader, automake, autoscan, libtool)#% .
XMk LLE B T H 4% (autoconf, autoheader, automake, autoscan, libtool)fEAE(T T & iy (BE 7
&)

1RV 6 AL

e  C compiler (e.g. GNU C Compiler)
e GNU Autools Chain: autoconf, automake, libtool
e  zlib-development package (stable version >= 1.2.0)

e  openssl-development package(e.g. libssl-dev)
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— B R 222585 0 448 F A v Hadoop () pomaxml SO, i A FEbR R F 22 hadoop A3 2
[Bash shell] it A #F SHilfLy

?

1 $ mvn package —-Pdist, native —DskipTests -Dtar

PRAT LA WA A (N e A
[Bash shell] 4li st A& A L4

?

1 $§ hadoop-dist/target/hadoop—2.7.1/1ib/native

PER LU LA

1LoEsiiil 4 zlib 1 gzip JFREAE HbRF 6, #1E hadoop APE . RAE ML, W SRR 2R3 F [ H— 4 codec A1,
Py iR

2.9 7 MRS hadoop AHIE, {3 IERAMY zlib 32/64 i FE& 2 A& HAn T & LRl 32/64 £ jvm,

BATHY

bin/hadoop 4T+ hadoop A< 7 it £ %t J& 1 -Djava.library.path=<path> 7£ 7 #12 .

{EIZATI, K7 hadoop MapReduce 1F:55 H &304

LRI RS e 4, #0513t util.NativeCodeLoader , #%iINEk A & L EAME. . . INFO
util.NativeCodeLoader - Loaded the native-hadoop library

2. PR ARR, 4R INFO util.NativeCodelLoader - Unable to load native-hadoop library for your platform... using

builtin-java classes where applicable

wE

NativeLibraryChecker #&—A™ T2 FH SRR A Hh 78 /& 5 In#k iE W, /< n] LAJS 3l nativelibrarychecker &1 F

[Bash shell] 4fi st A E 64

?

1$ hadoop checknative —a

214/12/06 01:30:45 WARN bzip2.Bzip2Factory: Failed to load/initialize
3native-bzip2 library system—native, will use pure—Java version
414/12/06 01:30:45 INFO z1ib. Z1ibFactory: Successfully loaded & initialized
bnative-zlib library

6Native library checking:

Thadoop: true /home/ozawa/hadoop/lib/native/1libhadoop. so.1.0.0

8z1lib: true /1ib/x86 64-1inux—gnu/1libz. so. 1
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9snappy: true /usr/lib/libsnappy. so. 1
1z4: true revision:99
bzip2: false

AR

ARTET LLAINARATAT A< 35 52 224 ] DistributedCache, 43 & RIS 85 12 % S 1F

XA T FE7R T W 43 K FE A mylib.so, A1 mapreduc 4T 45 &k i1 -

1.5 e 5 #1 % 2 hdfs:bin/hadoop fs -copyFromLocal mylib.so.1 /libraries/mylib.so.1

2.job AN RZ A R

[Bash shell] i A& F S Hil{Ly

?
DistributedCache. createSymlink (conf) ;
DistributedCache. addCacheFile ("hdfs://host:port/libraries/mylib. so.
1#mylib. so”, conf);

3.MapReduce 1T-45 M i% 5
[Bash shell] it A #F & Hil{LH
?

1 System. loadLibrary (“mylib. so”);

HE:

WA N E U T hadoop A%, R Eidi ] DistibutedCache {# & #2 {1£45 mapreduce 1L45 /i A: 2.7.1

hadoop A|7-3 —% common: 2 _7 hadoop REFHF -
BEHPREXERF

IF R 2
LARWAH QBT ERRER 7 ?
2RER A 5EER P RXARA A


http://www.aboutyun.com/
hdfs://host:port/libraries/mylib.so.
http://www.aboutyun.com/
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3. BB P RE R B

Y B

A SO B4 A TR 422 job MBI e HI M 151 hdfs

Hi ]

TR ARG A& AT BA R R

HEZLH Fsuper” fRELA P joe $248 job il hdfs, #4% FH ' 47 kerberos WIE, Fl 7 joe WA . (T4 THEIZ4TH ) joe
FUEAT 24715 NameNode 75221 )7 joe. ‘&2 )™ joe 4% namenode B¢l job tracker & /1] super ) kerberos 4%
PEBEHANE, HAiEE, RSB TER] A joe

AR5
LEXAM) T A B B UE T8 S AR —AMREL R ' ugi 540 joe. X AMERESZEL TARERF & ugi X %1 doAs J5ik

[Bash shell] 4t AEFH 2 HI4CH
?

01...

02 //Create ugi for joe. The login user is ' super’ .

03 UserGroupInformation ugi =

04 UserGroupInformation. createProxyUser (” joe”,

05UserGroupInformation. getLoginUser()) ;
06 ugi. doAs (new PrivilegedExceptionAction<Void>() {

07 public Void run() throws Exception {

08 //Submit a job

09 JobClient jc = new JobClient (conf) ;
10 jc. submitJob (conf) ;

11 //OR access hdfs

12 FileSystem fs = FileSystem. get (conf) ;

13 fs. mkdir (someFilePath) ;


http://www.aboutyun.com/
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14 }

&

PRl DL EACHEH {3 & 1 hadoop.proxyuser.$superuser.hosts B¢ UJ{# i hadoop.proxyuser.$superuser.groups £l
adoop.proxyuser.$superuser.users.iBif {6 E W~ core-site.xml, A8 ) super 78 )7 BT groupl A1 group2, Y
AEIER: hostl 1 host2
[Bash shell] iz A& F S Hil{Ly
?
1 <property>
2 <name>hadoop. proxyuser. super. hosts</name>
<{value>hostl, host2</value>
{/property>
{property>
<name>hadoop. proxyuser. super. groups</name>
<{value>groupl, group2</value>
{/property>

O N O O =~ W

WAL B IX L, HRAIVE, BRI TR W24, @R R E* v REAE 7~ AR host.
tehnidid LR core-site.xml, 1™ oozie v i AFA7] host, RJ LAAREEATAR FH 7 B Je 4] 25
[Bash shell] 4t AEFH &2 HI4CH

?

1 {property>

2 <name>hadoop. proxyuser. oozie. hosts</name>

3 <value>*</value>

4 {/property>

5 <property>

6 <name>hadoop. proxyuser. oozie. groups</name>

7 <value>*</value>

8 {/property>

hadoop.proxyuser.$superuser.hosts 1711 ip Hiuhl:512, CIDR #& X A1/58 =014 IP shhkJE . Heanbh s, F )™ super i
W01 ip Mk 10.222.0.0-15 ) 10.113.221.221, [LILHE userl FiI user.

[Bash shell] 4l SC A 5 HIAHT

?

1 <property>

2 <name>hadoop. proxyuser. super. hosts</name>


http://www.aboutyun.com/
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<value>10. 222.0.0/16, 10. 113. 221. 221</value>

{/property>

{property>
<name>hadoop. proxyuser. super. users</name>
<{value>userl, user2</value>

<{/property>

O N O O1 &~ W

EEEM

UWIRERFSATAE 2 R, WU b 4iF kerberos 454 BeARHL S — AN 7o BRI ZAHT tokens Dhfg, Wik
FEZRHI A CRIZRHT token BIRELH]™ ugi g R0, E SR VHAE I E R B R A YN RS . R
Uk, ARG i S AHZRHE token 45 joe HIJT, EALATE S AR joe, 135 joe [KIZEHE token, [IREMTTEL RIHIAID R

B, e 2 joe 1) ugi, LLIXFER T ZEFE token J& T joe.

hadoop AJ7]-3 "% common: 3 ="FHL3% seRA

6] R i
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1.Hadoop AAHIERAMKIEH R4

256 M B UM AR, & EHRERAA?

3.hadoop master {57 slave BN id HEFFEATR, ZINATECE?
4.90fT 8 E Java KLFIRHBUH ?

Hadoop 2111 14285 . HDFS JRE N 1 204, A AAIAL R BRIBHUR RUAS TR E AN FINLAE . £ 2% i s SR 23 X, T
DIFEHEA 2% EE . hadoop master {77 slave EREH1L4E id, Bl i A AhaR A 5 Java class f & (1HEE & k. it
R 1# ] Java class, i {f F AMES A, 4 06 ZU%AE Java org.apache.hadoop.net.DNSToSwitchMapping #7.
IXANFE U — X — [ RA7, $FME B LL Y/myrack/myhost'# 20, /230 M0 845, ‘myrack’ 2HL4EFRR,  ‘myhost’
SR . FAWUIMR A 24 F W, — AT LME A A%/ 192.168.100.0 / 192.168.100.5 1A —MIHLALENIH
FhL o

{# F4R I L Java 2%, 28R4 7 thiid B 124 topology.node.switch.mapping.impl $55E. 244.
NetworkTopology.java, fi4 hadoop 4=\, wf LU ekl £/ Java class fRE AMEHIATE — M EREMR S, X
—/NH slave 1 S, hadoop A7 fork #REiEFE

R SEIAME A, & MG E 531 topology.script.file.name #55E . AE Java class, ZMEIHIMNAAS T
hadoop 73 iz, &2 i F R AL 1.

4 forking AN 4MAAS, hadoop ¥ & i% A4 ip ik ARGV.IP il ) ¥ &% 246 FhEIA th
net.topology.script.number.args ], Zkil2 100.70R

net.topology.script.number.args 8 1, RiMAIAZ: forked B A ip #2454 DataNodes #1/sk NodeManagers.

14 topology.script.file.name 5/l] topology.node.switch.mapping.impl %& % &, L4 id ‘/default-rack’ i
(AT AL ip k. SRR AT AR T LAR, B 6658 HDFS block replication i, #405— /&3 A ERINT
Neo RREXFEH, MUEF M4 default-rack’.HLEE,

—AMEAMUTR S, % E mapreduce.jobtracker.taskcache.levels , ‘& ift5& 7 MapReduce ¥4 14 Fi ] caches [{14% 5
(LSRN o 2861, WREBRMERN 2, BRI PR %47 . — N hosts ( (host -> task mapping)) #1573 4h—4~A
racks (rack -> task mapping). %A 1—%F— L4/ myrack/myhost’.

python #|r

[Bash shell] 4l ScA#E 54K
?
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#!/usr/bin/python
# this script makes assumptions about the physical environment.
# 1) each rack is its own layer 3 network with a /24 subnet, which

1
82# could be typical where each rack has its own
03# switch with uplinks to a central core router.
04#

# : +
05

# |core router|
06# | |
07
08# / \
09# | | | I
10# |rack switch| 'rack switch|
11# | | | I
12# | data node | | data node |
13# | | | I
14# | data node | | data node |
15# 1 1 T T
16#
17# 2) topology script gets list of IP’s as input, calculates network address, and p
18
19import netaddr
201mport Sys
leys.argv.pop(O)
22discard name of topology script from argv list as we just want IP addresses
23 , s

4netmask== 255. 255. 255.0
25to what’ s being used in your environment. The example uses a /24
26 ..
27for ip 1n sys. argv:

over list of datanode IP’s

address =’ {0} /{1}’. format (ip, netmask) H
29 . y . )
3011ke ip/netmask’ to make netaddr work
31try:

network address = netaddr. IPNetwork (address). network # calculate and
32 . ” ”
print 7/{0}”. format (network address)
except:

print ”/rack—unknown”
value if unable to calculate network address
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bash #i|+F

[Bash shell] 4ic A& E &Hl4CH
?

#!/bin/bash
# Here’ s a bash example to show just how simple these scripts can be
# Assuming we have flat network with everything on a single switch, we
can fake a rack topology.

01# This could occur in a lab environment where we have limited nodes, like

022-8 physical machines on a unmanaged switch.

03# This may also apply to multiple virtual machines running on the same

04physical hardware.

05# The number of machines isn’ t important, but that we are trying to fake

06a network topology when there isn’t one.

07#

08# e + f— +

09 | jobtracker| | datanode |

10# f— + f +

11# \ /

124 = = = : : |

13# |datanode|—| switch |——|datanode]

14# = = = : : |

15# / \

16# f—————— + f—————— +

17# | datanode | | namenode |
18# +—— + +—— +
19#
20# With this network topology, we are treating each host as a rack. This
21is being done by taking the last octet
22# in the datanode’ s IP and prepending it with the word ’/rack-".  The
23advantage for doing this is so HDFS
24# can create its  off-rack’ block copy.
25# 1) "echo $@ will echo all ARGV values to xargs.
26% 2) ’xargs’ will enforce that we print a single argv value per line
27# 3) “awk’ will split fields on dots and append the last field to the
28string ' /rack—". If awk
# fails to split on four dots, it will still print ' /rack—" last
field value

echo $@ | xargs -n 1 | awk -F *.” ’ {print ”/rack-"$NF}’
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fork X\ @\& INEZ, PE77 NVZIRH B AR TG, 2% HIPETIR .

THRENURE BT 8970 SRR E IR BIE . iR A — R BIPAME, TREREIR ] 0, SCHERR (ol F#EREbRi: I,

fork BECRHZITERIREF M 2 D OLT) B —HREtie, SRR 2 — DM R —fr BT I T I ke .

XA P I RFR GRS AT, AR PN I RIS R 3 T2 SR P Rl A

argv
argv I AT SATAE KM SH AT 7 BT Al i argv kA .

ARGC 1 ARGV 1] ARG F8HIZ"S%" (JhE: ARGuments, argument counter #1 argument vector ) [1]
2O MWASHE L KA ARGe Al ARGv;

HR M ER S EIRT,
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SN AT R AR E

hadoop A[7J-3 —% common: 3075 %2R 1

I R 5

1.4 2 Kerberos Principal?
2.Hadoop ~FH#ER B FEH AR K ?
3. &M TR keytab SUFEEH (AR XAEA4HT?

Bl
AR T AT G B S8 E Hadoop (12241, BRiIN hadoop AT 7EAE % AR, A SEhrim S iRk 2ok . fFH
hadoop Al 45, BN RTHR 45 #8752 Kerberos 456k . Hadoop 122 4= ThAg, B3 S IeILE, AR %HL, Web
il S UEFI S0 R 2
S RiiE
(http://hadoop.apache.org/docs/r2.7.1/hadoop-project-dist/hadoop-common/SecureMode.html#Authentication )
AR5 44 4% AL (http://hadoop.apache.org/docs/r2.7.1/hadoop-project-dist/hadoop-common/ServiceLevelAuth.html)
Web %] 5 A IE
(http://hadoop.apache.org/docs/r2.7.1/hadoop-project-dist/hadoop-common/HttpAuthentication.html )
Hn R
(http://hadoop.apache.org/docs/r2.7.1/hadoop-project-dist/hadoop-common/SecureMode.html#Data confidentialit

y)

Sk

&3 FH P P


http://hadoop.apache.org/docs/r2.7.1/hadoop-project-dist/hadoop-common/SecureMode.html#Authentication
http://hadoop.apache.org/docs/r2.7.1/hadoop-project-dist/hadoop-common/ServiceLevelAuth.html
http://hadoop.apache.org/docs/r2.7.1/hadoop-project-dist/hadoop-common/HttpAuthentication.html
http://hadoop.apache.org/docs/r2.7.1/hadoop-project-dist/hadoop-common/SecureMode.html#Data_confidentiality
http://hadoop.apache.org/docs/r2.7.1/hadoop-project-dist/hadoop-common/SecureMode.html#Data_confidentiality
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FT IR SS F AL, 2 FH P di ] hadoop %2 45 7 B Kerberos & 7 56:11E « fx i 511 5 IAIE /2 {6 Kinit Kerberos
s

(A% kinit 74

g
RIFELTEHr Kerberos FEARHZAUZES (ticket-granting ticket) .

iR
kinit iy & 3RAFEE# Kerberos SFARFZACENG . WERAEM ST BIEE A FE4baE, WEHBE Kerberos Bt & 4
(kdc.conf ) H1[1) [kdcdefault] #1 [realms] #5:E {25440 & ity (KDC) #3.

Hadoop 1 # = P ik~

T f# HDFS AT YARN s34 #EF23E 47 AR [ Unix FH 7, 140 hdfs A1 yarn. [A)£E 7 {4 MapReduce JobHistory server iz {14~
] {9 7 e mapred.
APAEENHEE Unix 41, Hehn hadoop. VE4I#EE “Mapping from user to group”

User:Group Daemons

hdfs:hadoop NameNode, Secondary NameNode, JournalNode, DataNode
yarn:hadoop ResourceManager, NodeManager

mapred: hadoop MapReduce JobHistory Server

Kerberos Principal hadoop ~F# 2R /-~

i&4T hadoop FPHHFEIR 55 & 4 N, Kerberos principals /2 %5 1. SRR &I S 3 GIE(E B RAE 7 keytab
A DA AIRFRE ] HTTP web-consoles k%5 Tk EH ANEHI RPC (1) sprincipal [JR32: HTTP web-consoles should be
served by principal different from RPC’s one. ]

NI4T Hadoop 45 SRR R

[Kerberos Pl AR EAfRE LILHS /2 5 BB ARS M B 725 1

Principal: 7t Kerberos ', Principal /2 S IAUE IR A STk . — Ok E A, — P RER Kerberos %l 12 o 1
JU SRR R 2L, AR U Principal i TR E ) i I 55 i 5 4 1577, Principal #4% R H]

ASN.1 Frifk, Bl Abstract Syntax Notation One, Sk #Effi i€ X)), Principal /& H1 =>4 4 %.: 447 (name), 9247 (instance),

REALM (d#) . Htm—/Msif) Kerberos 4 /1 /&: name/instance@REALM .

Name: #—#84r. EMRZITIHBN, €= —MHP % EARENHR, ©~5 M host.

Instance: 25 (4. XF name [iE— D4k, il name Fr7Ef EHL4 B name ({28945, A0S . T2 1H)
FIY ] 9rBa, (ERAE N BRI AR 5 B host/Instance.

Realm: 55 =#/r. /& Kerberos ER7HE Ff%I 4y, 76 KDC =T 6t 53 i — A8 AR 11 Realm. 1/ 2 H A7 A
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HZIM 4T B A 1 A Principal FIEATTRI 8, H0E PE 1 N 2595 Kerberos ITAIIEAR 5545 AS FIEEIRHZBUIR 554 TGS Fir
18 . Realm il 2 /K 2 K5 755, 31 HAE K 2% Kerberos R &1L E 1, —fk Realm F1iZ% /2% H 45511 DNS i /2 —

. 5HE 2@ kR, whE AN Realm. ]

HDFS

NameNode keytab SC{F, # NameNode =L, MiiZse FIHEFET
[Bash shell] 4ic A E &Hl4CH

?

$ klist —e ~k -t /etc/security/keytab/nn. service. keytab

Keytab name: FILE:/etc/security/keytab/nn. service. keytab

KVNO Timestamp Principal

14 07/18/11 21:08:09 nn/full. qualified. domain. name@REALM. TLD (AES-256 CTS
2mode with 96-bit SHA-1 HMAC)

34 07/18/11 21:08:09 nn/full. qualified. domain. name@REALM. TLD (AES-128 CTS
4mode with 96-bit SHA-1 HMAC)

54 07/18/11 21:08:09 nn/full. qualified. domain. name@REALM. TLD (ArcFour with
6HMAC/md5)

74 07/18/11 21:08:09 host/full. qualified. domain. name@REALM. TLD (AES-256
8CTS mode with 96-bit SHA-1 HMAC)
94 07/18/11 21:08:09 host/full. qualified. domain. name@REALM. TLD (AES-128
CTS mode with 96-bit SHA-1 HMAC)

4 07/18/11 21:08:09 host/full. qualified. domain. name@REALM. TLD (ArcFour
with HMAC/md5)

Secondary NameNode keytab SCfF, RiiZi& NHFET
[Bash shell] 4li s A#FH &L

?

$ klist —e —k -t /etc/security/keytab/sn. service. keytab

Keytab name: FILE:/etc/security/keytab/sn. service. keytab

1KVNO Timestamp Principal

24 07/18/11 21:08:09 sn/full. qualified. domain. name@REALM. TLD (AES—256 CTS
3mode with 96-bit SHA-1 HMAC)

44 07/18/11 21:08:09 sn/full. qualified. domain. name@REALM. TLD (AES-128 CTS
Sbmode with 96-bit SHA-1 HMAC)

64 07/18/11 21:08:09 sn/full. qualified. domain. name@REALM. TLD (ArcFour with
THMAC/md5)

84 07/18/11 21:08:09 host/full. qualified. domain. name@REALM. TLD (AES-256
9CTS mode with 96-bit SHA-1 HMAC)

4 07/18/11 21:08:09 host/full. qualified. domain. name@REALM. TLD (AES-128
CTS mode with 96-bit SHA-1 HMAC)
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4 07/18/11 21:08:09 host/full. qualified. domain. name@REALM. TLD (ArcFour
with HMAC/md5)

DataNode keytab Cff, MiZi& NIHFET
[Bash shell] 4ic A E &Hl4CH
?

$ klist —e -k —t /etc/security/keytab/dn. service. keytab

Keytab name: FILE:/etc/security/keytab/dn. service. keytab

KVNO Timestamp Principal

14 07/18/11 21:08:09 dn/full. qualified. domain. name@REALM. TLD (AES-256 CTS
2mode with 96-bit SHA-1 HMAC)

34 07/18/11 21:08:09 dn/full. qualified. domain. name@REALM. TLD (AES-128 CTS
4mode with 96-bit SHA-1 HMAC)

54 07/18/11 21:08:09 dn/full. qualified. domain. name@REALM. TLD (ArcFour with
6HMAC/md5)

74 07/18/11 21:08:09 host/full. qualified. domain. name@REALM. TLD (AES-256
8CTS mode with 96-bit SHA-1 HMAC)
94 07/18/11 21:08:09 host/full. qualified. domain. name@REALM. TLD (AES-128
CTS mode with 96-bit SHA-1 HMAC)

4 07/18/11 21:08:09 host/full. qualified. domain. name@REALM. TLD (ArcFour
with HMAC/md5)

YARN
ResourceManager  keytab “Zff:, 7£ ResourceManager % /)73, Rii%2& NIikE T

[Bash shell] ZE3C A &AL

?

$ klist —e —k -t /etc/security/keytab/rm. service. keytab

Keytab name: FILE:/etc/security/keytab/rm. service. keytab

KVNO Timestamp Principal

4 07/18/11 21:08:09 rm/full. qualified. domain. name@REALM. TLD (AES-256 CTS
mode with 96-bit SHA-1 HMAC)

4 07/18/11 21:08:09 rm/full. qualified. domain. name@REALM. TLD (AES-128 CTS
mode with 96-bit SHA-1 HMAC)

4 07/18/11 21:08:09 rm/full. qualified. domain. name@REALM. TLD (ArcFour with
HMAC/md5)

4 07/18/11 21:08:09 host/full. qualified. domain. name@REALM. TLD (AES-256
CTS mode with 96-bit SHA-1 HMAC)

4 07/18/11 21:08:09 host/full. qualified. domain. name@REALM. TLD (AES-128

© 0 N O Ol W~ W DN+~
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CTS mode with 96-bit SHA-1 HMAC)
4 07/18/11 21:08:09 host/full. qualified. domain. name@REALM. TLD (ArcFour
with HMAC/md5)

NodeManager  keytab SCff, 7EREANE G, Mi%/E FHFET
[Bash shell] 4ic A& E &Hl4CH
?

$ klist —e ~k -t /etc/security/keytab/nm. service. keytab

Keytab name: FILE:/etc/security/keytab/nm. service. keytab

KVNO Timestamp Principal

14 07/18/11 21:08:09 nm/full. qualified. domain. name@REALM. TLD (AES-256 CTS
2mode with 96-bit SHA-1 HMAC)

34 07/18/11 21:08:09 nm/full. qualified. domain. name@REALM. TLD (AES-128 CTS
4mode with 96-bit SHA-1 HMAC)

54 07/18/11 21:08:09 nm/full. qualified. domain. name@REALM. TLD (ArcFour with
6HMAC/md5)

74 07/18/11 21:08:09 host/full. qualified. domain. name@REALM. TLD (AES-256
8CTS mode with 96-bit SHA-1 HMAC)

94 07/18/11 21:08:09 host/full. qualified. domain. name@REALM. TLD (AES-128
CTS mode with 96-bit SHA-1 HMAC)

4 07/18/11 21:08:09 host/full. qualified. domain. name@REALM. TLD (ArcFour
with HMAC/md5)

MapReduce JobHistory Server

MapReduce JobHistory Server keytab {4, [ii%/2& Nkt
[Bash shell] 4l S A FH 4L

?

$ klist —e —k -t /etc/security/keytab/ jhs. service. keytab

Keytab name: FILE:/etc/security/keytab/jhs. service. keytab

KVNO Timestamp Principal

4 07/18/11 21:08:09 jhs/full. qualified. domain. name@REALM. TLD (AES-256 CTS
mode with 96-bit SHA-1 HMAC)

4 07/18/11 21:08:09 jhs/full. qualified. domain. name@REALM. TLD (AES-128 CTS
mode with 96-bit SHA-1 HMAC)

4 07/18/11 21:08:09 jhs/full.qualified. domain. name@REALM. TLD (ArcFour
with HMAC/md5)

4 07/18/11 21:08:09 host/full. qualified. domain. name@REALM. TLD (AES-256
CTS mode with 96-bit SHA-1 HMAC)

4 07/18/11 21:08:09 host/full. qualified. domain. name@REALM. TLD (AES-128

© 0 N O Ol W=~ W DN+~
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CTS mode with 96-bit SHA-1 HMAC)
4 07/18/11 21:08:09 host/full. qualified. domain. name@REALM. TLD (ArcFour
with HMAC/mdb)

M Kerberos principal Bt F i

hadoop W4} Kerberos principal 2#:E 24 H 71k ), f# ] B hadoop.security.auth_to_local i 2 RN . & & [FFET
TAEJ7 A Kerberos fic & S

(krb5.conf  http://web.mit.edu/Kerberos/krb5-latest/doc/admin/conf files/krb5 conf.html) >y auth_to_local. #i
4b, hadoop auth_to_local ML SCRF /L #ric, /NG FRER[EI A FR

BRI, AR AT VLA 3 default_realm, ‘B 3%EF% principal 47— M HAE GBS E U AE/etc/krb5.conf) . il
host/full.qualified.domain.name@REALM.TLD W4} host JyERIA L.

SE il A% hadoop kerbname iy &Skl . XA 4 fo 445 & — > principal Al Hadoop 1241 auth_to_local #i
WAE . A4 S 563E,  hadoop K ‘e it F i

M P B H KBRS

K& hdfs SCrE=A P A4, (H52E hadoop H CLiA & A, 7 B4 Mt 2 th 5 R Stk LDAP ki, cirasmi st
#9753 (i hadoop.security.group.mapping FIME At 425k . #574 Permissions Guide for details. Sz fr b4k 75 B45 B
SSO #IE1d ] Kerberos A1 LDAP ) Hadoop 2 45 2t..

REHR P

— = 1 A Apache Oozie, & 403 250 1 15 19 hadoop 7 1v) 75 B AL A BRI T 7 . PE4H & F HDFS Permissions
Guide (http://hadoop.apache.org/docs/r2.7.1/hadoop-project-dist/hadoop-hdfs/HdfsPermissionsGuide.html)

datanode %4

A4 datanode 14 K4 B3 A 75 248 ] hadoop RPC HEZE, DataNode 2 Ziifst F AR Si TTEGAIE 1 CLAO B4y, 3% 11 il
dfs.datanode.address 1 dfs.datanode.http.address {55 . ilE T IXPERIE R, Bl BB IEIEFREARBUR .
LR{EH root I 4kAT hdfs datanode 4>, JIR4s B ERE &7 S48 Rbi 1, SRR TG,
HADOOP_SECURE_DN_USER 457 [ F ik 7 Kz AT . Ja sl f2 i jsve 22465 JISVC_HOME. R4 %ite &
HADOOP_SECURE_DN_USER #1 JSVC_HOME {f ;#1455 (#£ hadoop-env.sh 1)

2.6.0 fiit, SASL AT LLFSRIGIEHAR LML . XFERIRCE, ANTETRE e 430, root FI 7 8 jsve IR e BBt 1 )a
%)) datanode.y 7 J& FH B AL SASL, TR B hdfs-site.xml St (1) dfs.data.transfer.protection , % T


http://web.mit.edu/Kerberos/krb5-latest/doc/admin/conf_files/krb5_conf.html
http://hadoop.apache.org/docs/r2.7.1/hadoop-project-dist/hadoop-hdfs/HdfsPermissionsGuide.html
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dfs.datanode.address % — N AERERUR 1, iy HTTPS_ONLY % & dfs.http.policy Flffi &
HADOOP_SECURE_DN_USER M54 S A7 € . Wi BiEEME, Wi dfs.datanode.address % B A0 1, {4
JH SASL Hdi A S SR AS AT BE MK o 32 0 75 1R 1 e 28 1 R A

N7 IEBERE, M root S IETFIAEH SASL RANE . TR RUA 2.6.0 BN JSTHRRA, 65 AL RETT RIS
JS7FHRE e — A T TR AR - 11 2.6.0 A BN 2.6.0 LA A HDFS % 7 i m] LA+ DataNode £ FH#udki % 403 SASL,
P A e T PR R AR S AT — A IE R AR .

2.6.0 FAEI U A L2 8058, SRR AT AN R 5 ) SASLAATERC . . 44> HDFS % /i i F 17 SASL,
SRJEERIAT LA root B riAiiE, tr] DU SASL & A iE#E#: DataNode. Jir A % siir (RIC B 25038 DRI 6 i 1Y)
DataNode Jit B B8 AR S AR . e fadi— M7 ) DataNode o] DA IERS, #ece Mt BEAE S . AT — /MR
&1, 13 1% DataNodes iz 171# H root & 381k, 75 (F1/&H SASL SOra6iE, EIEREHIREI X 24 VTt . K% HDFS
% Pt JE F SASL A LB 4

B R

RPC $# in &

hadoop 55 FilE i 2 B AR X I8 . & hadoop.rpc.protection Jy"privacy"ft core-site.xml SC{F 0 il

Ik

Block i 1&%5m A E

DataNode ¥l A& SN 2580w, F3ikHE dfs.encrypt.data.transfer 7y true. ik, /77 Eik#E
dfs.encrypt.data.transfer.algorithm & “3des” Zl| “rc4”, EFSG L, WREHRE, KRERNFEHLE
JCE, i@ /2 3DES.

% # dfs.encrypt.data.transfer.cipher.suites 7y AES/CTR/NoPadding % AES encryption. ik, WK HEE,
AME T AES. H 4 mHgAd ] AES, i dfs.encrypt.data.transfer.algorithm 155E, ‘EREWIIAE 1A e mH g ] . AES
AN K R DA E, X # dfs.encrypt.data.transfer.cipher.key.bitlength 7y 128, 192 =iJlj 256, 2Ril 128.AES f2it
T KN SR MR A RS . T ORI, 3DES F1 RC4 #4£:% Hl-F hadoop 7.

HTTP B %

FiT hadoop 4%
7£ Web-console #1 clients 2 [F4& 4% i SSL {547,
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E

HDFS MZAH# S R4t —F KRR

N HFARSI T HDFS A FERIBRARMA IS RS0 A1 R0 FHETERUR

Filesystem Path User:Group Permissions
local dfs. namenode. name. dir hdf's:hadoop drwx——-
local dfs. datanode. data. dir hdf's :hadoop drwx———
local $HADOOP LOG DIR hdfs:hadoop drwxrwxr—-x
local $YARN LOG DIR yarn:hadoop drwxrwxr—x
local yarn. nodemanager. local—dirs yarn:hadoop drwxr—-xr—x
local yarn. nodemanager. log—dirs yarn:hadoop drwxr-xr-x
local container—executor root :hadoop ——Sr—s——%
local conf/container—executor. cfg root :hadoop r——————— *
hdf's / hdfs:hadoop drwxr—-xr-x
hdfs /tmp hdfs:hadoop drwxrwxrwxt
hdfs /user hdfs:hadoop drwxr-xr-x
hdfs yarn. nodemanager. remote—app—log—dir yarn:hadoop drwxrwxrwxt
hdfs mapreduce. jobhistory. intermediate—done—dir mapred: hadoop drwxrwxrwxt
hdfs mapreduce. jobhistory. done—dir mapred: hadoop drwxr—-x——

J9T 5 hadoop rep S IGAIE, ¥ E hadoop.security.authentication J&%: (5 )y "kerberos". & T 7 H 124
AR E . NIJE LR T 17 5 core-site.xml

S 18 Tt BA
hadoop. security. authentication kerberos 5 WA S MIAE. (BRIN) : JAH Kerberos PAERHL .

hadoop. security. authorization true JE H RPC service-level
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authorization. (http://hadoop. apache. org/docs/r2. 7. 1/hadoop—pro

authentication : XHMIGIE (BRIN)

hadoop. rpc. protection authentication integrity : SEEEVERBER T HHIAE
privacy : BAEINEGRT 568
XA P LA B — AT 4
hadoop. security. auth to local RULE: exp/RULE: exp2 ---DEFAULT
#%E Kerberos documentation (http://web.mit. edu/Kerberos/krb5-1
12557 host, host FZLH 7 FRVFAEE GX BB AR AN & K HERM, U
hadoop. proxyuser. superuser. hosts superuser access are allowd to impersonation)
* RN IBRLT
5ok, AR g R (X B AR KR, I
hadoop. proxyuser. superuser. groups .
users impersonated by superuser belongs. ) * RN IBALTF
NameNode
ZH & T B
AT Z4AAE, JAH HDFS block
dfs. block. access. token. enable true .
Vg ] & 4
XAMEW . A
dfs. https. enable true
dfs. http. policy
HTTPS ONLY <[] http access.
AL T 37 FH AL &
dfs. https. enable F
hadoop. ssl. enabled. 15 f FH %
dfs. http. policy HTTP_ONLY orHTTPS ONLYor HTTP AND HTTPS ¥EA&HHM SASL, 4%# DataNode
root FHE FHRFE S T, XA &P
Ji¥% B HTTPS_ONLY {#F& HTTP
servers SNk, (BFH
dfs. data. transfer. protection. )
dfs. namenode. https—address nn _host fqdn:50470
dfs. https. port 50470

Jetc/security/keytab/

dfs. namenode. keytab. file

NameNode Kerberos keytab (/4 .

nn. service. keytab

NameNode Kerberos principal

dfs. namenode. kerberos. principal nn/ HOST@REALM. TLD

E

NameNode HTTP Kerberos

dfs. namenode. kerberos. internal. spnego. principal HTTP/ HOST@REALM. TLD

Secondary NameNode

principal %%


http://hadoop.apache.org/docs/r2.7.1/hadoop-project-dist/hadoop-common/ServiceLevelAuth.html
http://web.mit.edu/Kerberos/krb5-latest/doc/admin/conf_files/krb5_conf.html
mailto:HOST@REALM.TLD
mailto:HOST@REALM.TLD
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24
dfs.

dfs.

dfs.

df's.

dfs.

namenode. secondary. http—address

namenode. secondary. https—port

secondary. namenode. keytab. file

secondary. namenode. kerberos. principal

(i

¢ nn host

50470

B

fqdn: 50090

Jetc/security/keytab/ Secondary NameNode

sn. service. keytab

Kerberos keytab A4 .

Secondary NameNode

sn/_HOST@REALM. TLD

Kerberos principal 44%.

Secondary NameNode HTTP

secondary. namenode. kerberos. internal. spnego. principal HTTP/ HOST@REALM. TLD

DataNode

¥

dfs.

dfs.

dfs.

dfs.

dfs.

dfs.

dfs.

dfs.

dfs.

dfs.

dfs.

datanode. data. dir. perm

datanode. address

datanode. http. address

datanode. https. address

datanode. keytab. file

datanode. kerberos. principal

encrypt. data. transfer

encrypt. data. transfer. algorithm

encrypt. data. transfer. cipher. suites

encrypt. data. transfer. cipher. key. bitlength

data. transfer. protection

(i1

700

0.0.0.0:1004

0.0.0.0:1006

0.0.0.0:50470

Jetc/security/keytab

/dn. service. keytab
dn/_HOST@REALM. TLD

false

Kerberos principal %< .

L]

DataNode %&b FHRA AR 1, A 1A
fR server %4 a8l XA server A
T jsve AFN. ASh, dnAE B
IS SASL BB IGUE, A B — A AERFAL
i 1

(#F dfs. data. transfer. protection. )
DataNode %24 0AZUfst FARFA 1, 1 f7
server A A3 MIKE server AU IT

jsve A3

DataNode Kerberos keytab Cff

DataNode Kerberos principal ##K

M FAEEE IR, &E N true

s PR B o 2 SR A il 2 BV E R, AT ik
B A 3des B rc4

2 A s, wik R E
AES/CTR/NoPadding, i ABS ¥dfE N2

{4 AES BE ARy, wE 128, 192 B
M 256 to #&H] key Hii&E

s AU BRI E

L BT BRIAE, A 5B

authentication
integrity
IRAIE


mailto:HOST@REALM.TLD
mailto:HOST@REALM.TLD
mailto:HOST@REALM.TLD
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WebHDFS

ZH

privacy : BT ERMEIAE, &4 5N
SbB R BRIME . RE XA B
SASL BR AL H M S B0 . SR AN
T, %RJ5 dfs. datanode. address 254 fdi
FHAESAG 1, dfs. http. policy Ui E
4 HTTPS_ONLY il HADOOP_SECURE_DN_USER
PR A BURAE €, 245 3) DataNode i
2

B L]

WebHDFS Kerberos

dfs. web. authentication. kerberos. principal http/ HOST@REALM. TLD

principal ZFR.

WebHDFS Kerberos keytab

dfs. web. authentication. kerberos. keytab Jetc/security/keytab/http. service. keytab

A
ResourceManager
ZH 1B i B
Jetc/security/keytab/
yarn. resourcemanager. keytab ResourceManager Kerberos keytab X ff.
rm. service. keytab

yarn. resourcemanager. principal rm/_HOST@REALM. TLD ResourceManager Kerberos principal Z#K
NodeManager
ZH 18 i B

NodeManager Kerberos
yarn. nodemanager. keytab Jetc/security/keytab/nm. service. keytab

keytab /4

NodeManager Kerberos
yarn. nodemanager. principal nm/_HOST@REALM. TLD

principal &

org. apache. hadoop. yarn. server. 18 FH
yarn. nodemanager. container—executor. class
nodemanager. LinuxContainerExecutor LinuxContainerExecutor.

yarn. nodemanager. 1inux—container—executor. group hadoop NodeManager Fj Unix #H

KA PAT A T HATIE T
yarn. nodemanager. linux—container—executor. path /path/to/bin/container-executor

HAz.

B.E WebAppProxy
WebAppProxy $2 1L 7 > ph 87 AR A 26 7 i AR B3 11, 78 web SRR 2 ). a2z 4 B Y, A 25 1
TEVT ) T e A 224 (¥ web N FHFRFP o B O BRI AR A A ER A B A0 AGAT i FL A A ALIE) web R FHFR T o
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S5 & )|
host:port N R

WebAppProxy host:port ~ AM web apps 1t yarn.resourcemanager.webapp.address —#ak
yarn.web-proxy.address i . o
& %4 5E X ResourceManager iz 7T0HE, 75

W) — AN ST B AR B R 552455 K 75 2 SE B
yarn.web-proxy.keytab /etc/security/keytab/web-app.service.keytab \WebAppProxy Kerberos keytab SC1F.

yarn.web-proxy.principal wap/_HOST@REALM.TLD WebAppProxy Kerberos principal ##5 .

LinuxContainerExecutor
Yarn HEZ424{i ] ContainerExecutor, Yarn HE4L5E T 45881113 sl Aif=ii, — /& hadoop yarn °fH1:

ContainerExecutor ik
DefaultContainerExecutor BERINHATES, Yarn FREHAR AT, HEsHI3EFE NodeManager 5 Linux f 7 AH[H

{X3ZHF GNU/Linux, XA executor 18474 & HI A LAEDY YARN FI P 3252 ML ARy (e
MR WA MER—NE RS (BRA nobody) , MEHMZEMEREMH. YxE¥ER4e
PR, XA executor HEABEITA, EHEMT ESBIIN . B setuid $
173, BHEFE Hadoop 734t . NodeManager fiff i AT AT RE T RSB AR SEA AR - setuid
PAT VI SR AR S BB IR 7 BoRSE R A o O T I KBRBER %42, 1A executor BB
TR AR, RA St SCPAN E SO /A EEInSE S objects, jars, TRIEISCAE, H
B FEHEEHNRE, BN, BT RS &M NodeManager, 3A HE M
JUAT CAY AT A SO/ H S BRI S A i AL ) 70 A1 SR AR I 20 o

LinuxContainerExecutor

Y4 LinuxContainerExecutor #] 44T LT«
[Bash shell] 4l se A #&E & iil4Li5

?

1$ mvn package —Dcontainer—executor. conf. dir=/etc/hadoop/

1% -Dcontainer-executor.conf.dir N iZ 17 A EREAE, B setuid AIHRAT SCAFIIC ESCIFBOE AL, W] AT AT
N %25 4E $HADOOP_YARN_HOME/bin.

AT SO R AR 6050 S--Sr-s--- ¥ FH 445 root AUPRGERZE A /) R & 4L (Lt
hadoop) ,NodeManager Unix F ' /& & [ 3 FH A 2 5 36 g 8 A 2 FH o

LinuxTaskController 75 #4045 %42/ H yarn.nodemanager.local-dirs Al yarn.nodemanager.log-dirs i€ (1 H 3%, Wik
FPAN H KRB, & E N 755.
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e  conf/container-executor.cfg
A AT SO T B E SR 2 container-executor.cfg,  HLAEFEND B SCE H AL 64 BRI FIH) mvn target.
Wi B S AL 2 AT 1R 1247 NodeManager (i1 yarn F /7D, ARFIASIA AL, FINZAER 0400 s

A AT B R AC B I, BIZETE conf/container-executor.cfg SCAF . I B I HE KON R B BE= AN, BEAT

A

ZH U i i
NodeManager Unix
7M. container—executor F) —H#EHIFT B4
yarn. nodemanager. linux—container—executor. group hadoop MNiZ)g T XA, MiZZIR NodeManager
it B P {ELAH [R). XA 7 SR UE VT 7]

container—executor —HEfHIZE4.

banned. users hdfs, yarn, mapred, bin Z&1EH
allowed. system. users foo, bar YRS
min. user. id 1000 B 1k AR R 7

TR A RGSCHERUR, 7 EHIZER LinuxContainerExecutor /S [/ {1 # 4%

XHRG P4 P AR

local container—executor root :hadoop ——Sr—s——%
local conf/container—executor. cfg root :hadoop r——————— *
local yarn. nodemanager. local-dirs yarn:hadoop drwxr—-xr—x
local yarn. nodemanager. log—dirs yarn:hadoop drwxr-xr—x

MapReduce JobHistory Server
ZH & Bi
mapreduce. jobhistory.address  MapReduce JobHistory Serverhost.:port 2RI 2 10020.

MapReduce JobHistory Server
mapreduce. jobhistory. keytab Jetc/security/keytab/ jhs. service. keytab
Kerberos keytab {4

MapReduce JobHistory Server.
mapreduce. jobhistory. principal jhs/ HOST@REALM. TLD
Kerberos principal 4K
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hadoop A[7]-3 —% common: 2 ATIRFSEZAFZNIEFE

Vel P

1.hadoop BRI\ 75 /5 Fl K95 2 I A0 2

2.9 R FIRZ AR E ?

3.0 H BRI PR R A7

4. A RIFTRS SRR E? REREER?

H

KA SRR T B 4 FC B A hadoop 55 28l #54L
%

i hadoop 2234, BLEAMKE L. HEEEEE:

o HTEKLH

hadoop2.7 [H5 s ] #bl. thorfe. AR S
http://www.aboutyun.com/thread-12798-1-1.html

LIPNOE S 5

hadoop (2.x) Lk hadoop2.2 Syl 5¢ 4= 43 A e s 1] 5 22 35 S0P
http://www.aboutyun.com/thread-7684-1-1.html

Bk

IR S5 BARRUR G AR, B2 S 3% 3248 2 /0 hadoop %, TRECE, AURMHZATHL E RIS . 0T, —
A~ mapreduce £ERERT DU X FHLE, A ECE A /4515228 jobs, iXN$HADOOP_CONF_DIR/hadoop-policy.xml
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He B S e s Il #i) hadoop Al 35 22 41135

W25 FOMBEA L ART AT ¥ 2, eV Ehe 2, BRSO AURAR 2T, job BAFI 7 il 42 il 4 .

&

K= rHd 7 i@ i E 4 $HADOOP_CONF_DIR/hadoop-policy.xml Fic & i 55 2% Al A%

JB PR 35 4L

ik, AR 4R hadoop 224 H ). /E$HADOOP_CONF_DIR/core-site.xml 115 & it & J&
hadoop.security.authorization v true, & Fi iz 55 24 il #2 FL

hadoop k%5 FIECL & )& i

X T ASFER hadoop A4S FIEATH knobs Bt &

Ja

security.

security.

security.

security.

security.

security.

security.

security.

security

client. protocol. acl
client. datanode. protocol. acl
datanode. protocol. acl

inter. datanode. protocol. acl

namenode. protocol. acl

job. client. protocol. acl

job. task. protocol. acl

refresh. policy. protocol. acl

. ha. service. protocol. acl

R %%

e ACL FFH P ARALIET DistributedFileSystem.
ClientDatanodeProtocol ACL , datanode % F i ST block kK.
DatanodeProtocol ACL, fI-F datanodes 5 namenode ifif5.
InterDatanodeProtocol ACL, datanode Z [AIHMS, FH B8 BT A A1
NamenodeProtocol ACL , IXAMMYHT secondary namenode 5 namenode
b

JobSubmissionProtocol ACL, FF{ENLIRAE, job % F i 5 resourcemanager
M, & job REL.

TaskUmbilicalProtocol ACL , T map £S5 reduce (£ 5

nodemanager i#{=

RefreshAuthorizationPolicyProtocol ACL, FI-F dfsadmin A rmadmin
& T A

HAService ACL FH-F HAAdmin %3 namenode [f] active Fll stand-by IRZ
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iEtalbilES

$HADOOP_CONF_DIR/hadoop-policy.xml 52 3. T %4> hadoop Il 25 15 il 32 il 51145 o 554N U I 42 1) 51 6 — AT B g
MM FI RIS S WA TR . X PIE fE H— DRI o

5

[Bash shell] 4li st A& A EiHil4Li5

?

1 userl, user2 groupl, groupZ2.

FEAZAT TR AR — A 1, SR IR GBI, 50T — N2 50 B P A5 R — A A BUW A 4 B A I R X
eI .

ST XGRS T P VR I s o SR Il R R Beh e S, IS4l

il security.service.authorization.default.acl (/1% .

1% security.service.authorization.default.acl #6 © X, f#H]*.

Blocked i il % il 51 4 AE AL 100 R, B TR B4R & — MRS 1 blocked Vi I #iil##. ixANMEE A P AILALIOAIR, B
HHEBTRI S5 . blocked vy el 45l 51 ek 20 5 i 32 i 71 2 4% 20U ). blocked 7 il 451 51 % B
$HADOOP_CONF_DIR/hadoop-policy.xml #§5E . XN mE ML F el 154 “.blocked”.

¥ blocked 1 Jg@ ¥ 4% 15 Il 45| 5112 security.client.protocol.acl>> ¥ 2> < < <security.client.protocol.acl.blocked
T AR, ATEAR € 5 1 #2051 2 A0 blocked Az s, in—ANFH AT 03251514, A4E blocked 17 17 72 il
FUFe, SLM PR, AT RAYT i RS .

fr iR blocked vy [l ¥ #5115 & L —AN RS, f#] security.service.authorization.default.acl.blocked FifE, ik
security.service.authorization.default.acl.blocked ¥ & X, 1di 1% blocked 144 il 51 %

Tl B iR 25 8 3 S e B

NameNode F1 ResourceManager i 4525l 15 AL & nf AFE %5 5 J5 hadoop master <F##FFE R IL B i, S BEE
AT BLEAS master 5 £ L) $HADOOP_CONF_DIR/hadoop-policy.xml SC 14 Ai1{i NameNode Al ResourceManager
FHNES @ MR EE -refreshServiceAcl Y134 H dfsadmin F1 rmadmin @74 . il NameNode JIf 4 247 #5243
[IGAES

[Bash shell] 4l scA#E 52

?

1 $ bin/hdfs dfsadmin —-refreshServiceAcl

T3 ResourceManager Ik 45 2 il # AL B &
[Bash shell] 4l sc A% A 52

?

1 § bin/yarn rmadmin —refreshServiceAcl
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B4R, Al LU# ] $HADOOP_CONF_DIR/hadoop-policy.xml ' security.refresh.policy.protocol.acl J& % [ 414 #& /1
Fill 07 i 2% i B2 AU 2 P S e i 4

e ip HukB5E, host 448Kk, Al ip Huhl-3a BV il 95 AR 5%, V5 () Bl 55 42 ) i 12 ity ip Mk 07 1D BR 5% o 7T RARR RIS AR 55
VA A AL R A ip HEFRE,  host A4k A ip YEH. A MRS IJE LA BRIk E AR ¥ ACL Ja ik
L k. Wi acl B4 2 security.client.protocol.acl, host 413 &£ 4 ¥ 2 security.client.protocol.hosts .%1%{
hosts #1&#HE & X —%, NI security.service.authorization.default.hosts 1. 5%
security.service.authorization.default.hosts ({5 H & X, f#H*.

‘B A LAHR E — A hosts 1) blocked 5115 . fUXEEHLAR1E hosts 4113, {HAYE blocked hosts #1344 42807 1] 55 . XA~
JE P4 S35 T " .blocked”.

1 3 A8 1 4 blocked hosts %1% security.client.protocol.hosts> >4 £ < < <security.client.protocol.hosts.blocked.
1 blocked hosts 411 %4 & X —AMR%, WIAEH security.service.authorization.default.hosts.blocked f{iE, s
security.service.authorization.default.hosts.blocked ¥ 5& 3, N % blocked hosts 413 .

BlF

HAvrA - alice, bob #17E mapreduce 411 F J #2748 jobs £ mapreduce 4£ 7 :
[Bash shell] it AEFH 2 HI4CH

?

1 <property>

2 <name>security. job. client. protocol. acl</name>
3 <{value>alice, bob mapreduce<{/value>
4</property>

W o ¥F DataNodes 12171 AJ& T datanodes 415 NameNode i {5

[Bash shell] 4t AEFH 2 HI4CH

?

1 <property>

2 <name>security. datanode. protocol. ac1</name>
3 <value>datanodes</value>
4 <{/property>

FeVFAEAT 7 1)y DFSClient 5 HDFS £E R (5

[Bash shell] 4l scA#E 52

?

1 <property>

2 <name>security. client. protocol. acl</name>
3 <{value>*</value>

4 </property>
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hadoop A|J-% —% common: #75% Hadoop HTTP
web-consoles A IEHLH]

I R 5

1.4{5EE Hadoop HTTP web-consoles FTEZE ¥ Sy HiE?
2N EEE AT AFRE Hadoop HTTP JAGE?
3.hadoop.http.authentication.type KERIAERMH 4 ?

4.4\~ Hadoop HTTP web A FHIHHE A4 2

R

Hadoop HTTP web-consoles ## 1% & hadoop HTTP =il &, X HELAKUFELME, X A NI NFA T8 web T, A
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A BV ENEAS, MiZE N ¢ AR E AT, DB RIBGE, BRI A

YiB

XA CRHEA T AR B Hadoop HTTP web-consoles T 77 22 1 I /' & 43 B 41

#ki\ Hadoop HTTP web-consoles (JobTracker, NameNode, TaskTrackers #1 DataNodes) ft¥15 i) A AFAT H 51k o

Z4eA11) Hadoop RPC,Hadoop HTTP web-consoles ] LA it # 75 2 Kerberos & fiAdiE il HTTP SPNEGO i3 (ZFE

Waestkin Firefox 1 [IE]1 Internet Explorer)

4, Hadoop HTTP web-consoles 37 #7254 11 hadoop L8/ fii it S e a0 R g 22/, P s Zide g e

P 2 AER g 2E HAE A user.name #5747 8 24 %491 http://localhost:50030/jobtracker.jsp?user.name=babu.

Wik HTTP web-consoles 5 il S 3 36 UE 2 A 75 1, SEE— ANl RS2 7 Airidk 4 FIIERL L2 A W RER) . (2% Hadoop

i) Hadoop (15 30 LRI VEANE 2, 95 LA B RE )

N A T AL B hadoop HTTP web-consoles 75 ZE 1 F 1 iAAIE
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[

N R MR AT T S core-sitexml X {4+ . hadoop.http.filter.initializers: 7 i £ X AN & 1)
org.apache.hadoop.security.AuthenticationFilterInitializer #J4f1k 2

hadoop.http.authentication.type: & X i /" HTTP web-consoles. fJiNilE. SZ#FfHZ: simple | kerberos |
#AUTHENTICATION_HANDLER_CLASSNAME#. ZRil{H 2 simple

hadoop.http.authentication.token.validity: f5/~iM\iIE token 2 K A2 XL, EEH 20T EBRIAEZ 36000

hadoop.http.authentication.signature.secret.file: %4 % H ] T-%:4% % J] tokens.
[ FE % 89 N % B T 4% B Br 4 % &, JobTracker, NameNode, DataNode and TastTracker. 2 ik {ii /& s

$user.nome/hadoop-http-auth-signature-secret. # % SO R Tz 47 s P HEFR I Linux F

hadoop.http.authentication.cookie.domain:domain f#ifi] HTTP cookie f7fifIAIE token. Jy T Y IEE T EEREATA 1
SAEHIATAE, domain AZIIERGE E . WA EIME, http %A domain {5 hostname & #fi i) http cookie T.1f.
B,

M0 ip Mok, P0G A 20 cookie A E . IRFE I B AT A s IR A A LA B - AE AT hostname.domain
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1 urls 78& LT

hadoop.http.authentication.simple.anonymous.allowed: =& 24006 simple’ B4y IGIERT, RVFE %i55K.

BRIMESE true

hadoop.http.authentication.kerberos.principal: = &2 4/ /| ‘kerberos\iEf, Kerberos principal F-F HTTP

endpoint.

The principal short # # & Zil j& HITP %I  Kerberos HTTP SPNEGO #i i . ¥t ik H &

HTTP/_HOST@$LOCALHOST,_HOST i 24 /&-, A4 HTTP server [k

hadoop.http.authentication.kerberos.keytab: i 15 Kerberos principal il iE ) A< i keytab C {4 H + HTTP

endpoint. ZRiAMEZ $user.home/hadoop.keytab.i

A 12.7.1]
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hadoop A|7]-3 —% common: -t Hadoop Key &R
%22 (KMS) - TRy

VA A S5

1.Hadoop KMS &4 ?
2.0 f5 3] / &1k KMS?
3.KMS iz & A E ?

Hadoop KMS & —/~4&]- Hadoop 17 KeyProvider API {1155 ) key &2 server. Client j&2—~> KeyProvider [15%
B, {#F KMS HTTP REST API 5 KMS % H.,

KMS HIE (1% 73 4 B 22 4 e 11524 HTTP SPNEGO Kerberos & i B A1 HTTPS %2 4x 4k,

KMS j2—4~ Java Web N HFE, 217755 Hadoop & AT iR 4b e /£ — ik il TS HC B 451 Tomcat AR 4585 L.

KMS % F it B

KMS % ity KeyProvider {# 1] kms scheme, iz A\ f] URL 44714 KMS BRI HE (URL) » %441: http://localhost: 16000/kms
iZ4T KMS , KeyProvider URI s kms://http@localhost: 16000/kms. 5 H. https://localhost: 16000/kms iz 1T KMS ,
KeyProvider URI /& kms://https@localhost:16000/kms.

KMS

KMS ftE
fic & KMS 7 §F KeyProvider J&14:7F etc/hadoop/kms-site.xml Fic & {4+

[Bash shell] 4l sc A% E 52

2

1<property>

2 <name>hadoop. kms. key. provider. uri</name>

3 <{value>jceks://file@/$ {user. home} /kms. keystore</value>
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4</property>

5

6<property>

7 <name>hadoop. security. keystore. java—keystore—provider. password-file</name>
8 <{value>kms. keystore. password</value>

9</property>

X ARG FE R classpath 754k hadoop f#1ic & S04

R TEEE KMS A il B k.

KMS &1F

KMS caches keys 2y 1 i G AERLIN [R] I 22 1 ot

Cache ZRIAEEHIM. (ZEHE hadoop.kms.cache.enable boolean J&1E ) false) cache R R =4 J7i%:
getCurrentKey() #i1 getkeyVersion() #iI getMetadata().

getCurrentKey() 757%,cached {R¥ 5% 30000 = AE key 14 1) AR (B eid H key #E 1A 92 1T HI)
getKeyVersion() J7i%,cached 2RI & i 600000 Z£F0 (10 Z3%f) I . R G EOE T TG B S0
etc/hadoop/kms-site.xml {1 J& - fic &

[Bash shell] it AEFH 2 HI4CH
?

01 <property>

02 <name>hadoop. kms. cache. enable</name>

03 <{value>true</value>

04 {/property>

05

06 {property>

07 <name>hadoop. kms. cache. timeout. ms</name>
08 <value>600000</value>

09 {/property>

10

11 {property>

12 <name>hadoop. kms. current. key. cache. timeout. ms</name>
13 <value>30000</value>

14 {/property>

KMS X£ Audit HE

Audit HEJCE Ay API Vilal GET_KEY_VERSION, GET_CURRENT_KEY, DECRYPT_EEK, GENERATE_EEK [1)#:4F
Entries 1 combined key (F /7, key, #4E)iH#4T 7704, combined key Jy—ANaJ e & (95 &Rk, V7 Ak 2 G i user
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¥R end-point, HIJ 45T key flushed #| audit H .

TG AT g HH IS T Je 1k e

[Bash shell] 4li st A& A EiHil4LI5

?

1 <property>

2 <name>hadoop. kms. aggregation. delay. ms</name>
3 <value>10000</value>

4  </property>

B3 /& 1k KMS

Ja3/#F 1k KMS {8 KMS (1 bin/kms.sh JHI4%. 244
[Bash shell] 4li st A& A L4

?

1 hadoop—2.7.1 $ sbin/kms. sh start

FERCATEMSEHRRBI T, HTRAMAS T DS PrE W RERIZ 8 OF R, 71k, 181748) . kms.sh JiAS: —4

fU 25 ¥ Tomcat's catalina.sh JHIA<, &% FFIEASEH Java R4 & 11547 KMS

A Tomcat it &

fic & i \ Tomcat , 2 share/hadoop/kms/tomcat/conf.KMS Tiifit & HTTP A1 Admin i 1 /£ Tomcat ) server.xml 16000

1 16001.
Tomcat H &2 THC E £ hadoop 1) logs/H 3%
PSS (WEAE KMS ) etc/hadoop/kms-env.sh filI4s) mJ DU Sk e 48 i L6 {1

e  KMS_HTTP_PORT

e  KMS_ADMIN_PORT

e  KMS_MAX_THREADS

e  KMS_LOGNOTE: fR7EZE =T KMS, A2eE i,

JINER A b

NHEIFEAS R (TRLIEAE KMS (¥ etc/hadoop/kms-env.sh A4 ) T35 @ AT B i B A I AL . Py Tomact 4

i Apache Portable Runtime (APR) J%:
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[Bash shell] 4z A& E SHilfLHY
?

1 JAVA_LIBRARY PATH

KMS 22 E

J2 F Kerberos HTTP SPNEGO i\ iE

Jic & Kerberos etc/krb5.conf 1R KDC server {5 K144 KMS % principal #1 keytab , ‘& %402 —4 HTTP %%

principal.
Jic & KMS etc/hadoop/kms-site.xml JH IERf 22418, 2445
[Bash shell] iz A& F S Hil{Ly

?

01<property>

02 <name>hadoop. kms. authentication. type</name>

03 <{value>kerberos</value>

04 {/property>

05

06 <{property>

07 <name>hadoop. kms. authentication. kerberos. keytab</name>

08 <value>$ {user. home} /kms. keytab</value>

09 {/property>

10

11 <{property>

12 <name>hadoop. kms. authentication. kerberos. principal</name>
13 <value>HTTP/localhost</value>

14 {/property>

15

16 {property>

17 <name>hadoop. kms. authentication. kerberos. name. rules</name>
18 <{value>DEFAULT</value>

19 {/property>

TER: ARAEZE )T KMS A4 &

KMS REHFEE

TG —AMRIRH P L FRCE 7 etc/hadoop/kms-site.xml 14 FH T i J&
[Bash shell] 4l SC A 5 HIAHT
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?

01 <property>

02 <{name>hadoop. kms. proxyuser. #USER#. users</name>
03 <value>*</value>

04 {/property>

05

06 {property>

07 <{name>hadoop. kms. proxyuser. #USER#. groups</name>
08 <value>*<{/value>

09 {/property>

10

11 {property>

12 <name>hadoop. kms. proxyuser. #USER#. hosts</name>
13 <value>*<{/value>

14 {/property>

#USER#ZABL LB I ) 4 users J&PEN R 82 users JEAEIUIT .

groups JEVEM R A P AR 2R TIX AN H.

hosts JE L = EZ N host IIACHE A Rl LAHUBEIDLIE SR

14 users, groups Bkl hosts & —> *, & K& EAEAREL ) 4 T users, groups or hosts ¥ [ i1

KMS ;&$ HTTPS (SSL)
fCE KMS AR HTTPS, FHEMANE ML & etc/hadoop/kms_env.sh JHIA (JEZRERIMED

(] KMS_SSL_KEYSTORE_FILE=$HOME/.keystore
e KMS_SSL_KEYSTORE_PASS=password

# KMS Ht, 534t ssl-server.xml SO 4 server.xml 31
PR EAE SSL AIIE A KMS, 1)y kms Unix £, {4 Javakeytool fir4-6% SSL iE+
[Bash shell] 4l sc A% E 52

?

1 $ keytool —genkey —-alias tomcat —keyalg RSA

FERLHRIFRR T, ARE Stk — R . 204 keystore SUIF, B4 Jy.keystore Fifii T- kms Fi /' f¥) home
H%.

PREI N 1) % 5-"keystore password”, AZIICELTERLE H3%M kms-env.sh A KMS_SSL_KEYSTORE PASS #1570 &
RN

“What is your first and last name?” (EI"CN") & L W2Ei21T KMS 1125 1) hostname.

R
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IRLZITE JE KMS A R0 e &

KMS 5 |5 3%

KMS ACL fic & 52 XAt KMS etg/hadoop/kms-acls.xmi Tt B 31« 248 SRR, XANSCHEE hot-reloaded. KMS SZHp4fHL
JET7 IR LA J2 KMS #5444 Fuiiiiid ACL i B s ML .

F P Vi) KMS 8 et 7 51\ U5 ) 320 510 R 115 SR, SRS R R R 2 i 2 75 HEBR 72 B 44

[XML] 2 At E ZHS

?

001<configuration>

002 {property>

003 <name>hadoop. kms. acl. CREATE</name>

004 <{value>*</value>

005 {description>

006 ACL for create—key operations.

007 If the user is not in the GET ACL, the key material
008is not returned

009 as part of the response.

010 {/description>

011 <{/property>

012

013 <{property>

014 <name>hadoop. kms. blacklist. CREATE</name>

015 <{value>hdfs, foo</value>

016 {description>

017 Blacklist for create-key operations.
018 If the user is in the Blacklist, the key material
019is not returned

020 as part of the response.

021 </description>

022 {/property>

023

024 {property>

025 <name>hadoop. kms. acl. DELETE</name>

026 <{value>*</value>

027 {description>

028 ACL for delete—key operations.

029 </description>

030 {/property>

031

032 {property>
033 <name>hadoop. kms. blacklist. DELETE</name>
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034 <{value>hdfs, foo</value>

035 {description>

036 Blacklist for delete—key operations.
037 {/description>

038 {/property>

039

040 {property>

041 <name>hadoop. kms. acl. ROLLOVER</name>

042 <{value>*</value>

043 {description>

044 ACL for rollover—key operations.

045 If the user is not in the GET ACL, the key material
046is not returned

047 as part of the response.

048 {/description>

049 <{/property>

050

051 {property>

052 <name>hadoop. kms. blacklist. ROLLOVER</name>

053 <{value>hdfs, foo</value>

054 {description>

055 Blacklist for rollover—key operations.
056 <{/description>

057 {/property>

058

059 <{property>

060 <name>hadoop. kms. acl. GET<{/name>

061 <{value>*</value>

062 {description>

063 ACL for get—key-version and get—-current-key
064operations.

065 </description>

066 {/property>

067

068 {property>

069 <name>hadoop. kms. blacklist. GET<{/name>

070 <value>hdfs, foo</value>

071 {description>

072 ACL for get—key—version and get—current—key
073operations.

074 {/description>

075 {/property>
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076

077 {property>

078 <name>hadoop. kms. acl. GET KEYS</name>

079 <value>*</value>

080 {description>

081 ACL for get—keys operation.

082 {/description>

083 {/property>

084

085 <{property>

086 <name>hadoop. kms. blacklist. GET KEYS</name>
087 <{value>hdfs, foo</value>

088 {description>

089 Blacklist for get—keys operation.
090 {/description>

091 <{/property>

092

093 {property>

094 <name>hadoop. kms. acl. GET METADATA</name>

095 <{value>*</value>

096 {description>

097 ACL for get—key—metadata and get—keys—metadata
098operations.

099 {/description>

100 {/property>

101

102 <{property>

103 <name>hadoop. kms. blacklist. GET METADATA</name>
104 <value>hdfs, foo</value>

105 {description>

106 Blacklist for get—key—metadata and
107get—-keys—metadata operations.

108 </description>

109 {/property>

110

111 {property>

112 <name>hadoop. kms. acl. SET KEY MATERIAL</name>
113 <{value>*</value>

114 {description>

115 Complimentary ACL for CREATE and ROLLOVER

116operation to allow the client
117 to provide the key material when creating or
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118rolling a key.

119 {/description>

120 {/property>

121

122 {property>

123 <name>hadoop. kms. blacklist. SET KEY MATERIAL</name>
124 <{value>hdfs, foo</value>

125 {description>

126 Complimentary Blacklist for CREATE and
127ROLLOVER operation to allow the client

128 to provide the key material when creating or
129rolling a key.

130 {/description>

131 {/property>

132

133 <{property>

134 <name>hadoop. kms. acl. GENERATE EEK</name>

135 <value>*</value>

136 {description>

137 ACL for generateEncryptedKey

138 CryptoExtension operations

139 <{/description>

140 {/property>

141

142 <{property>

143 <name>hadoop. kms. blacklist. GENERATE EEK</name>
144 <{value>hdfs, foo</value>

145 {description>

146 Blacklist for generateEncryptedKey
147 CryptoExtension operations

148 </description>

149 {/property>

150

151 {property>

152 <name>hadoop. kms. acl. DECRYPT EEK</name>

153 <{value>*</value>

154 {description>

155 ACL for decrypt EncryptedKey

156 CryptoExtension operations

157 {/description>

{/property>
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{property>
<name>hadoop. kms. blacklist. DECRYPT EEK</name>
<{value>hdfs, foo</value>
{description>

Blacklist for decrypt EncryptedKey
CryptoExtension operations
{/description>
{/property>
{/configuration>

Key 77 a4l

KMS SCHRevy 1) 3 AR T SR VELE key 2200 A 1 key U5 ERAERE 32509

e  MANAGEMENT - createKey, deleteKey, rolloverNewVersion (f% key, I key, BH#HR 4
e  GENERATE_EEK - generateEncryptedKey, warmUpEncryptedKeys (5% key, N key)
e  DECRYPT_EEK - decryptEncryptedKey(fi#%5 i key)
e  READ - getKeyVersion, getKeyVersions, getMetadata, getKeysMetadata, getCurrentKey(35HX key fi 4, 3KHL
key fA& LAY, S2UcHdE, Bocsds [E%5] , 532411 key)
o ALL- LHATH
IXEEH] DLSE XA KMS  etc/hadoop/kms-acls.xml &1~
FTE I keys, key Uil A ARGMECE , & n RElCE BRIA key U )bl e AR A ) — AN 74
fib A AT REAC S — > VA key ACL NHRAERBM—AD T4, F4 5 key ACL & —A 144 ST 1 A 1) i BRI 1
A key ACL.AIRA per-key ACL W E, — AN P s, i A1t BLAE per-key ACL 50U 444 5 key
ACL.
WA ACL L By — /M e key RIEH BRA ACL i i A1V A root key ACL NiEsREAE, 85 U5 PR S ldE 464
VER BRI A 42 80 key ACL A F5 BT (34 IR E 77 (The default and whitelist key ACL does not support ALL operation
qualifier.)
[XML] ZiseA &R S
?

01 {property>

02 <name>key. acl. testKeyl. MANAGEMENT</name>

03 <{value>*</value>

04 {description>

05 ACL for create—key, deleteKey and rolloverNewVersion
O6operations.

07 {/description>

08 {/property>

09

10 {property>
11 <name>key. acl. testKey2. GENERATE EEK</name>


http://www.aboutyun.com/

www.aboutyun.com z AR %3] 4y B F GG B R

12 <value>*</value>

13 {description>

14 ACL for generateEncryptedKey operations.
15 {/description>

16 <{/property>

17

18 {property>

19 <name>key. acl. testKey3. DECRYPT EEK</name>
20 <{value>admink3</value>

21 {description>

22 ACL for decryptEncryptedKey operations.
23 {/description>

24 {/property>

25

26 {property>

27 <name>key. acl. testKey4. READ</name>

28 <{value>*</value>

29 {description>

30 ACL for getKeyVersion, getKeyVersions, getMetadata,
3lgetKeysMetadata,

32 getCurrentKey operations

33 <{/description>

34 {/property>

35

36 <{property>

37 <{name>key. acl. testKeyb. ALL{/name>

38 <{value>*</value>

39 {description>

40 ACL for ALL operations.

41 </description>

42 {/property>

43

44 {property>

45 <name>whitelist. key. acl. MANAGEMENT</name>
46 <{value>adminl</value>

47 {description>

48 whitelist ACL for MANAGEMENT operations for all keys.
49 </description>

50 {/property>

51

52 =

53 "testKey3' key ACL is defined. Since a ’whitelist’
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54 key is also defined for DECRYPT EEK, in addition to
55 admink3, adminl can also perform DECRYPT EEK operations
56 on ~testKeyd’

57——>

58 {property>

59 <name>whitelist. key. acl. DECRYPT EEK</name>

60 <{value>adminl</value>

61 {description>

62 whitelist ACL for DECRYPT EEK operations for all keys.
63 {/description>

64 <{/property>

65

66 {property>

67 <name>default. key. acl. MANAGEMENT</name>

68 <{value>userl, user2</value>

69 {description>

70 default ACL for MANAGEMENT operations for all keys that are
71not

72 explicitly defined.

73 {/description>

74 {/property>

75

76 <{property>

77 <name>default. key. acl. GENERATE EEK</name>

78 <{value>userl, user2</value>

79 {description>

80 default ACL for GENERATE EEK operations for all keys that
8lare not

82 explicitly defined.

83 </description>

84 {/property>

85

86 {property>

87 <{name>default. key. acl. DECRYPT EEK</name>

88 <value>userl, user2</value>

89 {description>

90 default ACL for DECRYPT EEK operations for all keys that are
91not

92 explicitly defined.

93 {/description>

94 {/property>
95
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96
97
98

{property>
<{name>default. key. acl. READ<{/name>
<{value>userl, user2</value>
{description>
default ACL for READ operations for all keys that are not
explicitly defined.
{/description>
{/property>

KMS Delegation Token At E

KMS delegation token #5914 £ 25 iT DA N 1 P B :
[Bash shell] 4iscA#E EiilfLHy

?

01<property>

02 <name>hadoop. kms. authentication. delegation—token. update—interval. sec</name>
03 <{value>86400</value>

04 {description>

05 How often the master key is rotated, in seconds. Default value 1 day.
06 {/description>

07 </property>

08

09 <property>

10 <name>hadoop. kms. authentication. delegation—token. max—1lifetime. sec</name>

11 <value>604800</value>

12 {description>

13 Maximum lifetime of a delagation token, in seconds. Default value 7 days
14 </description>

15 </property>

16

17 <property>

18 <name>hadoop. kms. authentication. delegation—token. renew—interval. sec<{/name>
19 <{value>86400</value>

20 {description>

21 Renewal interval of a delagation token, in seconds. Default value 1 day.
22 {/description>

23 </property>

24
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25 <property>

26 <name>hadoop. kms. authentication. delegation—token. removal-scan—interval. sec</
27 <value>3600</value>

28 {description>

29 Scan interval to remove expired delegation tokens.

30 {/description>

31 </property>

e 24> KMS LB 5 ) 7 By 4R sl VIP

A KMS 52175 5 1) S B i sl VIP Dy 1Rl PR AT HA H Y
AAE I 24 KMS 526175 5 1 58 s s VIP, — AP I 2 AN REA R KMS S b3, KMS 52617 5 1)
GRS & U VIP 6 2 5 Bl B AR SR R A T N AN AR AR 55«

HTTP Kerberos Principals fi &

24 KMS S2] 15 )5 16 7 835 2 B0 VIP, 2% il =48 VIP f#) hostname . Jy 7 Kerberos SPNEGO £ #3iAiil,URL
i) hostname 1 T-#4% Kerberos %% (1R 55 22 47k, HTTP/#HOSTNAME#.iX Bk G 1t KMS S48 24 25 — A~
Kerberos fik%5 4%k 5 g2 51 VIP hostname

NTRETVINARER KMS s, KMS 545 22045 Keberos JIR% % 5 & H CLI) hostname.iX /& fT i 1M 2 fE 2L H
He

Kerberos Jil%% principal 430k G T4 #47 %% /VIP hostname FI%t-T-S2Frf KMS S24] hostname) A Zi(E T & &
R EAIE keytab SCF. principal 4 AERLE R E L AE KL %44

[Bash shell] 4t A#FH 2 HI4CH

?

1<property>

2 <name>hadoop. kms. authentication. kerberos. principal</name>

3 <{value>*</value>

4</property>

R
WRAEFH HTTPS, SSL iE 15 -F KMS  SE4] 24 e # 32 #5 % /> hostnames (£ Java 7 LA I SAN # & 32 ¢ B AR e[ 50O

HTTP AEE4

KMS 1] Hadoop AiE HTTP AiE. — EH%& P uiAiE3), Hadoop AIERAi—/N254 HTTP Cookie. HTTP Cookie
i, Wiz G, BBk —SEIIVAET A KRR Y T B TR P HLI RS HTTP i R fd & 1AGIE «
-/~ KMS SE45 04 Z5565iE HTTP Cookie %544 FHILT KMS S22 1 oA T IX AT I KMS SEBI 4 Zi L S 25 38 1) secret.
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i/ secret FL 0] DL H] T zookeeper 255, zookeeper Hi 453X LL I B £E KMS LA R 7E kms-site.xml 1 )& 12

[XML] 4iscAEE Sl

?

01<property>

02 <{name>hadoop. kms. authentication. signer. secret. provider</name>

03 <{value>zookeeper</value>

04 {description>

05 Indicates how the secret to sign the authentication cookies will be

06 stored. Options are ’random’ (default), ’string and ’zookeeper’.

07 If using a setup with multiple KMS instances, ’zookeeper’ should be us
08 {/description>

09 {/property>

10 {property>

11 <name>hadoop. kms. authentication. signer. secret. provider. zookeeper. path</nam
12 <{value>/hadoop—kms/hadoop—auth—signature—-secret</value>

13 {description>

14 The Zookeeper ZNode path where the KMS instances will store and retrie
15 the secret from.

16 {/description>

17 {/property>

18 <{property>

19 <name>hadoop. kms. authentication. signer. secret. provider. zookeeper. connectio
20 <value>#HOSTNAME# : #PORTH, . . . </value>

21 {description>

22 The Zookeeper connection string, a list of hostnames and port comma

23 separated.

24 <{/description>

25 {/property>

26 {property>

27 <{name>hadoop. kms. authentication. signer. secret. provider. zookeeper. auth. type
28 <{value>kerberos</value>

29 {description>

30 The Zookeeper authentication type, " none’ or ’sasl’ (Kerberos).

31 </description>

32 {/property>

33 {property>

34 <name>hadoop. kms. authentication. signer. secret. provider. zookeeper. kerberos.
35 <{value>/etc/hadoop/conf/kms. keytab</value>

36 {description>

37 The absolute path for the Kerberos keytab with the credentials to

38 connect to Zookeeper.
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39 {/description>
40 <{/property>
41 {property>

42 <name>hadoop. kms. authentication. signer. secret. provider. zookeeper. kerberos.
43 <value>kms/#HOSTNAME#</value>

44 {description>

45 The Kerberos service principal used to connect to Zookeeper.

46 {/description>

47 <{/property>

Delegation Tokens

TBD

KMS HTTP REST API

)& Key
BER

[Bash shell] 4liscA#E & HilfLH

?

01 POST http://HOST:PORT/kms/v1/keys
02 Content-Type: application/json

03

04 {

05 “name” . “<key—name>”,

06 ”cipher” . “<cipher>”,

07 “length” : <{length>, //int
08 "material” . “<material>”’, //base64

09 "description” : “<description>”

10 }

W

[Bash shell] 4ii e A E & HilALH

Z

1201 CREATED

2LOCATION: http://HOST:PORT/kms/v1/key/<key—name>
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3Content-Type: application/json

4
51
6 "name” . “versionName”,
7 "material” . "<material>”, //base64, not present without
8GET ACL
}

Rollover Key

HR

[Bash shell] 4iscA#E EiilfLHy

?

1 POST http://HOST:PORT/kms/v1/key/<key—name>
2 Content—Type: application/json

3

4 {

5 "material” . “<material>”,

6 }

B
[Bash shell] 2li s AEFE &S
?

200 OK
1 . . .
2Content*Type: application/json
3

{
4 ” ” ” . ”
5 name . “versionName",
6 “material” . “<material>”, //base64, not present without
GET ACL
7

}
M Key

R

[Bash shell] 4ii e A E & HilALH
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?

1 DELETE http://HOST:PORT/kms/v1/key/<key—name>

i B2
[Bash shell] 4ic A E &Hl4CH
?

1 200 0K
IREL Key Ju#i#E
R

[Bash shell] 4iscA#E EiilfLHy
?

1 GET http://HOST:PORT/kms/v1/key/<key—name>/ metadata

B
[Bash shell] 4li s A& FE &S

?

01 200 OK

02 Content-Type: application/json

03

04 {

05 “name” . “<key—name>”,

06 “cipher” . “<cipher>”,

07 “length” : <{length>, //int
08 "description” : “<description>”,

09 “created” : <millis—epoc>, //long
10 “versions” : <{versions> //int
11}

RENZHT key

R

[Bash shell] 4ii e A E & HilALH

?

1GET http://HOST:PORT/kms/v1/key/<key—name>/ currentversion
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Rz

[Bash shell] 4ic A& E &Hl4CH

?

1200 OK

2 Content-Type: application/json

3

4 {

5 "name” : “versionName”,

6 "material” . “<material>”, //baseb4
7}

A RN 25 B B 24 BT key B

HR

[Bash shell] 2li s A#FE &S

?

GET

1http://HOST:PORT/kms/V1/key/<key*name>/_eek?eek_op:generate&num_keys:<number*of*key

Ty

[Bash shell] 4li s A#FE &L

?

01200 OK

02Content-Type: application/json

03[

04 |

05 ”versionName”

06 7iv”

077<iv>7, //baseb64
08 “encryptedKeyVersion” : {
09 ”versionName” : "EEK”,
10 "material”
11”<material>”, //baseb64

12 }

13 1,

14 A

: “encryptionVersionName”,
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15 “versionName” : “encryptionVersionName”,
16 iy
17744v>7, //baseb4
18 “encryptedKeyVersion” : {
19 ”versionName” : "EEK”,
20 "material”
217<material>”, //baseb4
}
b
]

RN key
-

[Bash shell] 2li s A& A &S
?

POST
;http://HOST:PORT/kms/Vl/keyversion/<versionname>/_eek?ee_op:decrypt
3Content*Type: application/json
o
6 "name” : “<key—name>”,

7 7iv” : Ty, //baseb4
8 "material” . “<material>”, //baseb4

——

Wi J82
[Bash shell] 4l e A EFH & LD

?

1200 OK

2 Content-Type: application/json

3

4 {

5 “name” . "EK”,

6 “material” . “<material>”, //baseb64

71
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IREX Key fRAc
R

[Bash shell] 4z A& E S Hil4LHY
?

1 GET http://HOST:PORT/kms/v1/keyversion/<version—name>

g
[Bash shell] it A& F S HilfLy

?

1200 OK

2 Content-Type: application/json

3

4 {

5 "name” : “versionName”,

6 "material” . “<material>”, //baseb4
7}

JRHL Key Versions

BER

[Bash shell] 4l st A # A &l

?

1 GET http://HOST:PORT/kms/v1/key/<key—name>/ versions

Wi J82

[Bash shell] 4l st A# A &l

?

01 200 OK

02 Content-Type: application/json
03

04 [

05 {

06 "name” : “versionName”,
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07 "material” . “<material>”, //baseb64
08 I

09 {

10 "name” . “versionName”,

11 "material” . “<material>”, //baseb4
12 I

13

14 ]

IKE Key %%

HR
[Bash shell] 4iscA#E EiilfLHy
?

1 GET http://HOST:PORT/kms/v1/keys/names

B
[Bash shell] 2li s A#FE &S

200 OK
Content-Type: application/json

[

”{key—name>”,
”{key—name>”,

O 1 O U1 = W DN =

IREX Keys TTH##E
R

[Bash shell] 4l e A EFH & LD

?

GET
http://HOST:PORT/kms/v1/keys/metadata?key=<key—name>&key=<key—name>, ...
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i B2
[Bash shell] 4ic A& E &Hl4CH

?

01200 OK

02 Content-Type: application/json

03

04 [

05 {

06 "name” : “<key—name>”,

07 ”cipher” . “<cipher>”,

08 “length” : <{length>, //int
09 "description” : “<description>”,

10 “created” : <millis—epoc>, //long
11 “versions” : <{versions> //int
12 I

13 {

14 “name” . “<key—name>”,

15 “cipher” . “<cipher>”,

16 “length” : <length>, //int
17 “"description” : “<description>”,

18 “created” : <millis—epoc>, //long
19 “versions” : <{versions> //int
20 I

21

22 ]

hadoop A|7]:3 =% HDFS XX AR

B RRCAI 22, hadoop B I KIMIE AT e 2 R A2 384k, (BTGB RMB AN RA [2.x), SCRIIIERD LA 3. A0
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$45 hadoop B M WSO 55 =5, 1X BUR B I KA 48 A 235 D0 1, 3B R SGAREEA ST A

Ja WA AR A AT LAPRE E A o

1.HDFS [ P85

ORI
{8 1] HDFS B AT A1)y Hadoop SEFH 0 — 73, th LS 3 FH ) 20 A1 sQOCHF 2 58 HDFS it 78 2 b A%,
HDFS SR % WSt e B A2 Wi e iR .

itk http://hadoop.apache.org/docs/r2.7.2/hadoop-project-dist/hadoop-hdfs/HdfsUserGuide.html
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HDFS Users Guide

« HDFS Users Guide

Purpose
Overview
Prerequisites
Web Interface
Shell Commands

= DFSAdmin Command
Secondary NameNode
Checkpoint Node
Backup Mode
Import Checkpoint
Balancer
Rack Awareness
Safemode
fsck
fetchdt
Recovery Mode
Upgrade and Rollback
DataMode Hot Swap Drive
File Permissions and Security
Scalability
Related Documentation

#E#: HDFS i/ F Mt

http://www.aboutyun.com/forum.php?mod=viewthread&tid=17304

2.HDFS 4155/

SCRET:
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A4 T HDFS [ i 4 S T 4

HDFS Commands Guide

 Owerview
« User Commands
& classpath
dfs
fetchdt
fsck
getconf
groups
IsSnapshottableDir
imxget
oev
oiv
oiv_legacy
snapshotDiff
& wversion
» Administration Commands
e balancer
cacheadmin
crypto
datanode
dfsadmin
haadmin
journalnode
maover
namenode
nfs3
portmap
secondarynamenode
storagepolicies
s zkfc
« Debug Commands
s verify
o recoverLease

[Zh:I

http://hadoop.apache.org/docs/r2.7.2/hadoop-project-dist/hadoop-hdfs/HDFSCommands.html
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HDFS High Availability Using the Quorum Journal Manager

« HDFS High Availability Using the Quorum Journal Manager
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Purpose
Note: Using the Quorum Journal Manager or Conventional Shared Storage
Background
Architecture
Hardware resources
Deployment

» Configuration overview

= Configuration details

= Deployment details

= Administrative commands
Automatic Failover

= Introduction

= Components

= Deploying ZooKeeper

= Before you begin

= Configuring automatic failover
= Initializing HA state in ZooKeeper
= Starting the cluster with start-dfs.sh
= Starting the cluster manually
= Securing access to ZooKeeper

= \erifying automatic failover
Automatic Failover FAQ
HDFS Upgrade/Finalization/Rollback with HA Enabled
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Purpose
Mote: Using the Quorum Journal Manager or Conventional Shared Storage
Background
Architecture
Hardware resources
Deployment

= Configuration overview

= Configuration details

= Deployment details

= Administrative commands
Automatic Failover

= Introduction
Components
Deploying ZooKeeper
Before yvou begin
Configuring automatic failover
Initializing HA state in ZooKeeper
Starting the cluster with start-dfs.sh
Starting the cluster manually
Securing access to ZooKeeper

= Verifying automatic faillover
Automatic Failover FAQ
BookKeeper as a Shared storage (EXPERIMENTAL)
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+« HDFS Federation
e Background
e Multiple Namenodes/Namespaces
= Key Benefits
¢ Federation Configuration
= Configuration:
= Formatting Namenodes
= Upgrading from an older release and configuring federation
= Adding a new Namenode to an existing HDFS cluster
¢ Managing the cluster
= Starting and stopping cluster
= Balancer
= Decommissioning
s Cluster Web Console

[

http://hadoop.apache.org/docs/r2.7.2/hadoop-project-dist/hadoop-hdfs/Federation.html

6. MBI RS

SO

ViewFs (MRG0 SR —FRlor U 2 2 NS0k R Gedn 2250 (B0 namespace ). & 23E% A MR+ 2

A namenode , i L E2 2 namespaces , 1E HDFS

://hadoop.apache.org/docs/r2.7.2/hadoop-project-dist/hadoop-hdfs/Federation.html ) . ViewFs &l T -

Unix/Linux 11 2 481075 ) i 2225 5113

1B

- gt


http://hadoop.apache.org/docs/r2.7.2/hadoop-project-dist/hadoop-hdfs/Federation.html
http://hadoop.apache.org/docs/r2.7.2/hadoop-project-dist/hadoop-hdfs/Federation.html

www.aboutyun.com z AR %3] 4y B F GG B R

AR 1, EA 2 DR Hadoop AL, & — DMEMFES R REBC Al A IR N ar A B 0] WiiR 1 AR

i HDFS 1 H] ViewFs Jyfg—MERHR AL DR dr 426, LU R rT LA LTI 2w i 77 U217

MR

hadoop #i EISC 1 & 4udia e

http://www.aboutyun.com/forum.php?mod=viewthread&tid=17303
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16.HttpFS Gateway
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It 4fE—A> Active/Standby ResourceManager BAIRIEZ, FEBRIXAS, 75 Ak A2 B s i

B OF
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({fail-over can be done by auto/manual)

______ o Standby
ResourceManager

Active
ResourceManager

1. Active RM writes its states
into fookKesper

[ ZooKeeper ] [ ZooKeeper ] [ ZooKeeper ]

ZooKeeper Cluster

JEL Pk

http://hadoop.apache.org/docs/r2.7.2/hadoop-yarn/hadoop-yarn-site/ResourceManagerHA.html
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http://hadoop.apache.org/docs/r2.7.2/hadoop-yarn/hadoop-yarn-site/NodelLabel.html

7.Web N FHARHE
R E A

web N ACHLE Yarn —#B%r. BRNEiE1T/E N Resource Manager(RM)—#4y, {HAZ Al LLEIC B ohis 47 S H LR
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http://hadoop.apache.org/docs/r2.7.2/hadoop-yarn/hadoop-yarn-site/WebApplicationProxy.html

8.YARN Timeline Server
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9.Hadoop: Writing YARN N H
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http://hadoop.apache.org/docs/r2.7.2/hadoop-yarn/hadoop-yarn-site/WritingYarnApplications.html
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http://hadoop.apache.org/docs/r2.7.2/hadoop-yarn/hadoop-yarn-site/YarnCommands.html
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12.Docker Container Executor
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Java . HiSE, IXEEZREEATLUZITANE Y Linux flavor Hiz477E NodeManager ), /R4 itt, YARN container WAZ0i5E
21T job FIr T BN libraries , K435 NodeManager JL=.
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15.YARN Service #F/ift
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http://hadoop.apache.org/docs/r2.7.2/hadoop-yarn/hadoop-yarn-site/WebServicesIntro.html
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http://hadoop.apache.org/docs/r2.7.2/hadoop-yarn/hadoop-yarn-site/ResourceManagerRest.html

3.NodeManager REST API'’s
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4.YARN Timeline Server
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http://hadoop.apache.org/docs/r2.7.2/hadoop-azure/index.html
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http://hadoop.apache.org/docs/r2.7.2/hadoop-openstack/index.html
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http://hadoop.apache.org/docs/r2.7.2/hadoop-auth/Configuration.html
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1 hadoop jar hadoop-streaming—2.7.2. jar \

2 —input myInputDirs \
3 —output myOutputDir \
4 -mapper /bin/cat \

5 -reducer /usr/bin/wc
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http://hadoop.apache.org/docs/r2.7.2/hadoop-streaming/HadoopStreaming.html
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http://hadoop.apache.org/docs/r2.7.2/hadoop-archives/HadoopArchives.html
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