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6 £HFE ss& netstat FITHERFA—HENRE
HLBRBARERFEBLE java BFNBEBERNGE
BAEZEE min_free_kbytes iR E
=ENRE

Rt X O S A RGEE R E R

11
13
15
16

18

18
24
32
37
46

50

50
52
57
65

70

70
75
78
86

89
89



Linux BE15& R0

Linux BEI5EREE ECS IS, MEELERRNSEEZNE
ARISHIESTFLET, FEIhIEmN T H(IGE D BILERNEFZE.
EWEEEIN ECS EaSERNARIEES, BER. EF. B, KR
B ZRRSNMREESE, AXNNEESXHASHE, EAELIEZN
MEd L, IRSET LTRSS I BRRRENSEROANHIER, FEH
JUAN S IR ER B SR PSR B R R AT AR

| BismzsEn SR EHES

RABNRE

1.

2.

B CentOS ZAENER, THRBRENAS, Il fsck —FERE.
RO X=1E, LR inode MERER.
FRAZHENENEZLFTBEIR=ZANESHNEH RS

3.1 FEHENEH (mkinitrd virtio f85%IXF1 ).

3.2 (& grub BE=IF, s=inERERZEM.

3.3 /boot HR TFERZHIREKNHEEE (THEHIX demo, RERFKAZAR

AR, BB IIZIRA boot THY 1386 HRBEBAEHI).
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> BFHERENSEREREHIER

config-4.9.0-7-amdé64
initrd.img-4.9.0-7-amdé64
System.map-4.9.0-7-amd64
vmlinuz-4.9.0-7-amd64

3.4 /boot/grub/device.map EEHAY hda &5k vda,
fstab/grub #9189 uuid A~XF, STLABEEIENA /devivdal XFHZHER .

HERSXSEMEHETKRNHE, TLUXTRE fstab BT, /FIEUTE
MEmmM=n, BERTERERBEEZEERE, uuid —HNSHWEN=R
%, AkAE UUID RYEEZRD T,

/dev/vdal / ext4 defaults 1 1
REFEOR 777 (BB BR 777) BaSHEhEE, & ssh BERE.
I2E TENXENREESZH.

https://yg.aliyun.com/articles/761371

ERRKEEFRHREL, BHEKE, STUEEWNBR FTENXEHE (X4
YEZIREPMZIRAFZEBERNKIIRANTLL), ERHIKT,

/bin /sbin /lib /1ib32 /1ib64 /etc /boot /usr/bin /usr/sbin /usr/lib /
usr/libe4 % HFE X 4Gk

for 1 in /bin /sbin /l1ib /1ib32 /1ib64 /etc /boot /usr/bin /usr/sbin /
usr/lib /usr/lib64 ;do ls -1 $i |wc -1 ;done

FINEHNSEL.

MRBHIREAFE, E2SHEMHREN, W /etc/sysctl.conf LARIGE rc.local

RECE, profile AURE .,

vm.nr_hugepages
vm.min free kbytes


https://yq.aliyun.com/articles/761371

BEMARGRHESEHEEHER < 7

CentOS H9 selinux EEX 4,

# cat /etc/selinux/config
# This file controls the state of SELinux on the system.
# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.
# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.

SELINUX=disabled #EX—fTEA disabled

# SELINUXTYPE= can take one of three values:

# targeted - Targeted processes are protected,

# minimum - Modification of targeted policy. Only selected processes
are protected.

# mls - Multi Level Security protection.

SELINUXTYPE=targeted

root BRH{E

fetc/passwd /etc/shadow ( FBF%& root polikt dbus EXERAFREFEESE, X
Hhz, BIEL (dos2unix).

letclpam.d BERTEEB AT NGRS BIERE, W= WA sys—

tem—auth passwd.

letc/pam.d THFFIENXHEESKN so XF, BEEXNHEEFE, 2AAT/
usr/lib64/security

& Jetc /lib64 /bin /sbin /usr/bin /usr/sbin EEHRA;88 size 5 0 B944,

Jetc/profile /etc/profile.d( T EN %l & ) /etc/bashrc /root/.bash_profile /root/.
bashrc EREMNBRENNERERE.

TEAZRE, ERFEEHER%Z, ZEMRILIRZILT.
EEHTHE—NMREBENREN (EEEN B EZEMEARSE ),

Ubuntu 12.04 B3 & 7£ /etc/login.defs EEABCE T 512 ERASECHAR
S5, WEE0A 0177 BPET,
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> BEFHERENSEREREHIER

configuration error - cannot parse erasechar value

I root [FEHE login kM =i&, BENT.

HABAZARARINLEEXTEE & TR E /etc/pam.d/login.

rom BRE—T, A login X#HixT, FtIE—, ASENEkR, 7.

[root@iZbplcabe6blyx26ikmjie2Z pam.d]# rpm -V util-linux
missing ¢ /etc/pam.d/login
[root@iZbplcabe6lyx26ikmjie2Z pam.dl# rpm -gl util-linux|egrep -vi
"gz |mo | share"

/etc/mtab

/etc/pam.d/chfn

/etc/pam.d/chsh

/etc/pam.d/login

/etc/pam.d/runuser

/etc/pam.d/runuser-1

/etc/pam.d/su

/etc/pam.d/su-1

10. /etc/ssh/sshd_config #8% 2 #40 LoginGraceTime/Allowusers/Permit-

11.

RootLogin,

(B AN FHFIARIETR, LS shadow B FERIEE, BEEMERLER, &
LA BRI ZREIRIEMER T .

ZRIBE—RXAT ssh EHBERXE, IJ&%.

RESRHAHET, TEEIERTEARE?

LFEVRERRZEEFENRIIBINIARFZAE FEMIQE, tLiliEx LiveCD &
chroot t#; BXIFERM ECS RIAFXIR, MEZERAREMASLAIER ISO =&Y


https://yq.aliyun.com/articles/540769

BERRGRHNSEREEFER < 9

DhgE, BBAMfUET EmAVRIEYE? SJLMBME R ELMEHRSEINRE, LU
R, FHERRESE—PIRWIEE, XERIURIT LENRET .

HFL:

TRIFRIT?
BRlLEXLs, BFE—LERNSHL, RINEEFL—E ‘“—RE” & “—

BT (1B O0S izHmArIZE— 1M #sLfl, IEHIEMAIEHRTEERZFHLI N
HiER, AEMeEEES)

~ HUBHF.

h=BEE:

Linux REE NIz BRI M=

BRROBFTEHRSNT ( £iFsshin, 80, 443)
BREROZSHEEN ( fiFsshis. 80, 443)
tcp_timestamps&tcp_tw_recycle2E e
cpuh EST

fstabfcE o] Eh

LI EE S

sshiB 3 AN PR (LR HANBR 777 )
selinux/ 3Bk

hugepage2&aa

iptablesfS R
Jetc/security/limits.confEiSH1E6E
fetc/passwdFSEHEIIRD

Linux REEIEmoEEBEU T TR:


https://help.aliyun.com/document_detail/146752.html

10 > B¥ERSGEHSERSEHSESR

R ER-fsckdES

ESE-#&/inode S

R Bah- RS
RAREn)-HER/sshBFR777

R BEh-fstab/grubiRie
REEBE-selinuxdEil

REFEB-sysctimZzE# hugepage&minfreetiil
vncBiiE-sshdconfigEi E 465

vnc - passwd/shadow &=L & FF4a:]
vncEi - pam.d & ELE R

vnc B -85 B R0size 34
vncEibE-profile/bashrctEill

vncEi - 2 el

OS S¥UBEMZA ; https://public-beijing.oss—cn—beijing.aliyuncs.com/oos/caiji.sh

OS AL lZs github $%3% . hitps://github.com/huigher/os—performance—optimization

OS e B A~ OSS $% 1. https://xiaoling—public.oss—cn—hangzhou.aliyuncs.

com/os_performance_optimization.py

OS B % 18 8 B A& https://public-beijing.oss—cn—beijing.aliyuncs.com/oos/

00S_noak.sh


https://public-beijing.oss-cn-beijing.aliyuncs.com/oos/caiji.sh
https://github.com/huigher/os-performance-optimization
https://xiaoling-public.oss-cn-hangzhou.aliyuncs.com/os_performance_optimization.py
https://xiaoling-public.oss-cn-hangzhou.aliyuncs.com/os_performance_optimization.py
https://public-beijing.oss-cn-beijing.aliyuncs.com/oos/oos_noak.sh
https://public-beijing.oss-cn-beijing.aliyuncs.com/oos/oos_noak.sh

grub.conf XHRBWEE=TELD < 11

&7 /boot/grub/grub.conf #iEz, RFEBNFEHN grub Kz (CentOS 6.8),
1. find /boot/grub/stage,
£ (hd0,0).

2. HA—TAZAIERIRA Is | /boot X%

[rootP(none) grubl# ls -1 sboot

total 58848

ru-r--r . 1 root root 188183 2816 config-2.6.32-642 .elb6.
d 1 root root t A Fa conf ig-2.6.3Z2-696 y

|
xr-x. J root root
I

? root root
1 root root 8356896 2817 initramfs-2.6.32-642 . elbo.xB6_64.1im

root root 1843243F 8 2817 initramfs-2.6.32 3.2.el6.xB6_6

root root
root root

root root
root root

root root

root root
ook 3

3. FomRE grub, BIREE,

grub> root (hd0,0) #RRMAXES—HERNSE 1 MHX ZENFRIEE £ind HRAH
X

grub> kernel /boot/vmlinuz-2.6.32-696.3.2.el6.x86 64 ro root=/dev/vdal # f5
PFRZBERRRAX, IR ro 2R

grub> initrd /boot/initramfs-2.6.32-696.3.2.el6.x86 64.1img #7588 initramfs
B2 B R G hHIR 5N

grub> boot # B IHEIEEHNERS, WRE reboot RETERENRFKT, NIANEERK
g

MRREIRENNE, BDIRINED, HAFRGAEREHERESF .



12 > grub.conf XHERBEHBEET ELN

4. mount —e remount,rw / BFiESES XML,
5. service network restart,
ANSRIZ7 eth0 eth1 K, ifconfig EARZIN-KANE
6. Ismod |grep net,
ET virtio_net XM IRNBEIRE, WIREEINE (NEIREELRLLEE).

7. insmod /lib/modules/2.6.32-696.3.2.el6.x86_64/kernel/drivers/net/virtio_

net.ko.
8. EBMEIRS, E~MET.

9. Effssh, WANRMARSE grub.conf, BEIl—Hidk, FRAERZEXH
grub ¥,

2% hitps://yqg.aliyun.com/articles/203048



https://yq.aliyun.com/articles/203048

T5PbR A strace B ELRRINME < 13

R ERRIREALEZEEN, LRRREDERIHEER,

idev: starting version 147
piix4_smbus 8888:80:81.3: SMBus Host Controller at 8x788, revision 8
0K 1
etting hostname iZbplefS5Ss jamSrbmby?k3xZ: [ 0K 1
Setting up Logical VUolume Management: [ 0K 1
hecking filesystems
hecking all file systems.

[/sbin/fsck.ext4 (1) -- /1 fsck.ext4 -a s/dev/vdal

dev/vdal: clean, 66188,3932168 files, 1198438,15728128 blocks
[ 0K 1

emounting root filesystem in read-write mode: [ OK 1
ounting local filesystems: [ OK 1

“hgrp: invalid group: ‘utmp’

chown: invalid user: ‘root:root’

Enabling setc/fstab swaps: [ 0K 1

RIERIBEREKRE, ERAEANEW user Blaldl, TBEREE.

1. H£E chroot ?1F ihave no name, XEABFHEE0IM T, IRBERFEARRD
THAXEEHERE.

2. strace IREE—F chroot B9id#2, B TFEKAINIE,

strace -F -ff -t -tt -s 256 -o ch.out chroot /mnt
grep -i "no such" ch.out.pid |grep "so"



14 > ISWFIFA strace B ELRIHE

3. EEMNMAAIRE GUHHANE ),

1 ro

1 root root

4. WARZK EETHEER libnss files—2.12.s0, ZitFEN—,

ifconfig ethl < M IP> netmask < b >
route add default gw < M3 IP>

5. INEZYULENT, KEN—1EMRARIARIE.




NG PAM RERESR <

o PAM FMLHREF

J—

Q)RR . ssh LB, BEBRRIBLIEEM root, 127 login in...

iEd ssh AXNERRSR, EEERATELERE,

cat /var/log/secure

15

Jun 2 09:26:48 iZbplbegszlx269nxhtip4Z login: FAILED LOGIN 1 FROM ttyl FOR

root, Authentication failure

L2 login WIFRRAY A — S EEX N AIBCE G /etc/pam.d/login,.

# cat /etc/pam.d/login

#%PAM-1.0
auth required pam succeed if.so user != root quiet

auth [user unknown=ignore success=ok ignore=ignore default=bad] pam_

securetty.so

auth substack system-auth

auth include postlogin

account required pam_nologin.so

account include system-auth

password  include system-auth

# pam_selinux.so close should be the first session rule
session required pam_selinux.so close

session required pam_loginuid.so

session optional pam_console.so

# pam_selinux.so open should only be followed by sessions to be executed in

the user context

session required pam_selinux.so open

session required pam_namespace. so

session optional pam_keyinit.so force revoke
session include system-auth

session include postlogin

-session  optional pam_ck connector.so

Heh—1TRFRARIERIEER, JLEUSHERERE,

auth required pam succeed if.so user != root quiet



16 > CentOS BREEMREHRIKLI T

ZHERGEE, FE ctrl +c AREHE, W

] m;t
mea-pn.
B sshiyfroor sresiemamag g

106.208.178:22
| R EEm 2 AEEREse,

Argument list too
ec/grepconf.
»’usr/bm'rr

fusr/bin/id: Argument list too lr-nq
‘usr/libexec/grepconf.sh: Argument list
Jusr/bin/tty: Argument list too Mnu
Jusr/bin/id: Argument list too

[: : integer expression ex C
Jusr/bin/id: Argument list Luo1 g
Jusr/libexec/grepconf.sh: Argument list
/usr/bin/tty: Argument List too 1
fusr/bln/id: Argu

usr/bin/t l_y: ‘fnr gument




CentOS BRFEMEREHKRT < 17

letc/profile BEE source /etc/profile SIFEIEFR, iFFEEITT,




Linux TEgg[a)R :

Linux MBI HIETGE—BERRAEENEEARN “OLZ287,
CPU t®a#i 5B AEEFEANHE; EFEH OOM (Out of Memory) R&
—IKIBIERAEDE, MmRBRIFBEBRNSFOASE-EMRE, MmiXL
x4 DA ST RIIREMRE T, AXOSHEZERBIINRAER
N REMRERRAITRA D, FHEE— LSBT S R

I 2 Linux E#l Load &Y “ITiX|

BERRIRMEIIN—& ECS EEitD load S, INLSREHRELF, T2
HNAERHTAREERN, EERAKRERS"?

E7H5 Linux M load &, FHERBE Linux top a5 Load FIE X,

Load average BI{EM TR

EEH top SR BRFLEHMINIE, TUIEE Load averages FE&, BRX
FERHAZRERT CPUNEILIEE, MEEERRERAE.

Load averages X{EZM /proc/loadavg FIRENAY.



3 Linux B Load &9 “7tX” < 19

0.00 0.01 0.05 1/161 29703

BMENE XK H .

lavg_1 (0.00) 1- M4hFHHE

lavg 5 (0.01) 5- H4hEHHREH

lavg 15(0.05) 15- 6z

nr_running (1) ZEXFENZ], BTAIIMNTSHEE, 5 /proc/stat # procs_running &Kix
HRER, XMER YA TETHRZEENR (#E, &8,

nr_threads (161) AEXMNZ, ZRAPEROTSNNE (FEEETELERNES), BXD
HERTENFERGTHARTREN RNNE,

last_pid(29703) RGHELIEHNHIZN pID, BERERHE, WLRE,

BgLaIEREA cpu, NEA crpu BB FIESEAN 0.00/2=0.00

WNR{REEF load average #/E2Z 10, NFRIFFEE 10 MEERETHEFTRKS.
BURRERFZERESNREER CPU FERXEAMRME, ERBMBEM CPU FIFERR
=, BEAXRmEREEREXR.

RRD S KT IX— R

static int loadavg proc_show(struct seq file *m, void *v)

{

unsigned long avnrun[3];
get_avenrun (avnrun, FIXED 1/200, 0);

seq printf (m, "%$lu.%021u %lu.%021u %lu.%021u %1d/%d %d\n",
LOAD_INT (avnrun[0]), LOAD_ FRAC(avnrun[0]),
LOAD_INT (avnrun[1]), LOAD_FRAC (avnrun[1]),
LOAD INT (avnrun[2]), LOAD FRAC (avnrun([2]),
nr running(), nr threads,
task active pid ns(current)->last pid);

return 0;

}

Load BIITE &L
static unsigned long
calc load(unsigned long load, unsigned long exp, unsigned long active)
{
load *= exp;
load += active * (FIXED 1 - exp);
return load >> FSHIFT;

}

/*
* calc_load - update the avenrun load estimates 10 ticks after the

* CPUs have updated calc load tasks.
*/
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void calc_global load(void)

{
unsigned long upd = calc_load update + 10;
long active;

if (time before(jiffies, upd))
return;

active = atomic_long read(&calc_load tasks) ;
active = active > 0 ? active * FIXED 1 : 0;

avenrun[0] = calc_load(avenrun[0], EXP 1, active);
avenrun[1l] = calc_load(avenrun([1l], EXP_5, active);
avenrun[2] = calc_load(avenrun[2], EXP_15, active);

calc_load update += LOAD FREQ;

/*
* These are the constant used to fake the fixed-point load-average
* counting. Some notes:

* - 11 bit fractions expand to 22 bits by the multiplies: this gives
* a load-average precision of 10 bits integer + 11 bits fractional
* - if you want to count load-averages more often, you need more
* precision, or rounding will get you. With 2-second counting freq,
* the EXP n values would be 1981, 2034 and 2043 if still using only
* 11 bit fractions.
&/
extern unsigned long avenrun|]; /* Load averages */
extern void get_ avenrun(unsigned long *loads, unsigned long offset, int
shift) ;
#define FSHIFT 11 /* nr of bits of precision */
#define FIXED 1 (1<<FSHIFT) /* 1.0 as fixed-point */
#define LOAD FREQ (5*HZ+1) /* 5 sec intervals */
#define EXP 1 1884 /* 1/exp(5sec/lmin) as fixed-point
2
#define EXP 5 2014 /* 1/exp(5sec/5min) */
#define EXP 15 2037 /* 1/exp(5sec/15min) */

#define CALC LOAD(load,exp,n) \
load *= exp; \
load += n* (FIXED 1-exp); \
load >>= FSHIFT;

MXPRHEHFITLUEE], RZITE load XRBH2—FBBIIMNEL, Linux BIFR
FLHIBEITINIINFERE, FEIEMNE: JiETHEERELTIETIIIN
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2, FARIELERIETHHRE. BNAEREIREZ TASK_RUNNING 2#& TASK_
UNINTERRUPTIBLE.

Linux RIZEX—MKE S 3 BIFEE avenrun, NEFRVE 11 B FFRREDN
INEIERSY, B 21 URT I IEEEIER D . SIHAEATIERY CPU RYEl B CPU £ 5
MWRBEBIRERINTE AT, RiZitE LRR=" 103, QFARLH 0.

BRER SENRBIES RSB loadl . load5 1 load15, BRAT—1
HENZIZIRET, AZES TENESHERE.

load1 —=load1 — exp(=5/60) =+ n (1 - exp(-5/60))
load5 —= load5 = exp(=5/300) + n (1 — exp(=5/300))
load15 = load15 exp(=5/900) + n (1 — exp(=5/900))

Hep, exp(x) B e B xiX&, n AHEENEITIIRIRE,

RS load BEAETFIEITIATIRIHEE

URIERVAE, BRMIELPEETERRERSNRZRER CPU ERERAMRIE,
FERHREM CPUFMAXRRS, XWERBEERXR, WOUBMASRITHRLET
E1TRAFIRYIHAZDE?

BhR 1s #it—ixX

#!/bin/bash

LANG=C

PATH=/sbin:/usr/sbin:/bin:/usr/bin

interval=1

length=86400

for i in $(seq 1 $(expr ${length} / ${interval}));do
date

LANG=C ps -eTo stat,pid,tid,ppid,comm --no-header | sed -e 's/* \*//' |
perl -nE 'chomp;say if (m!”*\S*[RD]+\S*!)'

date

cat /proc/loadavg

echo -e "\n"

sleep ${interval}

done
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MG RRVEER T LB .

at Jan 20 15:54:12 CST 2018

D
D
D
D
R
D
D
D
D
D
D
D
D
D
D
D
D
R
D
D
D
D
R
D
D
D
D
D
D
D
R

958
959
960
961
962
963
964
965
966
967
968
969
970
971
972
973
974
975
976
977
978
979
980
983
984
985
986
987
988
989

958
959
960
961
962
963
964
965
966
967
968
969
970
971
972
973
974
975
976
977
978
979
980
983
984
985
986
987
988
989

957 nginx
957 nginx
957 nginx
957 nginx
957 nginx
957 nginx
957 nginx
957 nginx
957 nginx
957 nginx
957 nginx
957 nginx
957 nginx
957 nginx
957 nginx
957 nginx
957 nginx
957 nginx
957 nginx
957 nginx
957 nginx
957 nginx
957 nginx
957 nginx
957 nginx
957 nginx
957 nginx
957 nginx
957 nginx
957 nginx

11908 11908 18870 ps

Sat Jan 20 15:54:12 CST 2018
25.76 20.60 19.00 12/404 11912
D AT F T HBEIR IR

E: R RREBTHHBAT,

£ load Lt ESMIATR, BREM nginx &F R FHE D RE, 4 2E
BXER,

FHITTX|

REMRLEKREK share — & CPU ERERIERSHIEIZ/NIA .

#!/bin/bash

LANG=C

, MEAEE

RERLEIR

PATH=/sbin:/usr/sbin: /bin:/usr/bin

B load -
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interval=1

length=86400

for i in $(seq 1 $(expr ${length} / ${interval}));do

date

LANG=C ps -eT -o%cpu,pid,tid,ppid,comm | grep -v CPU | sort -n -r | head -20
date

LANG=C cat /proc/loadavg

{ LANG=C ps -eT -o%cpu,pid,tid,ppid,comm | sed -e 's/* *//' | tr -s ' '
grep -v CPU | sort -n -r | cut -d ' ' -f 1 | xargs -I{} echo -n "{} + " &&
echo '0'; } | be -1

sleep ${interval}

done

fuser -k $0



24 > OOM killer 2t A RI

| oOM Kkiller Eiittan L8

(e R iEIA
FFRHIECHIRS S CPU ER—IHZIRATE, BNEREE, F—iH2KLs

ENHTE, ERFNEECRE[BEE, FERARSTHFENFLRR,

I FAAHE, RI cpu WMXEFMSEHETEFRRFLEITRET OOM (out
of memory) HIEIR, FitA T oom—kiler iEaHI. EERPHREZXNEL, A
NEERSBENRESHT cpulE, M epu IABNEHT oom BERIEE. 1B
FEXT T cpu FHEFl oom ENERIXME L, EFRINFIIFTE2ERNTE.

TEHIVEFEIX oom IT RS BERIFRERIFER cpu FHEF0 oom ZEIFIERKX R,

MR SR

1. WEELR

EREHEZR], FANERIR—T linux RZRIRFEE.

1.1 IAERPES
(1) Page @
IR/ (SUERTT RFPHET, MREAFN EEBT .
(2)Zone X
(a) XKFENRRA:

BB RS REEXF AN FBAE/T DMA (direct memory access)
B1E,



OOM killer 23R < 25

E—ERET, KEMEAFREAZTSUHNENREFEELRN, XHSH
BLYEARFIRE AR AR ERZAY b IE =S E)

XA Db REZEU EERNREARIERN.
(b) XA9FRE

ZONE_DMA—XPMXBEHY page IJLAIT DMA #21F. XED XBHIK
/O CPU ZRMBEX, 1 x86 2R, Zafn XIEA/NRSI/ 16MB.

ZONE_DMA32—Z1{lF ZOME_DMA, XMt B8 ETLAIT DMA #
YERY page. IZXEREFET 64 MNESTF, B 32 MANRSE I,

ZONE_NORMAL—XNMXBE o LAE FgT 2 it itz 8y page, =&
RWXNMXEETKRT DMA F HIGHMEM LASMORTF. T2 RZIREERY
AN X7,

ZONE_HIGHMEM—XPMXBE/IZ high memory, tHHEEBBLEAEEH K
A BRETE A izttt ZS(B)AI T,

32 A x86 ZRIYPFE=MAFXE, ZONE_DMA, ZONE_NORMAL,
ZONE_HIGHMEM, tRIEHEIEZSERISAIARE, = DEERIAR/NA—FF.

1) 1G W1Z=8) /3G AF=(E]

ZONE DMA < 16M
ZONE_NORMAL |16M~896M
ZONE_HIGHMEM |> 896

2) 4G Wtz=(8] /4G P =(E]

ZONE DMA < 16M
ZONE_NORMAL |16M~3968M
ZONE_HIGHMEM [> 3968M

64 MINRFHTIUENNIRS, FFHE highmem X, FrlLA 64 15
ZHFEIIXE DMA, DMA32 #1 NORMAL =1 X,
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> OOM killer 2K

ZONE_DMA < 16M
ZONE _DMA32 [16M~4G
ZONE_NORMAL > 4G

1.2 RSB RNTFEREE

THEAZDERFAMZLORHZ—, ERDE 2 AY order X7 MELAIVIER
Rz, FRE—RANZEbIHRE] .

unsigned long  get free pages(gfp t gfp mask, unsigned int order)

Rz ENRFESERHMARTEEANAEREENTREASE—1 ofp_

mask 234,
Hrh ofp KERMFEFA LEAINGFESECRE _ get_free_pages().

gfp_mask T A3 B =F. 17 818165 (action modifier) , X 1&1H 5 (zone
modifier) F12E8Y (type )o

(1) TAEMFRAREBENZZNESENFN. (ko EREFENE
LUBITHE 0, EFILUHITNHRSIRIE, AZERTLUER (sleep)

(2) XEMFFIEERFHEMABNXEDE.

\_

(3) RAEZRFTHEMFHNXEMMFESZENT. E—LHENREFIED
BT, HITEFE2RITEES NMTHEIFHIXERTE, M type #2
HNXEEEHE, BABENTABINFMXENFHESS T —

XHFERERBIRE— type ST AT .

RE type FrURAIE XEILISE T EAVERE:

= e

FEZM oom killer R EIHRIRF SN —PABIRE, RIKEAE
—F.
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nginx invoked oom-killer: gfp mask=0x200daKorder=0Noom score adj=0
nginx
cpuset=601la7fl2baclc4592ce41407bb41d49836197001a0e355£5a1d9589e4001e42
mems_allowed=0
CPU: 1 PID: 10242 Comm: nginx Not tainted 3.13.0-86-generic #130-Ubuntu
Hardware name: Xen HVM domU, BIOS 4.0.1 12/16/2014
0000000000000000 ££££880070611a00 fEfEfEf£fff8172a3b4 ££££88012af6c800
0000000000000000 f£££880070611a88 fEfffffff8172495d ffffff£f£81069b76
f£££880070611a60 ffffffff810cabac ££££88020£££7e38 0000000000000000
Node 0 DMA free:15908kB min:128kB low:160kB high:192kB active anon:O0kB
inactive anon:0kB active file:0kB inactive file:0kB unevictable:0kB
isolated(anon) : 0kB isolated(file) : 0kB present:15992kB managed:15908kB
mlocked:0kB dirty:0kB writeback:0kB mapped:0kB shmem:0kB slab
reclaimable:0kB slab_unreclaimable:0kB kernel stack:0kB pagetables:0kB
unstable:0kB bounce:0kB free cma:0kB writeback tmp:0kB pages_scanned:0 all
unreclaimable? yes
lowmem reserve[]: 0 3746 7968 7968
Node 0 DMA32 free:48516kB min:31704kB low:39628kB high:47556kB active
anon:3619272kB inactive anon:216kB active file:556kB inactive file:1516kB
unevictable:0kB isolated(anon) : 0kB isolated(file) : 0kB present:3915776kB
managed:3836724kB mlocked:0kB dirty:4kB writeback:0kB mapped:324kB
shmem:1008kB slab reclaimable:67136kB slab_unreclaimable:67488kB kernel
stack:1792kB pagetables:14540kB unstable:0kB bounce:0kB free cma:O0kB
writeback tmp:0kB pages scanned:7365 all unreclaimable? yes
lowmem reserve([]: 0 0 4221 4221
Node 0 Normal free:35640kB min:35748kB low:44684kB high:53620kB active
anon:4019124kB inactive anon:292kB active file:1292kB inactive_file:2972kB
unevictable:0kB isolated (anon):0kB isolated(file) :0kB present:4456448kB
managed:4322984kB mlocked:0kB dirty:24kB writeback:4kB mapped:1296kB
shmem:1324kB slab reclaimable:81196kB slab unreclaimable:83432kB kernel
stack:3392kB pagetables:20252kB unstable:0kB bounce:0kB free cma:O0kB
writeback tmp:0kB pages scanned: 7874 all unreclaimable? yes
lowmem reserve[]: 0 0 0 0
Node 0 DMA: 1*4kB (U) 0*8kB 0*16kB 1*32kB (U) 2*64kB (U) 1*128kB (U)
1*256kB (U) 0*512kB 1*1024kB (U) 1*2048kB (R) 3*4096kB (M) = 15908kB Node
0 DMA32: 1101*4kB (UE) 745*8kB (UEM) 475*16kB (UEM) 263*32kB (EM) 88%64kB
(UEM) 25*%*128kB (E)12*256kB (EM) 6*512kB (E) 7*1024kB (EM) 0*2048kB 0*4096kB
= 48524kB
Node 0 Normal: 5769*4kB (EM) 1495*8kB (EM) 24*16kB (UE) 0*32kB 0*64kB
0*128kB 0*256kB 0*512kB 0*1024kB 0*2048kB 0*4096kB = 35420kB
Node 0 hugepages total=0 hugepages free=0 hugepages surp=0 hugepages
size=2048kB
2273 total pagecache pages
0 pages in swap cache
Swap cache stats: add 0, delete 0, find 0/0
Free swap = 0kB
Total swap = 0kB
2097054 pages RAM
0 pages HighMem/MovableOnly
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> OOM killer 2RI

33366 pages reserved

[ pid 1] uid tgid total wvm rss nr_ptes swapents oom score_adj name
[ 355] 0 355 4868 66 13 0 0
upstart-udev-br

[ 361] 0 361 12881 145 28 0 -1000
systemd-udevd

[ 499] 0 499 3814 60 13 0 0
upstart-socket-

[ 562] 0 562 5855 79 15 0 0
rpcbind

[ 644] 106 644 5398 142 16 0 0 rpc.
statd

[ 775] 0 775 3818 58 12 0 0
upstart-file-br

o (EAEEE)

[10396] 104 10396 21140 12367 44 0 0 nginx
[10397] 104 10397 21140 12324 44 0 0 nginx
[10398] 104 10398 21140 12324 44 0 0 nginx
[10399] 104 10399 21140 12367 44 0 0 nginx

Out of memory: Kill process 10366 (nginx) score 6 or sacrifice child
Killed process 10366 (nginx) total-vm:84784kB, anon-rss:49156kB, file-
rss:520kB

FERE—TFE—1T, B©EET oom killer EHIEAANIEE.,

nginx invoked oom-killer: gfp mask=0x200da, order=0, oom score adj=0

order=0 FIFFEAIMERPINEFHRNEZ L, B nginx 5K T 289 0 XA IX
LZA page HIATE, B#E—1 page, HEIRE 4KB,

gfp_mask FIFREFE bit {fXERAIZ zone mask, HELRiREIERENTFERIZAMIE
MXRDHD

Flag value Description
0x00u 0 implicitly means allocate from ZONE_NORMAL
_ GFP_DMA 0x01u Allocate from ZONE_DMA if possible
_ GFP_HIGHMEM 0x02u Allocate from ZONE_HIGHMEM if possible

(XEBBE—SFETE, H64UlIx86 RFEH, &i%A highmem X/, 64 £
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ZEZHHI normal XFEXIR_EFHHT highmem X )

EARZEFF, zonemask 2 2, HBELZ1X nginx IETEM zone — normal (64 i
%) PiEkAF,

EARSARIE XA T

#define _ GFP_WAIT 0x10u /* Can wait and reschedule? */
#define _ GFP_HIGH 0x20u /* Should access emergency pools? */
#define _ GFP_IO 0x40u /* Can start physical IO? */

#define  GFP_FS 0x80u /* Can call down to low-level FS? */
#define _ GFP_COLD 0x100u /* Cache-cold page required */

#define _ GFP_NOWARN 0x200u /* Suppress page allocation failure warning
Y

#define _ GFP_REPEAT 0x400u /* Retry the allocation. Might fail */
#define _ GFP_NOFAIL 0x800u /* Retry for ever. Cannot fail */
#define _ GFP_NORETRY 0x1000u /* Do not retry. Might fail */

#define _ GFP_NO_GROW  0x2000u /* Slab internal usage */

#define _ GFP_COMP 0x4000u /* Add compound page metadata */
#define _ GFP_ZERO 0x8000u /* Return zeroed page on success */
#define _ GFP_NOMEMALLOC 0x10000u /* Don’t use emergency reserves */
#define  GFP_NORECLAIM 0x20000u /* No realy zone reclaim during
allocation */

FRUAFAISRIX N AEFBEXREE XL MRS : GFP_NORECLAIM, GFP_FS,
GFP_IO, GFP_WAIT, #2ILBRIEZRILMRE, BPAFKMNXMEXRAHA
SBOEE? #KEETE, JUBERITENER:

Node 0 Normal free:35640kB min:35748kB low:44684kB high:53620kB active
anon:4019124kB inactive anon:292kB active file:1292kB inactive file:2972kB
unevictable:0kB isolated(anon) :0kB isolated(file) :0kB present:4456448kB
managed:4322984kB mlocked:0kB dirty:24kB writeback:4kB mapped:1296kB
shmem:1324kB slab reclaimable:81196kB slab unreclaimable:83432kB kernel

stack:3392kB pagetables:20252kB unstable:0kB bounce:0kB free cma:0kB
writeback tmp:0kB pages scanned: 7874 all unreclaimable? yes

TJLAEZ) normal X free IAZERA 35640KB, tEERESGIFHIR/IME (min) iR
ZE], XEKE application EELEBNRZFRBIANEFT, FERKSH
15/350 oom Killer SREMRFAFIES .
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> OOM killer @i &R

EXEHNMZE—T—1MEINRK, EBASIASMET oom killer FIHIZFZE
[EJREAVSERMRE, EEUNFEANIX NI FHAYX A nginx i#i2. ELSEHEH invoke
oom killer X MNARBIHMETERE—1EEE, BAEMYA / HEZEK
RENEFEAR, MXA invoke oomkiller BIHEIGIHFEL R AR T — N2 BECA
FHBEKRME. ERARFELEFTENERT, HU—TAFEREBITEM K
oom killer 89/350.

oom killer IR ERFMNBATEEHIREIRZZE], RZSEEIERET
RENTIE, LLINTEESMHERN oom D&, NMHIELERIES RIEIHE
HINBEF BT AR —FEIIE:

[ pid 1] uid tgid total vm rss nr_ptes swapents oom score_adj name
[ 355] 0 355 4868 66 13 0 0
upstart-udev-br

[ 361] 0 361 12881 145 28 0 -1000
systemd-udevd

[ 499] 0 499 3814 60 13 0 0
upstart-socket-

[ 562] 0 562 5855 79 15 0 0
rpcbind

[ 644] 106 644 5398 142 16 0 0 rpc.
statd

[ 775] 0 775 3818 58 12 0 0

upstart-file-br

[10396] 104 10396 21140 12367 44

0 0 nginx
[10397] 104 10397 21140 12324 44 0 0 nginx
[10398] 104 10398 21140 12324 44 0 0 nginx
[10399] 104 10399 21140 12367 44 0 0 nginx

KB, — nginx HIERIRTIENERRTFIEDRMRIEATE .

Out of memory: Kill process 10366 (nginx) score 6 or sacrifice child
Killed process 10366 (nginx) total-vm:84784kB, anon-rss:49156kB,
file-rss:520kB
BEAOIEHITRNTERE, REEVE5), BREIIEFE /1TEERK, XMS
T cpu fERTEIATURENF, LIIEE. BX—1) TIEESRNZERZTEF

ﬁg

dit



OOM killer 2%t Rl < 31

Bk, PRUARFEE SRS mnHiE EAAREISENRE ., XLRNEH
=HY cpu BRZEERRY, MAZRFLS

AP ERRAZBREINXNNER, BUVSHEERIEN, KLY
EPMISAERKRERAE, MRRAEEZENEHEFENRISHANET
=K, EWAFPTRAFRER oom FUBRKEE, FN™ER oom BRED
E5IREZBRRAT.
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Be WEIRE, RRNRFERRMAERE (B EZEHMNMI).

%= 4., Available memory (2h)

85

Available memory [Af&E] 1.59 GB 759.46 MB 2.21 GB 3.8

Available memory (2h)

Fi3

Available memory 3 @B MB 4.43 GB
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1. BlER%, ERBPSEERTFOE.

top %M

top - 16:52:54 up & days, 2:23, 2 users, load average: 8.88, 0.08, 8.8
Tasks: 82 total, 1 running, 81 sleeping, @ stopped, 8 zombie

Cpuls): B.3%us, ©.3%sy, ©.8%ni, 99.3%id, ©.0%wa, @,0%hi, ©6.0%si, 8.8%st
Mem: 994.727M total, B855.582M used, 139.145M free, 229.406&M buffers

Swap: 8.9e0k total, 8.088k used, 0.000k free, 3B4.578M cached

I RES SHR § %C COMMAND
F87 root z28 8 1994m b57m 4428 S5 ©.3 5.8 &41:49.87 java
22368 root 20 @ 124m 13m 8648 S 8.8 1.3 13:46.94 AliYunDun
833 root 28 8 245m 5640 1812 5 0.8 8.5 B:14.31 rsyslogd
1154 root 28 e 193m 5392 1332 5 0.8 0.5 1:18.34 snmpd
27924 root 28 @ 97840 3956 2992 S 0.8 0.4 0:80.85 sshd
28786 root 20 @ 7B14@ 3636 2516 S @.8 @.4 B:00.80 sendmail
28712 root 20 @ 78136 3632 2516 S 8.¢ 0.4 D:00.80 sendmail
28717 root 28 B 78140 3632 2516 S 0.0 0.4 P:80.80 sendmail
28723 root 20 @ 78148 3632 2516 S @.0 @.4 B:90.80 sendmail
28729 root 20 B 78136 3628 2516 5 0.0 0.4 P:00,00 sendmail
1326 root 28 ® BléB4 2772 21890 S 0.8 0.3 8:08.846 login
222690 root 20 @ 24612 2652 2032 S @.8 ©.3 3:57.48 AliYunDunUpdate
28687 root 28 @ 136m 2172 1884 5 0.8 8.2 f:8@.088 crond
28688 root 28 B 136m 2172 1884 S 0.0 0.2 B:88.88 crond
28689 root 28 B 136m 2172 1884 S ©.0 0.2 P:80.90 crond
28699 root 20 @ 136ém 2172 1@84 S @.¢ @.2 P:80.00 crond
28691 root 28 B 136m 2172 1884 S ©.0 8.2 P:80.080 crond
free -m
[rootls ™= ™ «F «1¥ free -m
total used free shared buffers cached
Mem: 994 855 139 ] 229 384
-/+ buffers/cache: 241 753
Swap: ] _ B ]
atop

E THWESHES (cat /proc/meminfo B LIERI— L IR ERGEE ).
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2. KW cache #1.7G, slabIEES, 4.4G, slab ATFEREBMHENZEERS HHHY.

£ slabtop #4251 .

Total Objects sed) : 188
/ Total Slabs ) : 1879914 /
/ Total Caches
(% used)
/ Maximum Object

proc_inode_
dentry
buffer_head
TCP
radix_tree_node
inode_cache
ext4_inode_cache
task_struct

kmem_cache

eventpoll epi
size-1082

eventpoll pwq

- g

on_vma_
_delay_info
size-64
ext3_inode_cache
ighand he

selinux_inode security
cfq_gueue
shmem_inode_cache
names_cache

tep.biod, bucket

g7




root
root
root
raot
root
root
root
root
root
root
root
root
root
root
root
root
root
root

BHRSHAFEMILTY <

£

EZ| proc_inode_cache FFRN&RZ, X1FER proc XHRESEY inode 9

S AAY.

giiE, BEHERS,

ps -eLf

SR TRIE

22260
22260
22260
22268
22360
22368
23360
21368
22368
22369
22369
22369
22300
22368
22360
22368
22360
22368

HMEBHRRBERRER R R R ERE pE e

2268
2226F
22263
22264
22368
22361
22362
21375
22376
22377
22378
2379
22380
22381
22382
22383
22384

5264

1+8 socket,

CEOPOCAA DD D DD O

: ([REERSK,

4 Aughz
4 Aug@dl
4 Augh2
& Augll
14 Aug@?
14 Auglz
14 Auge?
14 Augez
14 Aug@2
14 Augez
14 Aug@?
14 AugBz
14 Auge2
14 Aug@?
14 Augl2
14 hugl2
14 Augl2
14 Aug@3d

TS A M e ST Ao

BELE, JUBITN TSR TRE.

ERNHT EERRE

RxhFeiRBA )

B8:88:84 fusr/locel/aegis/aegis_update/AliYunDunlpdate

BE:@8:48 fusr/local/aegis/aegis_update/AlivunDunUpdate

@8:82:43 Jfusr/locel/segis/aegis_update/AliYunDunlUpdate

e@:ee:29 fusr/lecal/aegis/aegis_update/AlivunDunUpdate

Jusrflocal/eegis/aagis_client/aegis_1@_27/AlivYunDun
fusr/local/aegis/aegis_client/aegis_18_27/AliYunDun
fusr/local/eegis/aegis_client/aegis_1@_27/AliYunDun
BB:88:41 fusr/local/aegis/aegis_client/aegis_18_27/ALivunDun
88:92:21 fusr/locel/eegis/aegis_client/megis_1@_27/AliYunDun
80:98:38 fusr/local/aegis/aegis_client/aegis_18_27/AlivunDun
BB:88:83 fusr/local/aegis/aegis_client/aegis_1@_27/AliYunDun
fusrflocel/aegis/aegis_client/aegis_18_27/AliYunDun
fusr/local/esegis/aegis_client/aegis_1@_ 27/AliYunDun
fusr/local/aegis/aegis_client/aegis_1@_27/AliYunDun
fusrflocal/aegis/aegis_client/aegis_18_27/AliYunDun
fusr/lecal/aegis/aegis_client/aegis_18_27/AliYunDun
fusr/local/segis/aegis_client/asgis_1@_27/AliYunDun
@8:88:13 /usr/local/aegis/aegis_client/aegis_18_27/AliYunbun

11 /proc/22360/task/*/£d/ |grep socket |wc -1

[100tCama Bl "Ml .0 ~1# 11 /proc/22368/task/%/fd/ |grep socket |wc -1

148

HE—TEE 1,

11 /proc/22360/task/*/fd/

[rootl #Efd M

335

[we -1

" 1# 11 /proc/2236@8/task/*/fd/ |wc -1
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5. B/ socket Y inode tBA~—#%,

(root® BN&N ™ ™ .J# 11 -i /proc/2236@/task/#/fd/ |grep socket

170613834 lrwx————— 1 root root 64 8F
17813841 lrwx————-
17813842 lrwx———-——-

17:12 18 -> socket:[6582593]
17:12 17 -> socket:[9175]

17:12 18 -> socket:[9197]

17:12 19 -> socket:[6582599]
17:12 20 —-> socket:[6582643]
17:12 5 —> socket:[6582587]
17:12 6 —> socket:[65825881]
17:12 7 -> socket:[6582589]
17:12 8 —-> socket:[6582598]
17:12 9 —> socket:[65825%91]

B N P T T -

1 root root 64 8F

1 root root 64 8R
17013843 lrwx——-——— 1 root root 64 8H
17813844 lrwx————— 1 root root 64 8H
17613829 lrwx----—— 1 root root 64 8H
17013830 lrwx---—--- 1 root root 64 8FR
17813831 lrwx-—--——- 1 root root 64 8H
17813832 lrwx——--——— 1 root root 64 8H

1

17813833 lrwx——-——— 1 root root 64 8H

17813792 lrwx--———- 1 root root 64 8RH 7 17:12 18 -> socket:[6582593]
17813799 lrwx——--—--— 1 root root 64 8R 7 17:12 17 -»> socket:[9175]
17013800 lrwx-————— 1 root root 64 8H 7 17:12 18 -> socket:[9197]
17013801 lrwx-—--——— 1 root root 64 8H 7 17:12 19 -> socket:[6582599]
17813802 lrwx———-——-— 1 root root 64 88 7 17:12 20 -> socket:[6582643]
17613787 lrwx——--—-—-— 1 root root 64 88 7 17:12 5 -> socket:[46582587]
17013788 lrwx———— 1 root root 64 88 7 17:12 6 —> socket:[6582588]
17613789 lrwx---——— 1 root root 64 8H 7 17:12 7 —-> socket:[6582589]
17013790 lrwx---——-- 1 root root 64 88 7 17:12 8 —> socket:[6582598]
17813791 lrwx-—-———- 1 root root 64 8R 7 17:12 9 —> socket:[6582591]
17613813 lrwx——--—-——= 1 root root 64 88 7 17:12 18 -> socket:[6582593]
17813820 lrwx——— 1 root root 64 8H 7 17:12 17 —> socket:[9175]
17813821 lrwx—-—-—-- 1 root root 64 8F 7 17:12 18 —> socket:[9197]
17813822 lrwx---——- 1 root root 64 8H 7 17:12 19 -> socket:[6582599]
17813823 lrwx——---- 1 root root 64 8H 7 17:12 28 -> socket:[6582643]
17613888 lrwx—————— 1 root root 64 8H 7 17:12 &5 —> socket:[46582587]
17613809 lrwx----—— 1 root root 64 8H 7 17:12 6 -> socket:[6582588]
17013810 lrwx—--——— 1 root root 64 8H 7 17:12 7 —> socket:[6582589]
17813811 lrwx--—-——- 1 root root 64 8H 7 17:12 8 -> socket:[6582598]
17813812 lrwx—-—----- 1 root root 64 8R 7 17:12 9 -> socket:[6582591]

7

7

7

7

7

7

7

7

7

7

LNEINIHELEN fd, EA22 socket, B4 inode &2 HE=E)AY,
Hproc XERGZE2EAFN. FTLAFAIA SEE slab & proc_inode_cache
WESAS.

IV

AP REMNER LOUEXA] server i ~
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| cPU BT ERSHEEREN—NEE

‘v BNEEMEIEN cpu 78, BREMBERNENRS, XFPRAIERER CPU &
Bt DR ERR, EAZIR, HIREEPIEXIIZEN.

H AR
SR (MNEEEHESNELUAN T ), FETH CPU NIIEN, eriftx—1
thlifr. ZFETER CPU &4 T RLFEBFHE CPU MIZ T HETAY TIFELEX D
E=5. ATIHLESPMREREFEBFE, Linux ®it T —EHRENEKRRSR, #1511+
BNRFZTNENREEOE T EENFES, DIBRCHPINEROE—,

M 2.4 RiZFHA, Linux 8047 SRS ETETEIFEE R IERS (ShabIEREE ) AITHAE.
XIS SMP IRQ affinity, B LAESIRFUMT DA SFMEGFM4 . SOIHRIRGIEL
EEMOERS R TIFRE, AMILRSEEEIWIL E.

LARI=eplir s, AiRBIRE SMP IRQ affinity i, FraM-<EEsXEcE] CPUO,
XS T CPUO gl s, MAEFEIREFNIERELHIER, SHTHRM.

#8id SMP IRQ affinity, IEM-KZ o EEIZ4 CPU £, IS HEI CPU £,
REHIFELIEERE., B2 smp_affinity 3K T3XIFEZAF, WRM-KTFFSZTY
WREAEER, MRKEEWS, 282 FS, XERTLUIERRNTES S
BCEIRE CPU L, XEFHHSHBERIISMN S EEIAREA CPU £.

MEFIFIM T LLEET RPS/RFS KRS AFIRIER, ERIZIRARN A
S%B5 + FFiE RPSRFS kKRB,



38 > CPUSATSEMEMHAEREN—NRR

4= RPS/RFS

RPS (Receive Packet Steering) £E 2B F MRV EHITEEIFZ cpu, BEXE
%, RMNTIEMNTEDRER— hash 1711, X4 HASH EEITETTLUBENIT
BRitE (SIP, SPORT, DIP, DPORT), #AfGHRIAIRAVESIRIBIX A hash
MRS EEIERNAY CPU £X, MHEFMIULCRASNAELZIZIVENT . BARK
RIS ER G EERI SSIEMRIZ A FIN-RINEE, WMNRN-RASZIFZ A FIThEERT
& RPS SiAS B ARMER. 12 EBE M RFINKZ CPU ItE, MK
B2 BAFINTIER SMP irq affinity BiE48EE k.

CPUO : APPO

CPUI : APPlI |4—m—ou_
DATAR \
\_\_‘_\_‘

CPU2: APP2 |¢——DATAG— /

NIC _

CPUS : APPR  |¢———

1 RERPSHIERT CRIENL)

BT RPS RERMAEHIREHEEAEM cpu, XMEHMRINELNAEFFIER cpu
AR FET A ERY cpu A2E—1, AT TF cpu cache BIFEMMERA, BB4 RFS
(Receive flow steering) F{RA 2 FFAIERY cpu BRI ETLIERT cpu 2R—1,
XEMFTDFAE cpu By cache, XM NPT EEHE—RIRE, RKAZREFAIMK
R, TB2RHMIBUIINKES CPU IR,
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DATAD

DATAS

2 [EIFRE RPS/RFS & (RIEMLS)

rps_flow_cnt, rps_sock_flow_entries, 2 MESTHE NI ZITMN 2 NERX
FHiE, WTEAFRE, LTI rps_flow_cnt BB E S rps_sock_flow
entries 8@,

RFS #& RPS BN EIIBEA RS EIiEE CPU A9 backlog BA%!, FKaEERR1 CPU
KHIT.

FIANBIR T, FFiEirgbalance @B AN, BEXNF—LXMEHEEERIERSH
S, F4lEFHES RILRIFRISEE,

FFB irgbalance, SfFAE—LE[EF, 0.

a) BRETEHRNETRESE, S5 cru FAEZE A%,

b) ERFLHRZA IRQ 4T Power-save mode Bf, irgbalance S PHEFNELE—1 cpU,
PUREEERN cpu MEEERESE], BIKEFRE, WRENRR LT, TS T RARNGEHETRIEHE
I\D—J'E‘EO



40 > CPU SBFSEMEMAREN—MRER

c) REPHH cPU BESE, SHTESH context switcho

d) BEE—EER, BET irgbalance, BRILEEN, FEEEXRBELEPIN cpuo

T EEM-REIATIE

1. Combined fCRASINEL, 1RBAFLAINIIILE 4 1BASY.

# ethtool -1 etho
Channel parameters for ethO:
Pre-set maximums:

RX: 0
TX: 0
Other: 0

Combined: 4
Current hardware settings:

RX: 0
TX: 0
Other:

Combined: 4

2. LLCentOS 7.6 A, RGAIBFRIANCRIEIE /proc/interrupts XX4EME, EA
ENMXHEREEZ, EMEE, BITWR cpu i OBIFEZANE, XWFIRE

HIZIAFE K.
# cat /proc/interrupts
CPUO CPUL
0: 141 0
ilg 10 0
4: 807 0
6: 3 0
8: 0 0
3 0 0
10: 0 0
virtio3
11: 22 0
hcd:usbl
12: 15 0
14: 0 0
piix
15: 0 0
piix
24: 0 0

virtiol-config

CPU2

O O O © O o o

CPU3

O O O ©o O o o

I0-APIC-edge
I0-APIC-edge
IO-APIC-edge
I0-APIC-edge
IO-APIC-edge
I0-APIC-fasteoi
IO-APIC-fasteoi

I0-APIC-fasteoi

IO-APIC-edge
IO-APIC-edge

I0-APIC-edge

PCI-MSI-edge

timer
18042
serial

floppy
rtco

acpi
uhci_

18042
ata_

ata_
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253 4522 0 0 4911 PCI-MSI-edge
virtiol-req.0

26: 0 0 0 0 PCI-MSI-edge
virtio2-config

27: 1913 0 0 0 PCI-MSI-edge
virtio2-input.0

28: 3 834 0 0 PCI-MSI-edge
virtio2-output.O0

295 2 0 1557 0 PCI-MSI-edge
virtio2-input.1

30: 2 0 0 187 PCI-MSI-edge
virtio2-output.1l

31: 0 0 0 0 PCI-MSI-edge
virtioO-config

BPE 1960 0 0 0 PCI-MSI-edge
virtio2-input.2

33: 2 798 0 0 PCI-MSI-edge
virtio2-output.2

34: 30 0 0 0 PCI-MSI-edge
virtio0O-virtqueues

35: 3 0 272 0 PCI-MSI-edge
virtio2-input.3

36: 2 0 0 106 PCI-MSI-edge

virtio2-output.3
input0 YBAR cpuo (5 1 4 cru) AR AR 28 o
PEZ ecs WEDPR, WRELZNPUHNIE, £ input.1 input.2 input.3 XFHF

PIW: 0 0 0 0 Posted-interrupt wakeup

90 ecs B cpu ZLAFE S, BXNMXUHERRMNSLLERED T, TERTE
HIR S BB IEPUTAIZL .

FERTEX S, BTN EZR ecs SARHEH cpu KT (FTEXMERRE 8c 4 1Y)

# for i in $(egrep "\-input." /proc/interrupts |awk -F ":" '{print
$1}') ;do cat /proc/irqg/$i/smp affinity list;done

5

7

1

3

$3E—TF sar N A

# for i in $(egrep "\-input." /proc/interrupts |awk -F ":" '{print

$1}') ;do cat /proc/irqg/$i/smp affinity list;done |[tr -s '\n' ',

5,7,1,3,

#sar -P 5,7,1,3 1 BMRIF—Kcpu FEH5,7,1,3 %K cpu FHEE

# sar -P ALL 1 SMREIHFBEZL, BFLE cPuti bR, XERNSTAELEENER
HEFZRARIIRE ST



42 > CPU AT EMEMHEEREN—NRER

Linux 3.10.0-957.5.1.el7.x86 64 (iZwz98aynkjcxvtra0f375Z) 05/26/2020
x86_64 (4 CPU)

05:10:06 PM CPU Suser $nice $system  %iowait $steal
%idle

05:10:07 PM all 5.63 0.00 3.58 1.02 0.00
89.77

05:10:07 PM 0 6.12 0.00 3.06 1.02 0.00
89.80

05:10:07 PM 1 5.10 0.00 5.10 0.00 0.00
89.80

05:10:07 PM 2 5.10 0.00 3.06 2.04 0.00
89.80

05:10:07 PM 3 5.10 0.00 4.08 1.02 0.00
89.80

05:10:07 PM CPU Suser $nice $system  %iowait $steal
%idle

05:10:08 PM all 8.78 0.00 15.01 0.69 0.00
75.52

05:10:08 PM 0 10.00 0.00 16.36 0.91 0.00
72.73

05:10:08 PM 1 4.81 0.00 13.46 1.92 0.00
79.81

05:10:08 PM 2 10.91 0.00 15.45 0.91 0.00
72.73

05:10:08 PM 3 9.09 0.00 14 .55 0.00 0.00
76.36

sar /IS

FTED idle /NF 10 B4

sar -P 1,3,5,7 1 |tail -n+3|awk 'S$NF<10 {print $0}'

ERAROREH RLITHEIE 1357 #AL ALL Bl a]

sar -P ALL 1 |tail -n+3|awk '$NF<10 {print $0}'

ABE— 4c8g HIEHIELE (ecs.c6.xlarge ),

TNEE ac thh T ORI, BREVAREHNRZTE cpuo M 2 ELAEpET

# grep -i "input" /proc/interrupts

27: 1932 0 0 0 PCI-MSI-edge
virtio2-input.0

ZIEE 2 0 1627 0 PCI-MSI-edge
virtio2-input.1

BPE 1974 0 0 0 PCI-MSI-edge
virtio2-input.2

353 3 0 284 0 PCI-MSI-edge

virtio2-input.3
# for i in $(egrep "\-input." /proc/interrupts |awk -F ":" '{print
$1}') ;do cat /proc/irqg/$i/smp affinity list;done

émwl—lwl—‘

B2 cpu 2BEEMH, " G veru BEE —MIIE cPuBLRE v, FIMENER 4 NAFIERIAthE 2
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M cputzib £

# lscpu

Architecture: x86_64

CPU op-mode (s) : 32-bit, 64-bit
Byte Order: Little Endian
CPU(s) :

On-line CPU(s) list:
Thread(s) per core:

=3

Core(s) per socket:
Socket (s) :
NUMA node (s) :

B R NN O

*4) IRQbalance.,

# service irgbalance status
Redirecting to /bin/systemctl status irgbalance.service
® irgbalance.service - irgbalance daemon
Loaded: loaded (/usr/lib/systemd/system/irgbalance.service; enabled;
vendor preset: enabled)
Active: inactive (dead) since Wed 2020-05-27 14:39:28 CST; 2s ago
Process: 1832 ExecStart=/usr/sbin/irgbalance --foreground $IRQBALANCE
ARGS (code=exited, status=0/SUCCESS)
Main PID: 1832 (code=exited, status=0/SUCCESS)
May 27 14:11:40 iZbplee4vpiy3w4b8y2m8gz systemd[1l]: Started irgbalance
daemon.
May 27 14:39:28 iZbpleed4vpiy3w4b8y2m8gZ systemd[1l]: Stopping irgbalance
daemon. . .
May 27 14:39:28 iZbpleed4vpiy3w4b8y2m8gZz systemd[1l]: Stopped irgbalance
daemon.

Fir& RPS.
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51 FMREBEZEBHRNFBELETHETEAIXME (IRQ _number 7281 grep

input 22IMFS ).

H N Iproc/irg/${IRQ_number}/, XiEFA X smp_affinity $1 smp_

affinity_list,

smp_affinity & bitmask+16 i##l,

smp_affinity_list; XNABFIERE, XANE 10 #5), ohiEts.
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> CPU SAASERMEZMEREN—RE

KX MERE—NXGE, B— I XEEREEEN,
NTHEER, BIEEETHASIAISE smp_affinity_list BDE],

MEX—HHEPB, SERBEN /proc/interrupts K
# for i in $(egrep "\-input." /proc/interrupts |awk -F ":" '{print $1}');
do cat /proc/irqg/$i/smp_affinity list;done
1
3
1
3
Fahg B LB PR cPU ST ER echo B%, TEREEFS 27 WPEHE cpuo F4E, —
MREWL TR cpuo =ik
# echo 0 >> /proc/irqg/27/smp_affinity list
# cat /proc/irq/27/smp affinity list
0
*F bitmask
nEn BT AHHIEN N ZHEIR v1111 (TUERAN 4c MEEBREA £ N5, AN cpud
53 i)
ZHFIPHEMIRRT RS LHNED cPu. —MEEH demo
CPURS | TNt
CPU 0 0001 1
CPU 1 0010
CPU 2 0100
CPU 3 1000

@ B N

5.2 FEWNBRMETENPUIIDHHITIRE. 10X eth0 AY 0 SPAINIRE:

echo ff > /sys/class/net/eth0/queues/rx-0/rps_cpus

XEARE S NMFEFEMDREN EERIRY. KENEEBRIA,
BEXEBEZEMEH CPU REHA, 0.

4core, f
8core, ff
16core, ffff
32core, ffffffff

FIANE 0 S cpu L
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# cat /sys/class/net/eth0/queues/rx-0/rps_cpus

0

# echo f >>/sys/class/net/eth0/queues/rx-0/rps_cpus
# cat /sys/class/net/eth0/queues/rx-0/rps_cpus

f

RE RFS A

HBEREM MBS

6.1 £33 rps_sock flow_table FIZE# =, BU—MAIZSHIEH) .

# sysctl -a |grep net.core.rps sock flow entries
net.core.rps sock flow entries = 0

# sysctl -w net.core.rps sock flow entries=1024
net.core.rps sock flow entries = 1024

6.2 B 1KEBAF hash RIVFHEL:

# cat /sys/class/net/eth0/queues/rx-0/rps flow cnt
0

# echo 256 >> /sys/class/net/eth0/queues/rx-0/rps_flow cnt

# cat /sys/class/net/eth0/queues/rx-0/rps_flow cnt
256

HEBH RFS, MEHFTERE.

45

WAL EFRERIMN AR ERY rps_flow cnt FEINMNIZ/NF & ST
rps_sock_flow_entries, EA2E 4 PMBAS, FLLENBATIRE 256, T

LURIESERRBIRIE R



| —ix 10 sasmEkidie

BT IBE— 10 BREMIAREE, 10 B VERANNFHEEE, BN —E
TEEMER, WEMNMNERNAESEIRERINEERIGE, XiPEEA
JI0R?

1. RERXZK IO, A IO REREERSE, T28IERE, #
BREZBE® iostat BIAIRE

# iostat -d 3 -k -x -t 30
06/12/2018 09:52:33 AM

Device: rrqm/s wrqgm/s r/s w/s rkB/s wkB/s avgrg-sz
avgqu-sz  await svetm Sutil

xvda 0.00 0.39 0.08 0.70 1.97 5.41 18.81
0.03 44 .14 1.08 0.08

xvdb 0.00 0.00 0.00 0.00 0.00 0.00 8.59

0.00 1.14 1.09 0.00

06/12/2018 09:52:36 AM

Device: rrqm/s  wrqgm/s r/s w/s rkB/s wkB/s avgrg-sz
avgqu-sz await svetm %util

xvda 0.00 0.00 0.00 0.67 0.00 2.68 8.00
0.00 1.00 0.50 0.03

xvdb 0.00 0.00 0.00 0.00 0.00 0.00 0.00

0.00 0.00 0.00 0.00

58 3 WRE—XME o, BWHATE), —HRE 30X, B—EMANEIE 30 X
19T, EEHETRE.

BB SBMNTUHNDTER.

- EIEEE A

- BHRBAREN io
- WEK 10PS( r/s w/s) UREILE ( rkB/s wkB/s )



2.

—RI0 BEmKIE < 47

WABRERET 10 5%, Bil—FAR4E O Wisiz, %
ELE iotop HITHEIR

# iotop -b -o -d 3 -t -ggg -n 30

10:18:41 7024 be/4 root 0.00 B/s 2.64 M/s 0.00 % 93.18 % fio
-direct=1 -iodepth=128 -rw=randwrite -iocengine=libaio -bs=1k -size=1G
-numjobs=1 -runtime=1000 -group reporting -filename=iotest -name=Rand
Write_Testing

BR3BRER, —HARE 30X, BRERX, RETE io KAENHE

BEX P GFLSHRNTUEADTES .

- [EERA A BT (E)

- 4 10 89itRE id IR #ES L (command )

- HREFENSLE (WRBZNTME qqq ZETEREE)
- #ELFANE 10 MBS

BIEIRISH, JRAAHRIEN, HMNLRKE-T (PRAPHEREER ,RE6E
FIEPENAELLLL fio BIER ).

{EF fio #1710 [EN, BARSHAILSERIFHEMERE

ENEO:

# fio -direct=1 -iodepth=128 -rw=randwrite -ioengine=libaio -bs=1k -size=1G
-numjobs=1 -runtime=1000 -group reporting -filename=iotest -name=Rand
Write Testing

Rand Write Testing: (g=0): rw=randwrite, bs=1K-1K/1K-1K/1K-1K,
ioengine=1libaio, iodepth=128

fio-2.0.13

Starting 1 process

“Cbs: 1 (f=1): [w] [8.5% done] [0K/2722K/0K /s] [0 /2722 /0 iops] [eta
05m:53s]

fio: terminating on signal 2

Rand Write Testing: (groupid=0, jobs=1): err= 0: pid=11974: Tue Jun 12
10:36:30 2018
write: 10=88797KB, bw=2722.8KB/s, iops=2722 , runt= 32613msec


https://help.aliyun.com/document_detail/25382.html?spm=a2c4e.11153940.0.0.23263337ldOT1e

iotop &O:

# iotop -n 10 -b -o -d 3 -t -qqg

10:36:03 11974 be/4 root 0.00 B/s 2.63 M/s 0.00 % 93.95 % fio
-direct=1 -iodepth=128 -rw=randwrite -ioengine=libaio -bs=1k -size=1G
-numjobs=1 -runtime=1000 -group reporting -filename=iotest -name=Rand
Write Testing

10:36:06 11974 be/4 root 0.00 B/s 2.64 M/s 0.00 % 92.68 % fio
-direct=1 -iodepth=128 -rw=randwrite -ioengine=libaio -bs=1k -size=1G
-numjobs=1 -runtime=1000 -group reporting -filename=iotest -name=Rand
Write_Testing

" = -

iostat &0 :
# diostat -d 3 -k -x -t 10
Linux 2.6.32-431.23.3.el6.x86_64 (test) 06/12/2018 _x86_64_ (1
CPU)

06/12/2018 10:36:03 AM

Device: rrqm/s wrgm/s r/s w/s rkB/s wkB/s avgrg-sz
avgqu-sz await svetm %util

xvda 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00

xvdb 0.00 10.80 0.00 2823.69 0.00 2837.63 2.01

132.97 47.00 0.37 104.53

06/12/2018 10:36:06 AM

Device: rrqm/s wragm/s r/s w/s rkB/s wkB/s avgrg-sz
avgqu-sz  await svectm $util

xvda 0.00 0.00 0.00 2.76 0.00 11.03 8.00
0.00 1.62 0.62 0.17

xvdb 0.00 17.24 0.00 2788.28 0.00 2805.17 2.01

131.50 47.20 0.37 103.45

B S R AT 8 R T XIEE  i, MBXTTF fio BY IOPS, &M &R iotop LUK
iostat IIFFIMVHIER—H. BEitt, BFIX, BEEFSEAEERE IO NEET .

IR ATENAME—EREIE bs REM 1k, XFERITHINEZERA, fio &
Wi DRI E RYIRTF A TERE o

OHNEIFERER I iotop MEAHESH, MRMAZNETEET 24 /N, B8

BEEAN?
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o

# iotop -b -0 -d 1 -ggg |awk '{ print $0"\t" strftime("$Y-%m-%d-%H:%M:%S",
systime()) } '

16209 be/4 root 0.00 B/s 2.64 M/s 0.00 % 93.72 % fio -direct=1
-iodepth=128 -rw=randwrite -ioengine=libaio -bs=1k -size=1G -numjobs=1
-runtime=1000 -group reporting -filename=iotest -name=Rand Write Testing
2018-06-12-10:54:10

16209 be/4 root 0.00 B/s 2.63 M/s 0.00 % 93.61 % fio -direct=1
-iodepth=128 -rw=randwrite -ioengine=libaio -bs=1k -size=1G -numjobs=1
-runtime=1000 -group reporting -filename=iotest -name=Rand Write Testing
2018-06-12-10:54:11

FHSEAAHT, ARTUBE TRLERTRE—ISFERBANSY, B4 10
HRRFRERETIE?



MNERLERE, WEZBRISRESERE ECS alRkSHERIRESHIZIDIL
SOURMER: — M ERACETICENRERREER, B— P HENEEEE
)RR, MZENLSRAMIERENRAN “BE", £NE T ZRENENS
Ho MEEMEAZNEREUCRA—MIRIMME TR, TRTR, MERERE
HE, BTANEEDZRFSIZIMERAINEEE, RIH(IEXES ECS
FNEEEXRAIMNEENL, BT R —LANMR T /ZEEMEERAA =K.

ENMETE, BRENENTIREEREE.

copeid

t)

carrier 8 collisions 8

frame B

carrier 8 collis




ifdown ifup aFSERLIE <

HREBNFE, &M ifdown ifup SR FIE:

B ifconfig BLE IP 58

ifconfig < Mf> < IP > netmask < #&#h5 >

route add -net 0.0.0.0/0 gw < /Z2AMFX >

NRZERHEMEFERE EAIMNAE ip FIIREH, BHBS:

route add -net 10.0.0.0/8 gw < AKX >
route add -net 100.64.0.0/10 gw < KM% >

yum install initscripts
L% T ifup ifdown H8XHIE.

[rootl izmSegZbywgmayms9fndbz <1t ifconfig ethB 172.31.231.158 255.255.240.8
[SIOCSIFADDR: Invalid argument

[root@ izmSegZbywgmumsSf m36z ~1# route -n

kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
172.31.8.8 8.8.8.0 255.255.8.8 u ] [} 8 ethe
[root@ izmSegZ6ywgnuymsSf nwd6z ~14# ping waw. baidu.com

ping: waw.baidu.com: Name or service not knoun

[rootBiznSegZbywmaymsIfndbz 18 ping 8.8.8.8

onmect: Network is unreachable

[root@ izmSegZbywgmuymsSf 36z 1 route add —net 8.8.8.8-8 gw 172.31.239.253

b4 bytes from 8.8.8.8
C

--- 8.8.8.8 ping statistics -—-
P packets transmitted, 2 received, 82 packet loss, time 1881ms

ettt minsavg/maxsmdev = 54.354-54.384-54.414/8.838 ms

[rootl izmSegZ6ywmaymsSfnudbz /18 ping wa.baidu.com

P ING was.a.shifen.com (220.181.112.244) 56(84) bytes of data.

(4 bytes from 228.1681.112.244 (220.161.112.244): icmp_seq=1 tt1=52 time=14.7 ms
C

|- was.a.shifen.com ping statistics ——-
2 packets transmitted, 1 received, 582 packet loss, time 1881ms
frtt minsavg/max- mdev = 14.742/14.742-14.742/8.668 ms

[rootl izmbegZbywgmuyms9f n3d6z 1 yum install initscripts
Loaded plugins: fastestmirror

51
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FHMEAE, EAALER, 0.0.0.01 @7 ethO,

=D . L) . L) L) L)

[rootPiZZ2544nnienZ network-scriptsl#t route -n

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref
B.8.8.8 £55.255. . u
B.8.8.8 £55.255. . u

18.25.159.247 £55.248.8. uG
18.25.159.247 £55.192.8. uG
18.25.159.247 255.8.8. uG
H.6.8. B.8.8.8 B.8.0.8 u
[rootBiZZ2544nnieuZ network-scriptsIt

ZIXEFE network RS, &IMA1T,

A ethB

ringing up loopback interface: [ 1
ringing up interface ethB: Determining if ip address 18.25.158.37 is already i
n use for device eth8...
[ 1
ringing up interface ethl: Determining if ip address 68.285.148.11 is already
in use for device ethl...
[RTNETLINK answers: File exists

FATAL: Module off not found.
[rootBiZZ2544nnieuZ network-scriptsIt




MEEAIEB? strace —_EHF <

[root@iZZ544nmieuZ network-scriptsl#t route -n

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use
Bp.a.8.8 255.255. . u

B.0.8.8 255.255. . u

18.25.159.247 £55.248 .8 uG
18.25.159.247 £55.192.8. uG
18.25.159.247 £55.8.8. uG
B.8.8.8 A.8.8.8 u
[ruut@122544nnleu2 network-scriptsl#

SHEIEREEARSS, AEEE ifup eth1 KIMBEZESH.

[Shutting down interface ethB:

[Shutting down interface ethl:

[Shutting down loopback interface:

[rootRiZZ544nmieuZ network-scriptsl# route -n

Kernel IP routing table

Pestination Gateway Genmask Flags Metric Ref
[rootRiZZ544nnieuZ network-scriptsl#

[rootPiZ2544nmieuZ network-scriptsl# ifup ethl

Determining if ip address 68.285.148.11 is already in use for device ethl...

[rootRPiZ2544nnieuZ network-scriptslft route -n

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface

6H .ZB5.148.8 B.8.8.8 £55.255.252.8 u 2] 2] B ethl
68.285.151.247 B.8.8.8 uG 2] 2] B ethl

[ruut8122514nnleu2 network-scriptslt _

7R ifup eth0 RMBEREZET, EXEMES eth0 WEHIIHEER T RE

Destination Gateway Genmask Flags Metric Ref Use Iface

[root@iZZ2544nnieuZ network-scriptsl# ifup ethl

Determining if ip address 68.285.148.11 is already in use for device ethl...

[root@iZZ2544nnienZ network-scriptsl# route -n

Kernel IP routing table

Pestination Gateway Genmask Flags Metric Ref Use Iface

6H . 285 .148 .8 B.8.8.8 255.255.252.8 u 2] 2] B ethi
68.285.151.247 B.8.8.8 uG 2] 2] B ethi

[ruut@122544nnleuz network-scriptsl# ifup ethd

Petermining if ip address 1B8.25.158.37 is already in use for device ethB...

[root@iZ2544nnienZ network-scriptsl# route -n

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use
B.8.8.8 £55.255. . u

B.8.8.8 £55.255. . u
18.25.159.247 £55.248.8. uG
18.25.159.247 £255.192.8. uG
18.25.159.247 £55.8.8. uG
B.8.8.8 B.8.8.8 u
[ruut@122544nnleuz network-scripts1# _

52
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[rootRiZZ2544nmieunZ network-scripts1#
Bhutting down interface ethB: [

Bhutting down interface ethl: [
Fhutting down loopback interface: [
[rootPiZ2544nnieuZ network-scriptsl#t strace -f -e open ifup ethBimore_

F3 strace —f —e open ifup ethOlmore 1BEE—TF,

Ho11 0pen ELC .s0.cache , U_RDUN =
78541 open("/1ib6b4-1libresolv.so.2", O_RDONLY)
78541 open("/1ib64,1ibdl.so.2", O_RDONLY) = 3
78551 open("setcsld.so.cache"”, O_RDONLY) 3
78541 open("/1ibb4/1ibc.so.6", O_RDONLY) 3
open("/1ib64,1ibdl.s0.2", O_RDONLY)
open("/1ibb4-1ibm.so.6", O_RDONLY)
open("/1ibb4-1ibc.so.6", O_RDONLY)

3
3

[pid 78551 open(“"/usrrslibrslocaleslocale-archive", O_RDONLY) = 3
[pid 78551 open("/usr-1ibb4,/gconv/gconv-modules.cache", O_RDONLY) =

attached
attached

P |

etcssysconf igsnetwork", O_RDONLY)

[rootRiZZ544nmieuZ network-scriptsl# cat setc/sysconfigrsnetwork
ETWORKING=yes

ETWORKING_IPVG=n0

IPUGINIT=no

0ZEROCONF =yes

GATEWAY=68.285.151.247

[rootRiZZ544nmieuZ network-scriptsl#

FTFF /etc/sysconfig/network 324, &% T —17 GATEWAYDEV=eth0,
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ETWORKING=yes
ETWORKING_IPVG=no

IPUGINIT=no
DZEROCONF=yes
SATEWAY=6A.2A5.151 . 247

|uGﬁTEHHYDEU:ethE
O5THAME=122544nnmiens

%% Jetc/sysconfig/network XXf4H) GATEWAYDEV=eth0, EZMLEKRS.
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[root@iZZ2544nnieuZ sysconfigl# setcsinit.dsnetwork restart
Bhutting down interface ethB@: [
Bhutting down loopback interface: [
ATAL: Module off not found.
Bringing up loopback interface: [ 1
Bringing up interface ethB: Determining if ip address 18.25.158.37 is already i
n use for device ethB...
[ 1
Bringing up interface ethl: Determining if ip address 68.285.148.11 is already
in use for device ethl...
RTNETL INK answers: File exists

ATAL: Module off wnot found.
[root@iZZ544nmienZ sysconfigl#t rotue -n
bash: rotue: command not found
[root@iZZ544nmienZ sysconfigl#t route -n
ernel IP routing table
pestination Gateway Genmask Flags Metric Ref
lB.25.156.8 B.8.8.8 255.255.252.8 u
(B .285.148.8 B.8.8.8 255.255.252.8 u
18.25.159.247 255.248.8.8 uG
18.25.159.247 255.192.8.8 uG
18.25.159.247 Z55.8.8.8 uG
H.6.8.8 68.2685.151.247Y B.8.8.8 uG
[root@iZZ544nnienZ sysconfigli

[rootRiZZ2544nnieuZ sysconfigl#t ping www.baidu.com
'ING www.a.shifen.com (228.181.111.188) 56(84) bytes of data.
4 bytes from 2Z28.181.111.188: icmp_seq=1 tt1=54 time=3.82 ms
h4 bytes from 2Z8.181.111.188: icmp_seq=2 tt1=54 time=3.84 ms
C

-- www.a.shifen.com ping statistics ---

packets transmitted, 2 received, 8% packet loss, time 1883ms
tt minsavgrsmaxsmdew = 3.827-3.838-3.849-8.811 ms
[rootRiZZ2544wnieuZ sysconfiglft _
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| TIME_WAIT & CLOSE_WAIT #itie s

HOSTI HOST2
Laxa ez
o HEE
e % 6] —
P, _'; M
CLOSE WAIT
gl
FIN_WAIT I oo™ LAST_ACK
FIN WAIT 2
-
Alks.
TIME_WAIT
I B CLOSED
X+ L CLOSED

TIME_WAIT 2 TCP EE XTI RHPH—DRTE, BERZIXARMAY:

1. FE@hXFm A B FIN, BN FIN-WAIT-1 IR, HEF ...

2. #WEhXFG P: WE FIN FR/zBlR ACK, AN CLOSE_WAIT IRZ, 4%
Fo

3. FEmhXAum A: WE ACK FFFEAN FIN-WAIT-2 R%, FHERF ..

4. WX P. & FIN, HA LAST_ACKRE, HEF ...

5. EahxFlim A: WEIFIN E®IZEIR ACK, BN TIME_WAIT RE, %4F
2MSL [E455R Socket.

6. WDKK P IEI ACK [E453R Socket.
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Eit, TIME_WAIT RKEZEMEEDREERERAN—<, MBEREIERT

*, OJLLZ clientim, WJLLE server if.

mMA TIME_WAIT IR EZE CLOSED K&, BE—1TEBINKRE, X1 BIHRER

2*MSL (RFC793 X7 MSL 12 %, Linux ®RERT 30s)o

PTAFE TIME_WAIT ?
EBERNRE:

1) ATHRIRMIREREXAEE.

Big A RSB EENKRAERT, BRSBEEWANTT . RIRE TIME_WAIT
RE, ARSHEREEE—D ACK SENKAIRTE, WRIXA ACK MimzgE
WE, Mims BTk, MimgBWE ACK, KEXK FIN, IEFNERXA,
XA FIN B18ARE ACK, B TIME_WAIT, MSERIXA ACK, H{RYT iR

BEERAMAIER

2) ATHEFREEEZEFSNE “FEIE".

NIARREE=mE AN TIME_WAIT f5, %F 2MSL f5 CLOSE, X2 MSL
218 (maximum segment lifetime, EAIAZ—A&2 30s, 2MSL# 2 1 5
W), WELHREEANEGER, XA THEME EHFEELI old
duplicate segment &5EKfE, AEECIESEL (MU7Th, B IP/PORT, BirIP/

PORT) BE#ER, MREFMEABEK, NOIEF T —FNER, BIRE
old duplicate segment, FIEFEEL T o

TIME_WAIT 288t 4@
1) SREREREM.

TIME_WAIT #J CLOSED, #FZ 2MSL=60s 8988, X METEFEREK. 81
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EEAWLSERZE, T2 60s WitEAGERERR. RIS EXRAIVERE
EENAR, 28HEEZH TIME_WAIT IKEMNER, os5A—YRE, F
BEARMIFEORE,

—BRSS=NAT AR OSERY, /LA NRE, HXNSEET .
sysctl net.ipv4.ip_local_port_range

net.ipv4.ip local port range = 32768 61000

SRS EFEIRESH TIME_WAIT iE#, BARibiwOESHET, AL
REFINEEEERBRSET .

XEFZIR, BRENMREER, NEEPREXAN—HF BRI M),

R 2E server in 51X 7] client iniE S ANERE 4T KEM TIME_WAIT &
2, XA IXNEEn. FRIERERSRENENZFin TIME. WAIT
EEESEFILENT .

TIME_WAIT £EiBHRS .
XAIRS], REH—AZSEEH.

sysctl net.ipv4.tcp.__max_tw buckets

net.ipv4.tcp max tw _buckets = 5000

B TXMRFISR—5 INFO R3IHIRZERE, MaMaXimiziEz. Fi88
FARBIARRIENE, R2ENT N RZIREREIERIXBE M E .

BIMIKIEHZE, KA TIME_WAIT iE#f=, RIRIA LA ACK 1R TimR
12, Ex FIN BHKE, REEMRE ACK, RERE—1TRSTH, SX

ITRIEFIRSS, 1% connection reset,

AL net.ipv4.tcp_max_tw_buckets X MNESHERINAEZX/NG, NETHR
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X, 8BEH2AWE, REXRE BT netstat EEIAY TIME_ WAIT DT L7

RFME.

WNMEIE R time_wait?
1) HESRERNAREKEE, BE2—BRAKER.
2) BRRZEISE,

RELUTSH.

net.ipv4.tcp timestamps

n I
iy

net.ipvé4.tcp tw recycle

REZS U R AIBI?

MRXAPSHENFRE, SRR ip TRAVEBETH timestamp @& 518,
NRAZBIENE, WESH=XEFREAMT, BRRIAMESIIHEEE]

syn &, server i ARNIL syn acks

BA—LXRHANE, —TEBEMNEZIEFmAOE, IREEFiRAITEELS]
HEFIRATENE, MSEEKANKI.

=L ST=Z NSy o

)& EAEE

sysctl net.ipv4.ip_local_port_range

net.ipv4.ip local port_range = 32768 61000

K time_wait B9 buckets

sysctl net.ipv4.tcp_max_tw_buckets

net.ipv4.tcp max tw buckets = 180000
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*F net.ipv4d.tcp_max_tw_buckets ZIIEREARER KA, HEI= L ecs SHEIRE
5000, ERZH=TaIseRAHBHY.

root@nodeB@1 nginx]# ss -s
otal: 2461 (kernel 11312)
CP: 50834 (estab 11, closed 5007@, orphaned @, synrecv @, timewoit 50000/9), ports @

ransport Total P IPvE
11312
"] B
4 3
24 13
16

fBESRIR net.ipv4.tcp_max_tw_buckets BIER 27 “ilE” BIXAER.

1. TERXAEER.
2. ERBHEEES.

TCP: time wait bucket table overflow,

A%

tw_bucket & T HIE, £ established IAZSHVERETE finack A9BT IR, BEHAN
closed X%,

ER

tw_bucket i# THIE, 245 tw_bucket EEY time_wait IZEB—EHIFN (40 LRU ),
Bt time_Wait B closed K% , 7Af5 established K& & X finack fG#

A time_wait,
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tw RIFFHEMA?

1. S3LENAF.
2. ORAtRO.

tw BKRYIF SIR?

1. BRMEFREEZHNAFFE, BRLFILUZEARIT,

2. SRESHAMGO, FESEINBAAIRCE, wmBEEII B2
i, BIREN twAY 1.5 &,
net.ipv4.ip_local_port_range

3. netstat KEMAE socket FIBTE (ss A1, B2 ss 1E slab AFHEIE
AIEtR, ATERIERS), RiRER TS5 IRMRER .

4. twHCK, local_port_range ik, M UUEESERBLUNRERLEINESE,

5. (FERRIEEINTTEESSEN snat BTEIBIBIERICIEE, MBIBANE syn AIEL,

FADRAHE (A S REXSIEHERAITR ),

1. nginx 58 php—fom BEARITIH .
2. nginx {40 (java, BEF).

top_tw_reuse EHEELES net.ipv4.tep_timestamps = 1 —i#ERH.
BARSS =3B E Fim, B server imAIRT{E,

tcp_tw_reuse 2 AR REEBYTUERNERFER TIME_WAIT IKENER
F. I8, EANE TIME_WAIT EEFSANKOS, MAZ TIME_WAITE
EFIREFESE. XTSHMEFRREREY, EEHNREEENIESERERN inet_
hash_connect() F&ERETTUER TIME_WAIT IKENEETF . NRIFERS
BFRERREXNSHANE, WRBHAER, EARSRH ESTABLISHED IRKENE
EFRTERFIARD P, wOSEEEN, REERIEES. BERAATRIRRSE
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imFR A TIME_WAIT KEEEZEF.

HizEH R ERLFINE

net.ipv4.tcp tw recycle = 0 KiEHEREIUL
net.ipv4.tcp tw reuse = 1 B twRBDNKOER (BFPiHHE)
net.ipv4.tcp timestamps = 1 EFEE timestamp KRB A 1
net.ipv4.tcp max_tw buckets = 30000 J{A bucket

net.ipv4.ip local port range = 15000 65000 AAZHOSEH

REFHEUE.
# ss -s
Total: 15254 (kernel 15288)
TCP: 15169 (estab 5, closed 15158, orphaned 0, synrecv 0, timewait 3/0),
ports 0
Transport Total IP IPv6
* 15288 = =
RAW 0 0
UDP 5 1
TCP 11 11 0
INET 16 15 1
FRAG 0 0 0

15000 > socket SEFE 30 £ m H7E

Active / Total Caches (% used) 1 66 / 95 (69.5%)
Active / Total Size (¥ used) : 71663.61K / 71945.17K (99.6%)
Minimum / Average / Maximum Object : D.01K / 0.4@K / B.00K

0BJS ACTIVE USE 0B] SIZE SLABS OB1/SLAB CACHE SIZE NAME
15232 100% 1.94K 952 16 3464K TCP
153600 100% 0.62K 1275 12 10200K sock_inode_cache
33181 99% 8.19¢ 1582 21 B632BK dentry
8121 99% 8.58K 626 13 5008k inode_cache
16984 99% @.25K 1865 16 4260K kmalloc-256
2904 98% @.64K 245 12 196@K proc_inode_cache
1710 1 1.81K 114 15 1824K extd_inode_cache
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Client Server
Client State Server State
Receive Close
{, Signal From App, o @ Normal Operation
Send FIN EIN
Receive Fil,
Wait for ACK and @ Send ACK,
FIN From Server Tell App To Close
l ACK gt CLOSE-WAIT

Receive ACK
FIN-WAIT-2 (Wait for App)

Wait for Server FIN App Is Ready To

m "] Close, Send FiN

——
o
=
b

- A <

-ACK
Receive FIN,
send ACK E Wait for ACK
TIME-WAIT [ — to FIN
ACK
& T Receive Ack
L CLOSED

Wait For Double
Maximum SEngnt
Life (MSL) Time

I‘""" -

CLOSED

g0 EPR7=, CLOSE_WAIT BUIRESZ RS =5im / B P ini2 FUREI MBI RAY FIN 2
f&, W7 ACK &, ZE#HENT CLOSE_WAIT K&, —fkiR, sR—1IIE
%, HEkSHRR/ BERREF 2L FIN 8, #mEBE LAST_ACK IRE,
WEIXTIRII KA ACK 5, 5ERk TCP EEXANEMNIE.
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| —xmssanE IS

BT AXCRAIR XS AN EIERVE SNeEAE 2, BTRPIRE, B

BRAVERANROIDTSENRN, BETARSEHULLROINCEEREEL .
IR

HEReR BT (—)
tHaeR R (2)
HReREIT (=)

RMEH DR Z—LEEEERANEE, RREZERREHDNRENMERS, B
FEATE)IE B IARIRIE IR AT 82(NE 100ms LAR, MRZAFAILSS R XY SCRT 42
KEES, EIEERERSVAERBRIFEEUE. RNICRIIE—IXZHNME
RIERIFENIEREAISIE, BT APNE, BEEHRNEXDTRADITESEARN,
REMNARSERILERFIIEBRER .

B

WEFHAEREBRRRARIE, BRANARSCRTHEVESR 1-2 WRIAER,
MERERME, BTWSHIERMEERES, R SHZmEK, SAES
FIE T BRXERAME D

NEHE

ERFBENBERHENEECRKIR T EMUMSARRIITR, HMF2MEE—
HEREEFXERCRAE RN . X—ZE2IFFVER, RAKNTRAFRINARTIEE


https://yq.aliyun.com/live/1037
https://yq.aliyun.com/live/1038
https://yq.aliyun.com/live/1078?spm=a2c6h.12873639.0.0.4a7f428cMLnIqV
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BIEEZRANNTE, MUBPINARSERS XINCRAANBE(IRIZEGER.
HNPTEMA2B RIS EBAFNELNRSFAA LR, tHINEEE ping. FrLL
B —HFHRS B RREM AR TRAN RN E ping, FHREEIX ping AY
SERICRE N . 1765 ping SR EEBT ping NEfESTLLIRETIBEMH], tER

BZIRBAIEIRL,

£8 ping IR PEMNBLKMEEEL L ERER, BBAREIAIN T HIRYIE
RILEHIEZNN, EFE—ENBSEH T KA ping MR, BRI T EIRIER

EE®E

=

time=711
from .189.8. - 59 t 64 time=66¢
from .189.8. ic 2 ; 64 time
from g 3.8, ic E o 64 time=55¢
from = 9.8. ic be L 64 time=49¢
from . 9. ic " 64 time=434
from .189. ic b4 ttl=64 time
from .189.8. 65 t b4 time
from .189.8. = [ ttl1=64 time
from .189.8. ic 67 ttl=64 time
from 1 i i
from 1
oM A . ic /8 tt Ei 1

. m=

I rom - 4 cmp_=s ¢ 1 . 2 &

REE LER ping WIXERE, HERNXE-LEEVERNERLKEME, B
SFENBZARNEBXREHEXFNER, HEERE—HELR ping L%
A9, FEIERREFHZIN. BBAXEREFALR?

BII LA ERY ping MR FAER@E LR T ping XEE £, E.E EENLIERY
WRERNERSNEMF 4. BRMEREFREEERE, LAY ICMP iERE#HK
ReREFABREILEE, BEXHFNEFHTI, BGEECMINERRMEEEES
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IREWRE—IERCIE, MERATE 800ms ZERFALIETEZAIRELE, Fit
SFEXFNIISR. BBAFMILHTLIE—MRIZ, £1X 800ms ZBIRFFIET
XIEBHIRIE, BRAM AFRIIEIR S SHARRF LRSI AV IRR?

BRETUER, BUPRERALEMEZLNE—REVRLR, THERSSH
RFERVER PR AR A BETE CPU ERE, AMEESHRIE CPU LIZ/THIESRE
TEBGTHRY, XEEHEAT -LUEFERFXRARZAHBRERLE, XEREA
A BE2 A AW P T M SEBEUERELZ E2RIR .

AEENHENAZENEZBIRE~IIRE), BITICR timer REE—ERETEAREE
fRARSRIUE T PSR E . BBARKAIAZABEFREEM—EoHIRBRSE T

X EHI )RR

EXEROITIES, FNMTAEKLE, LNET RS AZIRERERFRT, Ml
KRZEBIRL ERBEREEH—LHER, WERTIAER, B2RIE, HE
B FARFAT I EZEAR ML S HIER T BRAE ERMMIRISEATITAIRZIEE, RIE
HRER, BHFMABSHEREST —RIAENR T, EERFEBAZEERERE
BEEEREERTABREERT .

AmEAEREE—XRANATREL, BERSKR slab SAERLEERRES
HAD.

e / D ed) 389 (186.8x)
e / a ) Lt (188 .8:2)
e s . ’ .

A 'y es s H
Active ~ d) HAVASY 71188 .27K (188.8x)
Minimum ~ : B8.82K ~ B.19K 4896 .88K

0BJS ACTIVE USE 0OBJ SIZE SLABS O0BJ-SLAB CACHE SIZE NAME
137262488 137262488 188 B.19K 6863128 28 Z27452488K dentry

HNITLUBEIEF dentry 1£ slab PHIEAERXRF TIFESIEE, dentry 2R7F
PRTFERMXAFNINSR, FA5 inode itEGFE, £—RIBEX TNLLSHFHY



68 > —IXMERDEERGIDHT

dentry MO B RX RRBRERIT I M. AMIHKNETEEBRREAEN
dentry ISEAHHHIXER, HAIKEE 2.6 RIZAIX—RA:

tatic int B (struct seq file *m, void *p)

r
L

struct kmem_cache *cachep = list_entry(p, struct kmem_cache, next);
struct slab *slabp;

unsigned long active_objs;

unsigned long num_objs;

unsigned long active_slabs = 0;

unsigned long num Rlabﬂ, free ob]ectﬂ = 0, shared avail =

const char *name;

char *error = NULL;

int node;

struct kmem_list3 *13;

active objs
num_slabs =
for_each onllne _node (node)
13 = cachep- \nodellqtc[node];
if (113)
continue;

check irg on();
spin_lock_irg(&l3->list_lock);

list_for_each_entry(slabp, &13->slabs_full, list) {
if (slabp-=inuse != cachep->num && lerror)
error = bs_full accounting error";
active_objs += cachep->num;
active slabs++;

list_for_each_entry(slabp, &13->slabs_partial, 11<t) {
if (slabp-»inuse == cachep->num &&
error = ' al inus Duntlnq er
if (!slabp->inuse
error = "sl partial/inuse accounting error
active objs += slabp
active_slabs++;

XE—EIHE slab 220918, HIVEEINCRLUBHERINA LRSIt slab 22
89, MEHEANERZBIEAART spin_lock_irg %1, FHAIRKEECHISEI.

S

static inline void _ spin lock irg(spinlock t *lock)

{

local irqg disable();
TERKATLUBAESELT slab ERHITIR, REMITAZESLERATE, REEH
WERGELT slab, REFXERATY . BABNZERATRRIITEFEIRTHERPIIRE
N, MREMRYUERA, RYEASSHERPIIITEITK.
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WIbERIAEEEE, FHITLIFEIZTT cat /proc/slabinfo TEXKEN slab 28, 384
LR BESBKIAR, BITUE ping it EFa Ll EEapER, BIaLiK
B ERRERA T o

HREIEEE T LG ERICRISIET, X dentry MEIEANGRFEFN
—ERD AN, BMREENYHEERFTHTHE LN, dentry RNIRERSRT]
ANHRGEFEAFEHRINRME, BEEFRIES, FAREG—HFo LUBITIEN
MR REF R dentry 58, EULEATTLUBII 2R/ echo 2 > /proc/sys/ivm/
drop_caches && sync BIATCRENER, ERROR,

BEALER/EIEIEMLER, HNF2EEMNREEMEAYER.

1. EH4BEFEREMIKE slab E8, F=4E21 cat /proc/slabinfo HIZIER .
2. X4% dentry ERHIREZM 4

WRARIE X SIX Mo BT T RESE W, MAEAMEHD drop cache HFRE— MK
AIREBNAR.

EBIXE, XNMEFORACEETEEM)LIIT? M1, EREMESTII—FT
FHABIREFEMURYIERE, EYBERNRM— T OFNMIZRAERZEERT .



Linux RAIRSSSEITE

Eit, HMPZETXTEREHER. e, NEE=PHHBERIH—LEH
MEBEZRG, MX=1"HHEHEERRET BB ARBO IR RED]
Ao Lo, RE—ERARS SR EREENRGI P BRI, T2
ZEEEZFER L ECS ZHZXRMAR WS RIR, Rt ECS RRRKLL
ERANRIERP SN, BREMMEH T SIBIKRERIITRE, NAR
FAGERITELNH, SRRABRFHANSHEERENFLEWSIZITIR
T FTEAKMNDZNADRORBWAREFIERE—LERRS HRILRSE
RN

| 4 4 limits &3aE0iERR

FE— o
limits.conf HIBRHITE /proc/pid/limits ARAEZH .

# cat /proc/3606/limits

Limit Soft Limit Hard Limit Units
Max processes 31202 31202

processes

Max open files 1024 4096 files

£ CentOS 7 & Ubuntu B4, f#A Systemd T ZHiRY SysV. /etc/security/
limits.conf S{4BIBCEERESE/NT o
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letc/security/limits.conf WL E, REBBFTEL PAMIMEERBFEIERS,
& XJ systemd BY service IR RIRFI AL, RILEFRARFRRS, &1L /etc/
security/limits.conf 5 /etc/security/limits.d FRYX AR ERPT]

XIF systemd service HRIFRE, WFENEFEE,
2 FlCEXEIE /etc/systemd/system.conf 1 /etc/systemd/user.conf,

BIITtHESME A NN B RIS .conf X4 Jetc/systemd/system.conf.d/.conf

#0 /etc/systemd/user.conf.d/.conf,

system.conf 2R FLAIFERRY, user.conf P SLAIERR.

vim /etc/systemd/system.conf
DefaultLimitNOFILE=100000
DefaultLimitNPROC=65535

1ERFFERRNT
# cat /proc/3613/limits
Limit Soft Limit Hard Limit Units
Max processes 65535 65535
processes
Max open files 100000 100000 files

EZANERE
FERRSS BEIRE LimitNOFILE=infinity A AREEHA?

RS EEIRE LImtNOFILE=infinity f5, B &%E pid &Y limit &I openfile 2
65536 , MAELF K.

BERSEE

[root@iZwz98aynkjcxvtra0f375Z ~]# cat /etc/systemd/system/multi-user.
target.wants/docker.service |grep -vi "“#"|grep -vi "“$"
[Unit]
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Description=Docker Application Container Engine

Documentation=https://docs.docker.com
BindsTo=containerd.service

After=network-online.target firewalld.service containerd.service

Wants=network-online.target
Requires=docker.socket

[Service]

Type=notify
ExecStart=/usr/bin/dockerd -H fd://

ExecStartPost=/usr/sbin/iptables -P FORWARD ACCEPT

ExecReload=/bin/kill -s HUP $MAINPID
TimeoutSec=0

RestartSec=2
Restart=always
StartLimitBurst=3
StartLimitInterval=60s
LimitNOFILE=infinity
LimitNPROC=infinity
LimitCORE=infinity
TasksMax=infinity
Delegate=yes
KillMode=process

[Install]
WantedBy=multi-user.target

BEREVR

# cat /proc/11019/limits

Limit Soft Limit
Max cpu time unlimited
Max file size unlimited
Max data size unlimited
Max stack size 8388608
Max core file size 0

Max resident set unlimited
Max processes 31202
processes

Max open files 65536

Max locked memory 65536

Max address space unlimited
Max file locks unlimited
Max pending signals 31202

Max msgqueue size 819200
Max nice priority 0

Max realtime priority 0

Max realtime timeout unlimited

Hard Limit
unlimited
unlimited
unlimited
unlimited
unlimited
unlimited
31202

65536
65536
unlimited
unlimited
31202
819200

0

0
unlimited

Units
seconds
bytes
bytes
bytes
bytes
bytes

files
bytes
bytes
locks
signals
bytes

us
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X2 systemd B9 bug, K7 240 RINRAFEFhixEA 0T LAE.
LimitNOFILE=102400

https://github.com/systemd/systemd/issues/6559

FE= a)RE
4 openfile 7ABEIRE S unlimited

[root@iZwz98aynkjcxvtra0f375Z ~]# ulimit -n

65535

[root@iZwz98aynkjcxvtra0f375Z ~]# ulimit -n unlimited

-bash: ulimit: open files: cannot modify limit: Operation not permitted

REAEZ CentOS 7 & openfile R8EXTF nr_open,

[root@izZwz98aynkjcxvtra0f375Z ~]# cat /proc/sys/fs/nr_open

1048576

[root@iZwz98aynkjcxvtra0f375Z ~]# ulimit -n 1048577

-bash: ulimit: open files: cannot modify limit: Operation not permitted
[root@iZwz98aynkjcxvtra0f375Z ~]# ulimit -n 1048576
[root@iZwz98aynkjcxvtra0f375Z ~]# ulimit -n

1048576

F1 N ERR

73

1R supervisor BIEHZ (UIRXIAEE Ubuntu 16.04) Bahi#iEE, maxfile £ 1024,

BEENBEN .

#cat /etc/supervisor/supervisord.conf
[supervisord]

logfile=/var/log/supervisor/supervisord.log ; (main log file;default S$CWD/

supervisord.log)

pidfile=/var/run/supervisord.pid ; (supervisord pidfile;default
supervisord.pid)

childlogdir=/var/log/supervisor ; ('AUTO' child log dir, default
STEMP)

THEXATT
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minfds=655350 ; min. avail startup file descriptors;
default 1024
minprocs=65535 ; min. avail process descriptors;default 200

# cat /proc/2423/limits

Limit Soft Limit Hard Limit Units
Max cpu time unlimited unlimited seconds
Max file size unlimited unlimited bytes
Max data size unlimited unlimited bytes
Max stack size 8388608 unlimited bytes
Max core file size 0 unlimited bytes
Max resident set unlimited unlimited bytes
Max processes 65535 65535

processes

Max open files 655350 655350 files
------------ B

Max locked memory 65536 65536 bytes
Max address space unlimited unlimited bytes
Max file locks unlimited unlimited locks
Max pending signals 61946 61946 signals
Max msgqueue size 819200 819200 bytes
Max nice priority 0 0

Max realtime priority 0 0

Max realtime timeout unlimited unlimited us

*F file-max nr_open file_nr BB T &%,

https://www.kernel.org/doc/Documentation/sysctl/fs.txt

SEINEBXAS

https://www.cnblogs.com/zengkefu/p/5635153.html

https://blog.csdn.net/google0802/article/details/52304776

http://blog.cloud.360.cn/post/tuning—your—system—for—high—concurrency.html

https://blog.csdn.net/qq_38165374/article/details/104881340
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| 6 £HEE ss& netstat HitERF—HHEE

1. ssHIEER, closed IAESHIBE 3w S

# ss -s
Total: 30756 (kernel 31201)
TCP: 34076 (estab 9, closed 34011, orphaned 0, synrecv 0, timewait 4184/0)

ports 0

Transport Total Ip IPV6
& 31201 = =

RAW 2

UDP 13

TCP 65 12 53

INET 80 23 57
FRAG 0 0 0

2. netstat FHHRE—ERIER

# netstat -n | awk '/“tcp/ {++S[$NF]} END {for(a in S) print a, S[a]}’
ESTABLISHED 9
TIME WAIT 79

3. & strace EE-ENRITHNEARE
ss B#%BIA /proc/net/sockstat.

# strace -F -ff -t -tt -s 4096 -0 s.out ss -s

1563360794.995285 open ("/proc/net/sockstat", O RDONLY) = 3
1563360794.995358 fstat (3, {st_mode=S_IFREG|0444, st_size=0, ...}) = 0
1563360794 .995417 mmap (NULL, 4096, PROT READ|PROT WRITE, MAP_PRIVATE|MAP
ANONYMOUS, -1, 0) = 0x7£94e5a25000

1563360794.995470 read (3, "sockets: used 30741\nTCP: inuse 11 orphan 0 tw
4671 alloc 29878 mem 847\nUDP: inuse 9 mem 2\nUDPLITE: inuse O\nRAW: inuse
2\nFRAG: inuse 0 me

mory 0\n", 1024) = 143
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4.

> 6 FHE ss& netstat FITERFT—HNRE

netstat 2i=EAY /proc/pid/fd FEFEX tep HI socket.

strace -F -ff -t -tt -s 4096 -o n.out netstat -antpl

1563360883.910941 open ("/proc/1500/attr/current", O RDONLY|O CLOEXEC) = 5

1563360883.910993 read (5, 0x56114ec94bal, 4095) = -1 EINVAL (Invalid
argument)
1563360883.911051 close(5) =0

1563360883.911106 readlink("/proc/1500/£d/6", "socket:[38288]", 29) = 14
1563360883.911159 open ("/proc/1500/attr/current”, O RDONLY|O CLOEXEC) = 5

1563360883.911209 read(5, 0x56114ec94c00, 4095) = -1 EINVAL (Invalid
argument)
1563360883.911257 close (5) =0

1563360883.911304 readlink("/proc/1500/£d/7", "socket: [38289]", 29) = 14
1563360883.911357 open ("/proc/1500/attr/current”, O RDONLY|O CLOEXEC) = 5

1563360883.911407 read(5, 0x56114ec94c60, 4095) = -1 EINVAL (Invalid
argument)
1563360883.911454 close(5) =0

1563360883.911502 readlink("/proc/1500/£d/8", "socket: [38290]", 29) = 14
1563360883.911554 open ("/proc/1500/attr/current", O RDONLY|O CLOEXEC) = 5

1563360883.911604 read(5, 0x56114ec94cc0, 4095) = -1 EINVAL (Invalid
argument)
1563360883.911651 close(5) =0

1563360883.911699 readlink("/proc/1500/£d/9", "socket:[38291]", 29) = 14
1563360883.911751 open("/proc/1500/attr/current", O RDONLY|O CLOEXEC) = 5

1563360883.911801 read(5, 0x56114ec94d20, 4095) = -1 EINVAL (Invalid
argument)
1563360883.911848 close(5) =0

1563360883.911919 readlink("/proc/1500/£d4/10", "socket:[38292]", 29) = 14
1563360883.911972 open("/proc/1500/attr/current", O RDONLY|O CLOEXEC) = 5
1563360883.912023 read(5, 0x56114ec94d80, 4095) = -1 EINVAL (Invalid argumen

# grep -c socket 1l.out.764
30133

netstat B BEHHEI=FZ 4 socket, At ABBRIIHER
BRESRE?

By default, netstat displays a list of open sockets. If you don’t specify
any address families, then the active sockets of all configured address
families

will be printed.



6 £HFE ss& netstat FIHERFA—HWERE < 7/

for d in /proc/[0-9]*;do pid=$ (basename $d);s=$(ls -1 $d/fd | egrep -i
socket | we -1 2>/dev/null); [ -n "$s" ] && echo "S$s $pid";done | sort -n |
tail -20




718 > AHLBBEARERAEER java BFHRIERENE

AFBE—& 8G WFRIEH, RIFAFERE (7CG £H), M javaiZFERT 4G A
FHIS, HiENE OOM,

oom BNERETRARIE 49 WFEM.

4294967296 /1024 /1024 = 4096 M

1. HB—RNIZEERZEIA vm.min_free_kbytes & nr_hugepage SEHI free

KT available EHIE%,

centos7 memavailable /\F memfree

“ENGIt AT

MemFree: The sum of LowFree+HighFree

+MemAvailable: An estimate of how much memory is available for starting new

+ applications, without swapping. Calculated from MemFree,

+ SReclaimable, the size of the file LRU lists, and the low
+ watermarks in each zone.

+ The estimate takes into account that the system needs some
+ page cache to function well, and that not all reclaimable
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+ slab will be reclaimable, due to items being in use. The

+ impact of those factors will vary from system to system.
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/
commit/?id=34e431b0ae398fc54ea69ff85ec700722c9da773

memfree KitWRFTA NN free N7, M memavailable HZitHEINERSEFANAR,
EFIRET vm.min_free kbytes(2.5G), XA free 4iit, BERFTE nemavailable 4
it

nr_hugepage th&H XN [a]FR
2. IRERFE free -m && sysctl —p && /proc/meminfo HE B S Hrla)a,
HugePages_Total 5 0 iZBEIRBRE nr_hugepage.

MemAvailable: 7418172 kB iRBBiIX 4 ZR1FT A,

[root@Emas-Cephl ~]1# free -
total sed Free shared buff/cache availab

Mem : 1 345 6929 a 5

[root @Emes-Cephl ~]# O

#sysctl -p

net.ipv4.ip forward = 0
net.ipv4.conf.default.accept source route = 0
kernel.sysrqg = 1
kernel.core uses pid = 1
net.ipv4.tcp syncookies = 1
kernel.msgmnb = 65536

kernel .msgmax = 65536

kernel.shmmax = 500000000
kernel.shmmni = 4096

kernel.shmall = 4000000000
kernel.sem = 250 512000 100 2048
net.ipvé4.tcp tw recycle=1
net.ipv4.tcp max_syn backlog=4096
net.core.netdev_max backlog=10000
vm.overcommit memory=2
net.ipvé4.conf.all.arp filter = 1
net.ipv4.ip local port range=1025 65535
kernel.msgmni = 2048
net.ipvé6.conf.all.disable ipvé=1
net.ipv4.tcp max_tw buckets = 5000
net.ipv4.tcp max_syn backlog = 8192
net.ipv4.tcp keepalive time = 600
#cat /proc/meminfo

MemTotal: 8009416 kB
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> AT ABHAFERFARER java BRNRBEFIAEF

MemFree: 7347684 kB
MemAvailable: 7418172 kB
Buffers: 18924 kB
Cached: 262836 kB
SwapCached: 0 kB
Active: 315188 kB
Inactive: 222364 kB
Active (anon) : 256120 kB
Inactive (anon) : 552 kB
Active (file): 59068 kB
Inactive (file): 221812 kB
Unevictable: 0 kB
Mlocked: 0 kB
SwapTotal: 0 kB
SwapFree: 0 kB
Dirty: 176 kB
Writeback: 0 kB
AnonPages: 255804 kB
Mapped: 85380 kB
Shmem: 880 kB
Slab: 40660 kB
SReclaimable: 22240 kB
SUnreclaim: 18420 kB
KernelStack: 4464 kB
PageTables: 6512 kB
NFS_Unstable: 0 kB
Bounce: 0 kB
WritebackTmp: 0 kB
CommitLimit: 4004708 kB
Committed AS: 2061568 kB
VmallocTotal: 34359738367
VmallocUsed: 21452 kB
VmallocChunk: 34359707388
HardwareCorrupted: 0 kB
AnonHugePages: 126976 kB
CmaTotal: 0 kB
CmaFree: 0 kB
HugePages Total: 0

HugePages_ Free: 0

HugePages_Rsvd: 0

HugePages Surp: 0

Hugepagesize: 2048 kB
DirectMap4dk: 114560 kB
DirectMap2M: 4079616 kB
DirectMaplG: 6291456 kB

SR EEAY meminfo ELIRIAT A, BEHTEERAE, —HREEHBE

2lE%F, =RBTUE.

kB

kB
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£/ java 5%, KHIBBEEAUITNMERF=N, ZERE.

[root@test ~]# java -Xmx8192M -version

openjdk version "1.8.0_ 242"

OpenJDK Runtime Environment (build 1.8.0_242-b08)

OpendDK 64-Bit Server VM (build 25.242-b08, mixed mode)

[root@test ~]# java -Xms8192M -version

OpenJDK 64-Bit Server VM warning: INFO: os::commit

memory (0x00000005c0000000, 5726797824, 0) failed; error='Cannot allocate
memory' (errno=12)

#

# There is insufficient memory for the Java Runtime Environment to continue.
# Native memory allocation (mmap) failed to map 5726797824 bytes for
committing reserved memory.

# An error report file with more information is saved as:

# /root/hs err pid8769.log

[rootetest ~]# java -Xms4096M -version

openjdk version "1.8.0 242"

OpenJDK Runtime Environment (build 1.8.0 242-b08)

OpendDK 64-Bit Server VM (build 25.242-b08, mixed mode)

[root@test ~]# java -Xms5000M -version

OpenJDK 64-Bit Server VM warning: INFO: os::commit

memory (0x0000000687800000, 3495428096, 0) failed; error='Cannot allocate
memory' (errno=12)

——————————————— § W 8 WGl sesssscssssscos

0S:CentOS Linux release 7.4.1708 (Core)

uname:Linux 3.10.0-693.2.2.e17.x86_64 #1 SMP Tue Sep 12 22:26:13 UTC 2017
x86_64

libc:glibc 2.17 NPTL 2.17

rlimit: STACK 8192k, CORE 0k, NPROC 15088, NOFILE 65535, AS infinity
load average:0.05 0.05 0.05

/proc/meminfo:

MemTotal: 3881692 kB
MemFree: 2567724 kB
MemAvailable: 2968640 kB
Buffers: 69016 kB
Cached: 536116 kB
SwapCached: 0 kB
Active: 355280 kB
Inactive: 326020 kB
Active (anon) : 87864 kB
Inactive (anon) : 13296 kB
Active (file) : 267416 kB
Inactive (file) : 312724 kB
Unevictable: 0 kB
Mlocked: 0 kB

SwapTotal: 0 kB

81
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SwapFree: 0 kB
Dirty: 72 kB
Writeback: 0 kB
AnonPages: 72200 kB
Mapped: 31232 kB
Shmem: 24996 kB
Slab: 63032 kB
SReclaimable: 51080 kB
SUnreclaim: 11952 kB
KernelStack: 1664 kB
PageTables: 4044 kB
NFS Unstable: 0 kB
Bounce: 0 kB
WritebackTmp: 0 kB
CommitLimit: 1678700 kB
Committed AS: 2282236 kB
VmallocTotal: 34359738367 kB
VmallocUsed: 14280 kB
VmallocChunk: 34359715580 kB
HardwareCorrupted: 0 kB
AnonHugePages: 30720 kB
HugePages Total: 256
HugePages Free: 256
HugePages Rsvd: 0
HugePages_ Surp: 0
Hugepagesize: 2048 kB
DirectMap4k: 57216 kB
DirectMap2M: 3088384 kB
DirectMaplG: 3145728 kB
container (cgroup) information:

container type: cgroupvl
0-1
cpu_memory nodes: 0

cpu_cpuset cpus:

active processor count: 2
=1
cpu_period: 100000

cpu_quota:

cpu_shares: -1
memory limit in bytes: -1

memory and_swap_limit_in bytes: -1
memory soft limit in bytes: -1
memory usage in bytes: 697741312
memory max usage_in bytes: 0
CPU:total 2
6 model 79 stepping 1, cmov, cx8, fxsr, mmx, sse, sse2, sse3, ssse3, sse4.l,

(initial active 2) (1 cores per cpu, 2 threads per core) family
sse4 .2, popcnt, avx, avx2

, aes, clmul, erms, rtm, 3dnowpref, lzcnt, ht, tsc, bmil, bmi2, adx
/proc/cpuinfo:

processor : 0

vendor id : Genuinelntel
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cpu family : 6

model : 79

model name : Intel(R) Xeon(R) CPU E5-2682 v4 @ 2.50GHz
stepping g 1

microcode : 0x1

cpu MHz : 2500.036

cache size : 40960 KB

physical id : 0

siblings 2

core id 0

cpu cores g db

apicid 0

initial apicid : 0

fpu : yes

fpu_exception : yes

cpuid level : 13

wp : yes

flags : fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca Cmov
pat pse36 clflush mmx fxsr sse sse2 ss ht syscall nx pdpelgb rdtscp 1lm
constant_tsc rep good nopl

eagerfpu pni pclmulgdg ssse3 fma cxl16 pcid sse4 1 sse4 2 x2apic movbe
popcnt tsc deadline timer aes xsave avx fléc rdrand hypervisor lahf 1m abm
3dnowprefetch fsgsbase tsc_adjust

bmil hle avx2 smep bmi2 erms invpcid rtm rdseed adx smap xsaveopt

bogomips : 5000.07

clflush size : 64

cache_alignment : 64

address sizes : 46 bits physical, 48 bits virtual
power management :

processor g 1

vendor id : Genuinelntel

cpu family : 6

model 79

model name : Intel(R) Xeon(R) CPU E5-2682 v4 @ 2.50GHz
stepping 1

microcode : 0x1

cpu MHz : 2500.036

cache size : 40960 KB
physical id : 0
siblings 2

core id 0

cpu cores g 1

apicid 1
initial apicid : 1
fpu : yes

fpu exception : yes
cpuid level : 13

wp : yes

flags : fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca cCmov
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> AT ABHAFERFARER java BRNRBEFIAEF

pat pse36 clflush mmx fxsr sse sse2 ss ht syscall nx pdpelgb rdtscp 1lm
constant_tsc rep good nopl

eagerfpu pni pclmulgdg ssse3 fma cxl16 pcid sse4 1 sse4 2 x2apic movbe
popcnt tsc_deadline timer aes xsave avx fléc rdrand hypervisor lahf lm abm
3dnowprefetch fsgsbase tsc_adjust

bmil hle avx2 smep bmi2 erms invpcid rtm rdseed adx smap xsaveopt
bogomips : 5000.07

clflush size : 64

cache_alignment : 64

address sizes : 46 bits physical, 48 bits virtual

power management :

Memory: 4k page, physical 3881692k (2567600k free), swap 0k (0k free)
vm_info: OpenJdDK 64-Bit Server VM (25.242-b08) for linux-amd64 JRE
(1.8.0_242-b08), built on Jan 28 2020 14:28:22 by "mockbuild" with gcc
4.8.5 20150623 (Red Hat 4.8.5-39)

time: Thu Feb 20 15:13:30 2020

timezone: CST

elapsed time: 0 seconds (0d Oh Om 0s)

java WIVIERRIEERIBAREFASBIM, BEIRTFA = oom, BBANFAE
Blfe, MZ&REINFZ] sysctl -p AL,

vm.overcommit memory=2

overcommit memory

0 — RIARE, . SNAH#BRZRBEATN, ARSH—MEN, AZEREREERRNTHAN
FHNAHEER,; WREEHNTANT, AFRERT, &0, AFEERN, HiEEREDSN
miﬁ*io

ZA0NElF, tbin1c KIS, AMRREAFEA T sooM, SHEFMEEZR malloc 500M KA,
AL S H#1T check,

ROBERETAART, BSRFRM.

1 — NTRAEHEEEK, ARASMEM check, BERMEREFAR, ik ooM &P A#E,
B2 EEHEF,

1G B9#128, A #F2 sooM, B HEE malloc 500M, ST, B2 —E kernel AWAEFEHEE
F1ie(NEERE),

ALK ooM, RiE—LHAPRKNHERE (FREHR ),

2 — % EREENAET >= swar AFEAN + PERE « N, WHELLRAGTSHE, BRETXD
N: NE2— P EL,

1R#E overcommit_ratio/100 KHEE, LU overcommit ratio=50 (FAMIHAEIA 50%), A
AN R 50%,

vm.overcommit ratio

HAEY vm.overcommit memory = 2 WEBEASER, AFTREARTFH

SWAP AfFA/\ + #EATE * overcommit ratio/100

EELHBEN overcomnit 58

CommitLimit: 4004708 kB /N\FEFEHIEHN 4096M

Committed AS: 2061568 kB

CommitLimit: FARENFHIATF (M FRE vm.overcommit memory=2 BHMEAERT ), BAMER
SWAP AfFA/ (ecs AT RE) + WEATF * overcommit ratio / 100
Committed AS: HAIEENEHAFA/N
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AT, IRBEEFIRERY vm.overcommit_memory {E4E38, ZiNHE 0 5
iztizt,

vm.overcommit memory = 2

[root@test ~]# grep -i commit /proc/meminfo

CommitLimit: 1940844 kB

Committed AS: 480352 kB

# java -Xms2048M -version KT

OpenJDK 64-Bit Server VM warning: INFO: os::commit

memory (0x0000000080000000, 1431830528, 0) failed; error='Cannot allocate
memory' (errno=12)

#

# There is insufficient memory for the Java Runtime Environment to
continue.

# Native memory allocation (mmap) failed to map 1431830528 bytes for
committing reserved memory.

# An error report file with more information is saved as:

# /root/hs err pidl267.log

%E o ®KE

vm.overcommit memory = 0

vm.overcommit ratio = 50

[root@test ~]# java -Xms2048M -version

openjdk version "1.8.0 242"

OpenJDK Runtime Environment (build 1.8.0 242-b08)

OpendDK 64-Bit Server VM (build 25.242-b08, mixed mode)
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RSB N EEIzITIER: Jadeos,

=)

[ERRfEIA . LINUX tmpfs ZiEIERARIAZ] 100%, AFHAREH,
HiTTElas <127 bash: fork: Cannot allocate memory I3 I B RSEESENER.

BEEEFAIMNERIREXIERA, BIEE tmpfs ERAIXZE] 100% FEHFIET Cannot

allocate memory.

G oo

allocate mMEmMOTrY




BEAREZRE min_free_kbytes figE® < 87

LIBIiE

1.

BSHIEREERAFEAESH, BXITIIRERERE, free BERETITRAAEF
288,

L2 Process tE R %, S LA 5D pid, <172 Cannot allocate
memory, HiTa< pstree —a | we —| G+ TFHER, HIRHESITSSHH
WELED .

[root@Z7 X86_AC westcloud]¥ pstree -a |wc -|

a3

[root@®@ZZ_XB6_AC westcloud]# cat /var/log/messages | grep com

Oct 19 18:42:58 iZ11jin75687 sh: fopt/lade0S 3_0/etc/rc.d/S55.00m start
Dec 3 00:53:32 iZ11jin7568Z sh: fopt/ladeO5_3_0/etc/rc.d/555.00m start
Dec 19 16:27:25 iZ11}in7568Z sh: fopt/lade0S_3 0fetc/rc.d/S55.00m start
Dec 19 17:31:24 iZ11jin7568Z sh: fopt/lade0S_3.0/etc/rc.d/555.00m start
[root@ZZ_X86_AC westcloud]# sysctl -a | grep pid_max

kernel.pid_max = 32768

[root@ZZ X86 AC westcloud]#

BRINAPEEZTFEFHIIRE min_free_kbytes B4 1G.,

BpaEdl Linux RERIRRESZPDZRAEF (Kbytes), MIREFTHNFEFIZ
18, BRIASBEA oom Killer & BHIER.,

LERAGFEERAAHZKRGERENSERMINE, RIEAZSEH vm.panic_
on_oom REEMARMEARBINTA.

vm.panic_on_oom=0 EZ%£1277 oom , FEF oom—killer REHAESH

FRIHIR

vm.panic_on_oom =1. Z&X[F oom, ~=Ea oom—killer, ME=BmMEF.
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[root@HK_xB6_AC ~1#t sysctl -a | grep min_free
.min_free_kbytes = 18248680
[root@HK_XBo_AC ~1# free -lh
total used free shared buffers cached
5.9G 1.8G 8.3M 18M Z42M

EINE K min_free_kbytes B,

BRI min_free_kbytes f&, BHITEZIXAIEN, &E—IX free TRRFER
mREREER, TRTAFIRE.

XPEMFS linux BREXAFEERAIFEN.
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BT BB IBREEAREAR—REOSEMIZHHER, ZhhRYTRER
AP, MAOMNEARLI R -12 =, RiLizhRARIGIEWER GRS, SEHIGIF
FANEMNBAREBAF KO, EIZIMEEIIES, BROREES, 7
—LWERMBE,
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1. JRIAZEHEER & O (2 B 2 Sk E 22 SAGRIRIBEE).




90 > ERiXOZBHERGEHRKEER

1.1 ZFUHE https Y EIZIFE ecs.
1.2 ECS Ef#F nginx BZ https %,
1.3 Nginx &t tomcat, Nginx £MEEESE, tomcat AMERNZIEK .

1.4 BFiEkredis BE T, WARapPUXHIEEZIEIE, B redis 5
mysql Z [EREIERL R RS .

n=: 288, ZHE.
R MEREE, &f R, FEERKR.

ESCUERR: ZNA—2 FETZIHITET (CRANRRMAOREEE, S8E
REIFREEIEBPHGFTHE ).

2. HEANNEHNZARY (24 REAKRMNEND, FELI[REFR, HEKER, &
FKE, BEFFENNERT, LTHNFRRENEM? 2B3SFELIR
EARRY, 4 SEIRETIXNRY).
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2.1 AN slb, BITEGEDY EHazEE

22 BANREDBHIEERDY, BEINERMEEENHRHTESESE, B
B &R

2.3 AE nginx i,

2.4 ERWEERER (B3R TN AiCR).

2.5 DIMpEIEERMEBIREERIEE & BRI cookie A= E.
e BINT SURMY, ¥RT Rk

R WREMARRE, BHSREEEECS £, Fit SLBHEFRE—E

REIZAKE 5.xG, HAREX 22w+, BR—EIAFRE, EIfH

THETRBIBREI = P =B BRI, SRR ERSH
CDN 75 &%

3. MEIMEEME=R%44 (2 84S &2 B 5SH%=14, 5SNA).

=21
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>

3.1

3.2

3.3

3.4

3.5

KX OSIEREHRIUEER

)\ CDN o K

i

HGHE nginx A9CEE,
T ST LER FERIRER AR (RBEEERE T ).

EREMRS RAMFEREFGR, BRERRE — N TtERITAYsb /&
i REEHE 200 MRS, BE sh BIIRET, SHERFRIEENIZS
EHER,

S SEAXMEM L, 7 oWEFEE, BREIRERE, RIS, 2
REZFFRIFIEFE KT,

= : CON RIEFERFAIRERR T SLB IS, ENAIRBIFE
EEI*EO
RR: FES—MRUNEERERNEER, PRESE, 4 SIaFRZRUE

RIMNE & MLIEEELGIRE, RO TERRF, BITR5RHE

4. IBIEZEM,
BEZE
/
i [
/4: ) F g l o
;[ ECS ]E E[ Tomeat ]E
- =

g
g
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4.1 E=FEEN CDN,

4.2 CDNBUIREREIR http. https #1X X518 SLB IR R EIFSLIF 12
a9, ERSCIAEIRIYITRL

ARV, BTSN AERRER .
s BFSINRFEE SLB ™5, shSENR, TEEa , mhE,

R NHEFLRE, REHE ecs FAHE, WRTERE, JUERERL
BRIVRZBZEEFE, — scale FJLA tHk/L+ BRI pod,
LU =B &

&

245 MERISE, BEIT N 2/, BEk—h—1~

1.

10.

vepu WLEE

slb fEimEEEUE .

BEFREANEXRE .

TR EZRRZRAM.

E—IXETE CDN SRIEGAIBHRARE FEES o) .
EFFRBBEREREEENR, S LR (EEES).

F—R(35) FATENIHMERXTT slb iRE, FFEADTARWRZHINT,
FEBIENERSL, M5 ATRIKIEE.

ENFEAF—E jmeter (4 S LEI 5 S8 E5|NT PTS #17EM ).

RNEIER B RIEAEFRZBUE windows £RY, SEMEELI T KRR,
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REHIRRFT (REDHT, SEFREIELLIX MNEX):

20200203 348966 221947 18534 5G 293 EEF | REERUNY, BRI
20200204 157830 123143 14141 4G 284 Eed FHEER/NY |, BRI
20200205 144893 63434 4248 1.3G 150 oo THYEFER | RNEIEETG

e LEMN=R%E, ATREEL LT 150 &Ylss, BEREEHIEMNE, UL
RIS EMERAVITAE, £ 50 etz T UATUET, MiFE 5 /N —EREIRIKE
imAFSE, 27 otEFERNNSHE, 2N T 3 NEBRZE, KIATLL
RIS DENSEI T ~

RisgEic:

1. SHMK

net.ipv4.tcp max tw buckets = 5000 --> 50000
net.ipvé4.tcp max syn backlog = 1024 --> 4096
net.core.somaxconn = 128 --> 4096
net.ipvé4.tcp tw reuse = 1
net.ipv4.tcp timestamps = 1(5 %06 RINFB IS SE nat FMIMTEBFMELK )
net.ipvé4.tcp tw recycle = 1
/etc/security/limits.conf
* soft nofile 65535
* hard nofile 65535
nginx ZEI
worker connections 1024-->10240;
worker processes 1-->16; (RIBSFRERIZE, TJPUEER auto)
worker rlimit nofile 1024-->102400;

listen 80 backlog 511-->65533;

WA F T UEIE nginx FBKEERM AR ERETROFH

2. i

¥ SLB /5if ECS # 2, ecs MBS —

nginx RRJGiH upstream T30 O £k

ZEFHELERS, SHEA, FNLFIIRR

=B KE B, ECS slb dedn redis

A% s1B A 7 RRITIES, 717 6 4 XKASERFSBERRALN,
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BRFMANK
Ahlge log, IR gc Ao, REHERNTF

/usr/bin/java -server -Xmx8g -verbose:gc -XX:+PrintGCDetails -Xloggc:/var/
1log/9052.gc.log -Dserver.port=9052 -jar /home/app/we.*****_ com/serverboot-
0.0.1-SNAPSHOT.jar

B ER X B, BEEE redis 2% session, TRE session BAF AKX SR (&
RiENE, RIULEHER)

jedis TR

maxTotal 8-->20

acceptcount {4k ( XF4R somaxconn )

bug:

springbootl.5 ikl jedis2.9.1 K redis ERMITAA, 53 tomecat 800 HEEAHEHL
PREF redis E#,

ER#t—SBFLIXNEDHAE 2.10.2 BEEE, MH2.10.2 AGEHE2.9.1

HRERL

redis AP HbHEEEE A R M
redis session B RELEE, BTHM redis &
server.servlet.session.timeout=300s
spring.session.timeout=300s
18 SOL 4% (RDS #I CloudDBA EH I ALY
ARIRBESLE, BESHE
4 backlog
WIS B LI E
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